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Installing IMS

Overview

Integrated Messaging Service (IMS) is an addition component to Voicemail Pro. It allows users to deal
with voicemails through their normal email interface (Microsoft Outlook or Exchange). Voicemails can still
be handled conventionally using just the telephone.

With IMS, voicemails are presented with a special icon in the user's email inbox. When a voicemail is
opened, a special form appears which enables the user to play back the message on their telephone.
The voicemail message itself remains on the voicemail server.

When a voicemail is read, forwarded or deleted, either from the email or by using the phone, its status is
reflected in both the mailbox and the email inbox.

e Playing Messages Through the PC
Normally IMS plays the voicemail messages through the PC user's telephone. IMS can be set up
to send the voicemail messages as wav files which are played using the PC's sound capabilities.
However, this creates a heavy load on the network and servers and so is not recommended.
Typically, one minute of speech requires the transfer of a 1MB file across the network.

e Required Network and Exchange Server Knowledge
Installation of IMS requires access to the customer's Exchange server and to other critical
components of their network. The installation should be performed only by an installer with good
knowledge of Exchange Server and Microsoft network setup. The installation should also be
performed only in conjunction with the customer's network manager.
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IMS Installation

IMS Limitations

IMS is designed to work in a system that comprises one IP Office and one Microsoft Exchange Server. It
can be used in a system with more than one telephone system as long as that system has centralized
voicemail using just one voicemail server.

IMS cannot be used to:
e Compose a new voicemail.
¢ Reply to a voicemail.
e Add comments to a forwarded voicemail.
¢ Mark a voicemail as urgent.
e Voicemails should not be placed in Public Folders.
o Clients that do not use TCP/IP are not supported.

¢ When it starts up, IMS only scans the root inbox for new messages.
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Installing IMS

IMS Components

IMS consists of the following components.

May be installed on the zame zerver PC

'l ™y
Manager & Feature Key Server

IP Office ?%
=,

Yoicemail Pro & IMS Server

E Cutlook 200000203

E/ or Exchange Client

-
EEEEEEEE R T EEEEEEE .

Uszer PC's -

E % Microzoft Exchange Server
Outlook 20000203 = ]
+ WS Client Exchange

5.5/2000/2003

e Voicemail Pro
Provides voicemail services to the IP Office users.

e |MS Server
This consists of two services installed on the Voicemail Pro Server PC:

e IMS Voice Service
Handles the delivery of messages when the user selects to play a message from
Outlook.

o IMS Gateway Service
Interacts with the Voicemail Pro Server, the Exchange Server and the IMS Clients. Stores
the current known status of voicemail messages and mirrors that status in both user's
email and voicemail mailboxes.

e Microsoft Exchange Server
The customer's MS Exchange server.

e [MS Administration Tool
This tool is used to maintain the association of voicemail mailboxes to email mailboxes.

The following components are required on the user PCs.

e Microsoft Exchange or Outlook
Microsoft Exchange Client or Outlook 97 or higher. Outlook 2003 (Cache Mode off)

e IMS Client
Installed on each email user's PC. This provides a voicemail interface within the user's Microsoft

Exchange or Outlook program.
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IMS Installation

IMS Client PC Requirements

These are the general requirement for a user PC to run the IMS Client application.

1.

Minimum PC specification for an IMS Client PC

These are minimum specifications and in most cases will not meet the customer's expectations
for acceptable performance. The end user's PC should be a newer PC to meet the customer's
expectations and will far exceed the minimum specs listed above.

HD Pentium Celeron XP 2000 2003
Pro Pro
64MB | 160Mb | 800MHz Celeron 3 Althon B v, ¥, J
800MHz 650Mhz

2. The client must use TCP/IP networking.

3. Users must be members of the same Domain as the IMS/Voicemail Pro Server.

4. The supported email services are MS Exchange 2000 and 2003.

5. The IMS client is supported with Microsoft Outlook 2000/2003 with cache mode off.

6. If you are the installer or system administrator, you must log on to the Client PC as the person
who is going to be using the IMS software and you must have Administrator rights for that PC to
install the software.

7. Outlook must already be installed and configured on the user's PC. Test this by using Outlook to
send a test message.
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Installing IMS

IMS Server PC Requirements

In addition to the Voicemail Pro server requirements, IMS requires the following.

The voicemail server to use MAPI.

Access to a Microsoft Exchange 5.5, 2000 or 2003 (SP1 and SP4) server.
An Exchange User account for user IMS.

A list equating Exchange User account names with voicemail box users.

Use of the Large Fonts setting is not supported. Use of this option may cause options on some
screens to become inaccessible.

Operating System Support
Voicemail Pro with IMS is only supported on the following Windows operating systems:

Windows 2000 Server with SP2.
Windows 2003 Server with SP1.

Windows 64-bit versions of the above are not supported.
Variants of the above such as Windows SBC and Windows DataCenter are supported.

No other operating systems are supported.

Network Requirements

100Mbps network card.
The server PC should be configured and tested for TCP/IP networking.

We strongly recommend that the voicemail server PC is connected to the IP Office Control Unit
directly. If this is not possible it should be connected via a LAN switch rather than a LAN hub.

If directly connected to the IP Office control unit, change the settings of the PC network card to
match the IP Office control unit as listed in the table below.

All IP Office LAN ports are 10Mbps/100Mbps auto sensing but it is recommended that the
settings of the LAN switch port or network card connected to the IP Office are set as listed in the
table below.

IP Office Control Unit Use Port Speed Duplex

Small Office Edition [ Any LAN port| 100Mbps | Full duplex
IP406 V2 Any LAN port | L00Mbps | Full duplex
IP412 LAN1 100Mbps | Half duplex
IP Office 500 LAN 100Mbps | Full duplex

The PC should have a fixed IP address. Although PCs in a DHCP network may retain the same
IP address between reboots this is not guaranteed.

e If the IP Office is acting as the DHCP server, it defaults to using 192.168.42.2 to
192.168.42.201 for DHCP clients. This leaves 192.168.42.202 to 192.168.42.254 for
devices that require fixed IP addresses.
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IMS Installation

Disk Space Requirements
A Voicemail Pro installation including VPNM and IMS requires the following free hard disk space.

e Up to 2GB of disk space for the software and language prompts
e An additional 1MB of disk space per minute for messages and other recordings.

e For Avaya IP Office Small Office Edition, you can expect to require at least 200 minutes of
message recording space which is 200MB.

e For a busy environment you can expect to require at least 1000 minutes of message
recording space, that is 1GB.
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A. IMS Server Installation
AOQ. Installation Checks
AF1H2F3=4M5M6M7MB

Before proceeding with installation ensure that the following requirements are meet:

1. Preparation

1. 0O Read the Documentation in Full
Ensure that you have read the documentation for IMS Installation in full and have note all
the additional requirements for the IMS server, domain interaction and IMS client setup.

2. O Read the IP Office Technical Bulletins
Ensure that you have read the IP Office Technical Bulletins relating to the IP Office core
software and the Voicemail Pro software being installed. These can be obtained from
http://support.avaya.com and from http://marketingtools.avaya.com/knowledgebase.

2. Information Required

1. O IP Office Feature Key Dongle Serial Number
This is printed on the Feature Key, prefixed with S/N.

2. OIP Office Licenses
Ensure that the details of the supplied licenses match the Feature Key serial number. The
minimum required licenses for Voicemail Pro with IMS are:

e [ Voicemail Pro (4 ports) license.
¢ [lIntegrated Messaging license.

e Additional Voicemail Pro (ports) licenses may be required depending of the
number of simultaneous voicemail accesses and users.

e For IP Office 500 systems an IP500 Upgrade Standard to Professional license
is also required.

3. O IP Office System Details
Service User name and password for access to the IP Office system configuration.

4. 0O Network Administration Access
Contact details of the network and Exchange server administrator.

5. 0O User Details
Listing linking email accounts and IP Office user names. Also detailing the location and
contact information for the users.

3. Materials Required
1. O IP Office Administration Applications CD.
2. O IP Office Voicemail Pro CD.

3. O IP Office Application Firewall Batch File
This file can be obtained from
http://marketingtools.avaya.com/knowledgebase/tools/firewall.

4. Only when you have completed the above process should you proceed to Al. Creating the IMS
Account.
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IMS Installation

Al. Creating the IMS Account

A=

1H2H3HaHsHe6H7HB

A domain user and mailbox account must already exist for the account named IMS. For information
about creating this account, see Creating and Configuring the IMS Account. The Voicemail Pro software
needs to be installed using an account with full administrator rights on the PC. The service subsequently
runs under that account. We required that a specific account, IMS is created for this purpose and set so
that its password does not expire.

The IMS account must be a member of the administrator’s group on the IMS server PC. Note, it is not
necessary to be a domain administrator, but must be a member of the administrators group on the PC to
be able to start the IMS and Voicemail Pro services.

To create and configure a domain user and mailbox account called IMS:

1.
2.

12.
13.
14.
15.
16.
17.
18.

19.
20.
21.

Do not proceed with this process until you have completed the steps in AO. Installation Checks.

Working with the network administrator, create an account called IMS on the domain and an
associated mailbox on the exchange server. Provide a secure password and ensure User
Cannot Change Password and Password Never Expires are checked.

Make sure that the server PC that will be running IMS and Voicemail Pro is a member of the
same domain as the Exchange server.

e Log on using an account with administrative permissions on the domain.

¢ Right-click My Computer. Select Properties and select the Network Identification
Tab.

On the server PC, select Administrative Tools > Computer Management > Groups.

Select Add. From the Look In list select the domain name.

In the Name window, highlight the IMS account and click Add. Click OK twice.

Log out and log back in with the IMS account.

On the desktop, right-click the Outlook icon and select Properties to configure the IMS Account.
On the Mail Properties > General Screen, click Add.

. Check the Microsoft Exchange checkbox and click Next.

. Type in the Exchange servers name in the Server field, and IMS account in the Mailbox

field. Please note, if using Outlook 2003 uncheck Cache Mode. Click Next.
Select No when asked if you travel with this computer. Click Next.

Click Finish.

Highlight the MS Exchange Settings and click Properties.

Highlight Microsoft Exchange Server and click Properties.

Click Check name and ensure the name is resolved.

If the name is resolved, select Apply. Click OK twice and then click Close.

Do not continue until the name has been correctly resolved with the Exchange Server. If the
name is not correctly resolved, check the Exchange and Mail account details with the Exchange
Administrator.

Open Outlook and select Yes to register Outlook as the Default eMail application.
Verify that you can send and receive emails.

Only when you have completed the above process should you proceed to A2. IMS Server
Preparation.
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A. IMS Server Installation

A2.

IMS Server Preparation

AH1MH2H3H4MH5H6H7HB

1. O Do not proceed with this process until you have completed the steps in A1l. Creating the IMS
Account.
[0 Log on to the server PC using the IMS account and check the follow requirements.
O The Server is a Member of the Domain
The IMS Server MUST be a member of the customer’s domain.

4. [ The Domain Has an User and Email Account IMS
A domain user and mailbox account must already exist for the account named IMS. The
Voicemail Pro software must be installed using this account with full administrator rights on the
PC. The services subsequently run using that account.

5. O The IMS Account Has Admin Rights on the IMS Server
The IMS account must be a member of the administrator’s group on the IMS server PC. Note, it
is not necessary to be a domain administrator, but must be a member of the administrators group
on the PC to be able to start the IMS and Voicemail Pro services.

6. [ The Server's Outlook Client is Configured for the IMS Account
Check that the Outlook or Exchange client on the server PC is configured to use the same
account (IMS).

7. O Test Email Operation
Log into the PC with this account (IMS) and verify that you can send and receive emails using
this account.

8. O IP Office Manager is Installed
A PC with IP Office Manager and Microsoft .NET Framework versions 1.1 and 2.0 and Enable
network COM+ access are installed on the IMS/Voicemail Pro server. IP Office Manager uses
.NET Framework 2.0 whereas Voicemail Pro uses .NET Framework 1.1. If version 1.1 is not
detected, you will be prompted to install it before the Voicemail Pro installation proceeds.

9. O Check or Disable IP Office Voicemail Email Settings
In the IP Office Manager, the Voicemail Email settings under the voicemail/user tab are switched
off or are set to a different email account then the one you will be using with IMS. This is
because the IP Office configuration settings for each user do not apply to IMS. They are usually
switched off by default but it is advisable to check before you start the installation. For more
information, see the IP Office Manager help. Please note Voicemail to Email can be used in
conjunction to IMS for example to send an SMS alert to your SMS enabled cell phone but if set to
the same Outlook email account as IMS would result in two emails being delivered to the user,
one that synchronized with their voicemail and one that did not.
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IMS Installation

10. O Disable any Server PC Power Saving Mode
Switch off any PC and hard disk sleep, power down, suspend and hibernation modes.

Power Options Properties @@

B Advanced Settings
B Beeps/Alamns E Suspend/Hibemate Options

N Select the power scheme with the most appropriate settings for
J;’ﬂ this computer. Mote that changing the settings below will modify
the selected scheme.

Power schemes

T

[ Save As.. H Lelete ]

Settings for Always On power scheme

When computer is: 7& Plugged in ‘ Runni_ng on
= batteries
Tum off monitor: After 20 mins v ;Aﬂe" 15 mins w
Tum off hard disks:
System standby:

Power Schemes  Alarms Power Meter | Advanced Hibemate

11. Disable Network Card Power Saving

Disable any Network Card including the power save options for the NIC card under the

properties of the installed network card.

Intel(R) PRO/1000 MT Mobile Connection Properties

General || Advanced | Driver | Resources | Power Management

@ Intel(R) PRO/1000 MT Mobile Connection

Waming: Allowing this device to bring the computer out of standby may
cause this computer to periodically wakeup to refresh its network state. if
you travel with this computer or run it on a battery, you should not tum on

this feature as the machine may awaken at inopportune times or co
the battery.

nsume

o I

Cancel ]

12. If the server PC is directly connected to the IP Office control unit, adjust the NIC port settings to
match the IP Office as follows. If connected via a LAN switch, check the LAN switch

manufacturers documentation for details of the optimum port settings.

IP Office Control Unit Use Port Speed Duplex

Small Office Edition [ Any LAN port| 100Mbps | Full duplex
IP406 V2 Any LAN port | L00Mbps | Full duplex
IP412 LAN1 100Mbps | Half duplex
IP Office 500 LAN 100Mbps | Full duplex

13. Only when you have completed the above process should you proceed to A3. Entering the IMS

Licenses.

Integrated Messaging (IMS) Installation
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A. IMS Server Installation

A3.

Entering the IMS Licenses

A -

1H2H3HaHs5HeH7HB

The Voicemail Pro must have licenses for itself, any additional voicemail ports required and for IMS. You
must check that these have been entered into the IP Office systems configuration and that they are valid.
IP Office 500 systems will also require the IP500 Upgrade Standard to Professional license.

Without valid licenses the Voicemail Pro will operate for 2 hours before stopping and IMS will not operate

at all.

The licenses supplied must match the serial number of the IP Office Feature Key. This is printed on the
Feature Key and in IP Office 4.0 systems can be checked through the Feature Key Serial Number field
on the System | System tab in IP Office Manager.

Checking Licenses

1. Do not proceed with this process until you have completed the steps in A2. IMS Server
Preparation.
2. If not already in place, the IP Office Feature Key must be installed.
1. USB or Parallel Port Feature Key
These types of keys can be attached to the same PC as the Voicemail Pro server. The IP
Office Feature Key Server application must be installed on the PC also. Check that the
application is running and the key recognised before proceeding.
2. Serial Port Feature Key
This type of key is connected directly to the DTE port of the IP Office control unit. It does
not require the Feature Key Server software to be installed on any PC.
3. IP Office 500 Smart Card Feature Key
This is the only type of Feature Key supported by IP 500 Office systems. It does not
require the Feature Key Server software to be installed on any PC.
Start IP Office Manager and receive the current configuration from the IP Office system.
On the System | System tab, check that the License Server IP Address is set correctly. For
USB and parallel port keys it should be set to the IP address of the PC hosting the key and
running the IP Office Feature Key Server software. For the serial port keys it should be set to
0.0.0.0. For IP Office 500 systems the field is not used.
5. Select e Licence.
6. If licenses have been entered already, check that their Status is listed as Valid.
7. Click & and select License.
8. Enter one of the supplied licenses for Voicemail Pro and IMS.
9. Click OK.
10. Repeat until all the licenses are entered.
11. Click k= to send the updated configuration back to the IP Office.
Integrated Messaging (IMS) Installation Page 15
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12. Reload the configuration again and check that the Status for all licenses is now Valid.

IP Offices Licence E Integrated Messaging -t X | v < | >]
A, Directory (00 i f |
v (0) Licence Type Status Licences
/?\ Time Prafile (0) % Additional Voicemail Pro (ports)  Yalid |
@ Firewall Profile (1]] | ERa e e A Licence Key [BUSmb el colMEGLKriKeew_46EbzpgYrC |
B VYoicemail Pro (4 Ports) Yalid

n IF Route (4) Licence Type |Integrated Messaging |
88 Account Code (0] Licence Status |\-'alid |
W, Licence (3) Instances |255 |
ﬁ Turnel (0)

Expiry Date |Never |
< Logical LAN (0}

e Note: This screen shot only shows the licenses for Voicemail Pro and IMS. Additional
licenses may be present for other Voicemail Pro and IP Office features. Do not remove or
alter any licenses.

13. If otherwise do not proceed any further until the issue with license validation is resolved.

14. Only when you have completed the above process should you proceed to A4. Installing the IMS
and Voicemail Pro Software.
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A4. Installing the IMS and Voicemail Pro Software

A=

1TH2H3HaHsH6H7HB

Do not start to install the IMS software before you have completed the necessary pre-installation checks.

To install the IMS and Voicemail Pro Software:

1. Do not proceed with this process until you have completed the steps in A3. Entering the IMS
Licenses.

2. Verify that you are logged in with the IMS account and that the account is a member of the
Administrator group on PC or is a domain Admin.

3. Verify that Outlook is installed and setup for the IMS account and that you can send and receive
emails.

4. Insert the IP Office Voicemail Pro CD. The installation should auto-start. If it does not auto-start,
click Browse to locate Setup.exe on the CD and then run it. The Choose Setup Language
window opens.

5. Select the installation language. This language is used for the installation and for the default
language prompts.

6. Click OK. Installation preparation begins.

If the following window below opens, Voicemail Pro is already installed.
InstallShield Wizard e x|
Welcome
b adify, repair, or remowve the program. I i
YWelcome to the |P Office Meszsaging Suite Setup Maintenance program. This program lets you
modify the curent ingtallation. Click one of the options below.
+ Modify
Select new program features to add or 2elect curently ingtalled features ta
TEMOYE.
" Bepair
ﬁ Reinstall all program features installed by the previous setup.
" Remove
@ Femove all installed features.
| FztallS hield
< Back | Mext = I Cancel
1. Select Modify and click next to see if IMS has already been installed.
o If IMS and Voicemail Pro have already been installed you will need to upgrade
rather than install a new version. For more information, see Upgrading a Voicemail
Pro System.
¢ If Voicemail Pro has been installed but not IMS, backup the call flow as described
in Upgrading a Voicemail Pro System and then uninstall Voicemail Pro and reboot
the PC and proceed with the installation of Voicemail Pro and IMS.

8. In the Welcome window, click Next. The Customer Information window opens.
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9.

10.

11.
12.

13.
14.
15.
16.

In the Customer Information window, type a user name and the company name or use the
default names that are proposed. These settings do not affect Voicemail Pro when it is installed.

In the same window choose the option that determines who should be able to use Voicemail Pro
when it has been installed. The recommended option is Anyone who uses this computer (all
users).

In the Customer Information window, click Next.

The Choose Destination Location window opens. Unless there are specific reasons for
changing the location, the default setting is recommended. Click Next.

The Messaging Components window opens. Select Voicemail Pro (Full) and click Next.
The Setup Type window opens. In the Setup Type window, select Custom.
Click Next.

The Select Features window opens so that you can select which additional Voicemail Pro
features to install. For IMS ensure that the settings are as follows:

e Voicemail Pro Campaign Web Component is not required for IMS but is installed as part
of a typical Voicemail Pro Server installation. If a web server has already been installed
but the Voicemail Pro Campaign Web Component is not required, uncheck it to remove it.
If Voicemail Pro Campaign Web Component is required for other use, make sure that it is
checked so that it is not removed.

o Ensure that Voicemail Pro Client and Voicemail Pro Service are checked.

e Check any additional languages that are required. It is recommended that either English
or English US is always selected (installed by default) in addition to any languages that
are required by the customer.

e Important
Do not uncheck any other boxes as this will remove the corresponding software
features.

e Scroll down and check Integrated Messaging Service. That should automatically select
all the components for IMS.

InstallShield Wizard bl e 5'

Select Features

Chooze the features Setup will install. I i

Select the featurez you want to install, and clear the features you do not want to install,

“ [ ¥PMNM Receiver ] ~ Description

[ Woicemail Pro Campaign Web Comporent This will inztall the Integrated
Mezzaging Services

: B [ntearated Meszaging Service

----- M5 Client Package

=l ] IM5 Server
- []IM5 Database Service
] IM5 Gateway Service

o] IM5 Vioice Service
“ o] M5 &dminigtration Tool

Space Required on C: 230284 K
Space Available on T RRE4240 K

[metallZhield
< Back | et > I Cancel

18. Click Next.

Integrated Messaging (IMS) Installation Page 18
IP Office Issue 1a (14th May 2007)



A. IMS Server Installation

19. If you have chosen to install the Voicemail Pro Campaign Web Component, the Select the Web
Server root directory window opens.

1. Type the path to the folder where you would like to save the web campaign web pages.
Alternatively, use the default location or click Browse and select a folder to use. Click
Next.

2. The Select the Destination of the Script directory of Your Web window opens. Type
the path to the folder where the web campaign components are to be installed.
Alternatively, use the default location or click Browse and select a folder to use. Click
Next.

20. The Service Account Name window opens. Details of the default administrator account are
already filled in.

21. In the Service Account Name window, type the User Name and Password for the IMS account
created previously on the domain and Exchange server.

InstallShield Wizard

Service account name

4

Pleaze enter the account and pazsword that the service(z] zhould uze for execution.

I zer Mame: |IMS Browse. .. |

Pazzword: | xxxxxxxx

RERREEER

Coanfirn Pazswiord:

< Back | Mest » | Cancel

o Alternatively, click Browse and select from the list of available network accounts. The
IMS account should show up in the list. Verify that you can browse for this account. Make
sure the IT manager has not hidden this account for Exchange or has separated this
account in Active Directory.

22. Click Next.

23. The Select Program Folder window opens. It is recommended that you use the default folder, IP
Office, which will already be shown. Click Next.

24. The Start Copying Files window opens. You are presented with a summary of the settings that
you have chosen so far. Review the settings to make sure that they are what you expect. In
particular, check that the required languages are listed. Scroll down if necessary. The minimum
requirements for IMS are listed below. If for any reason the details are not what you expect, click
Back and make the necessary changes.

e Voicemail Pro
- Voicemail Pro Client.
- Voicemail Pro Service.

o Integrated Messaging Service.
- IMS Client Package.
- IMS Database Service.
- IMS Gateway Service.
- IMS Voice Service.
- IMS Administration Tool.

25. When you are satisfied that the details are correct, click Next to start copying the files. The Setup
Status window opens to keep you informed while the installation takes place.
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26. When the installation is complete, click Finish to restart now.
27. An attempt is made to start all services associated with Voicemail Pro and IMS.

. X
@ Starting zervice "YMProDBService"

28. After the services have started, the installation process continues.

29. The IP Office Voicemail Pro - System Settings window opens.

IP Dffice Yoicemail Pro - System Settings

These =ettingz affect the zervices when they are running.
|nteqrated Meszaging Gateway Server

Lagaing Lewel Mane -

Integrated Meszaging Yoice Server

Logging Lewvel Mone ﬂ

| Hest » |

30. Select the required logging levels. Logging may be useful for fault diagnostics. You can switch
logging off after you have verified that IMS is working correctly. Click Next.

31. The IP Office Voicemail Pro - Path Settings window opens.

IP Office Yoicemail Pro - Path Settings

Enter the name of the computer on which the Integrated Meszaging Yoice
Server haz been installed.

|YEIL|H-E1 D107CS7E| Browsze

< Back | Mest > |

32. Enter the name of the server PC on which Voicemail Pro and IMS have been installed. In most
cases the name is detected automatically and filled in for you. If not, click Browse and provide
the name of the Integrated Message Voice Server. If this fails it is most likely because the IMS

Gateway Service is not running.
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33. Click Next. The IP Office Voicemail Pro - Email Settings window opens.

IP Office Yoicemail Pro - Email Settings

Accaunt Detailz

(M3 Browze

bezzage Parameters

The following settings are uzed to contral whether the Yoicemail
meszzage iz zent az a wave file within the email meszage.

[ Transmit ‘ave File
'
{+

< Back | Mest > |

34. In the Account Details field, type the name of the account IMS. Alternatively, click Browse and
find the IMS account.

¢ If wav files of voicemail messages are to be sent in emails rather than left just in the
voicemail mailbox check Transmit Wave Files. Sending .wav files across a network
creates a high loading on the network and network servers. A one minute message
requires a 1MB .wav file. Choose either:

¢ Attach wave file to message to allow a recipient to copy a .wav file for use
elsewhere.

e Embed wave file in message to allow a recipient to embed a file in a message.
An embedded file is compressed and therefore smaller than an attached file.

35. Click Next. The IP Office Voicemail Pro - SMTP Email Settings window opens. Note that IMS
uses MAPI so this setting does not pertain to IMS but Voicemail to Email.

36. Click Finish. An attempt is made to validate the SMTP email settings. If the attempt to connect
with the SMTP server fails, an error message is displayed. This can be ignored if SMTP is not
being used (which it is not for IMS services).
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A5. Check the IMS Services

AP
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If Voicemail Pro has been installed successfully, the voicemail service is started automatically. However
it is useful to check them and to know how to stop-start the services manually.

To check/restart the Voicemail Pro and IMS Services

1.

Do not proceed with this process until you have completed the steps in A4. Installing the IMS
and Voicemail Pro Software.

Open the Windows Control Panel.

Select Administrative Tools > Services.

4 Services

File  Action Wew Help
= 2
|% Setvices (Local) Mame | Description | Stakus | Starkup Type | Log Q... | -~
%TCPIIP MetBIOS Hel,., Enables su...  Started Aukomatic Local Service
%Uninterruptible Pow... Manages a... Tanual Local Service
Universal Plug and ... Provides s... Manual Local Service
%Webclient Enables Wi, Started Automatic Local Service
%IMS(Gateway) Started Automatic I3
%IMS(Restart) Started Automatic M3
%IMS(VDice) Started Autamatic M3
%Voicemail Pro Service Started Automatic M3
e
i Extended )\ Standard

The Voicemail Pro service and IMS services should be visible. Their Status should be Started
and the Startup Type should be set to Automatic.

The details should also show that the services are running under the IMS account.

If it necessary to manually restart the services, ensure that the following order is used:
VMProDBService (if installed), Voicemail Pro Service, IMS(Restart), IMS(Voice) and finally
IMS(Gateway).

Close Services.

Only when you have completed the above process should you proceed to A6. Initializing the
Call Flow.

Using a Batch File to Start Services

In some instances, certain computers might not respond quickly enough in order to start all of the Avaya
services in the correct order. In this circumstance, it can be advisable to create a batch file which will
delay the start of these services until the PC is fully running.

Avaya IP Office Services can be started successfully at system start-up using a scheduled task that
initiates the batch file below. This batch file ensures that the services will start successfully and in the
proper order.

1.
2.

3.

Set all Avaya services listed below to Manual start. Do not include Key Server.

Create the batch file below and save it to %SYSTEMROOT%. Only include lines for the services
which are installed.

@echo off

rem Wait 60 seconds before execute.
timeout /t 60

net start VMProDBService

net start Voicemail Pro Service
net start IMS(Restart)

net start IMS(Voice)

net start IMS(Gateway)

Create a scheduled task to start the batch file at system start-up.
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AG6. Initializing the Call Flow
AF1MH2MH3M4MH5H6MH7MHB

This stage will check both that the Voicemail Pro Client can connect to the Voicemail Pro Server, and
also initialize the call flows.

To Initialize the Voicemail Pro Call Flow:

1. Do not proceed with this process until you have completed the steps in A5. Check the IMS
Services.

Select Start | Programs | IP Office | Voicemail Pro Client.
The Voicemail Pro Client should start and display Connecting to the Local Server.

A WD

Once it has connected the various navigation panes should show content.

Click the @ Save and Make Live icon.
Select Yes.

Voicemail operation can now be tested from an extension by dialing *17.

a > w DN

Only when you have completed the above process should you proceed to A7. Associating
Voice Mailboxes with Email Addresses.
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A7. Associating Voice Mailboxes with Email Addresses

A=
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When you have installed IMS, started the Voicemail Pro server, you are ready to associate the user
voicemail mailboxes with email mailboxes on the Exchange Server. This is done using the IMS
Administration tool.

To associate a voice mailbox with an email address

1.

10.

11.

12.
13.

14.

Do not proceed with this process until you have completed the steps in A6. Initializing the Call
Flow.

From the Start menu, select Programs | IP Office | IMS Administration Tool.

From the Server menu, if the server is not already populated, select Add. The New Integrated
Messaging Server window opens.

In the Server field, type the name of the IMS Server or click Browse and select a server. When
the server has been added, the name is displayed with a [+] plus icon.

Expand the [+] icon to show configurable options.

Highlight Integrated Messaging Associations. After a few moments the voice mailboxes are
displayed in the right-hand window.

Select a voice mailbox to configure and double-click it to see its properties.

In the Associated Email Address field, select Change and select the relevant email address of
the associated user.

If the mail settings need to be different from the default settings, select the User Properties tab
and configure as applicable and select OK.

In the Primary NT Account field click Select Existing and select the relevant domain user
account of the associated user. Note, if the user is opening multiple inbox accounts all have to be
added.

1. IP Office Integrated Messaging Pro (IMS) clients may appear to respond slowly or even
lock up where the IMS client user has defined one or more delegates in Microsoft
Outlook. All delegates of an IMS Client’s Outlook should have their domain account and
email address added into the permissions field, with Access permission selected.

Mailbox Properties x|

Mailbox Settings | User Properties |

~General Information
Yoice Mailbox |dentifier : 308

Waice Mailbow Name : JAlexF
Associated Email Address : [Agent1 Change

r~Brimary MT Account

TEST\&gent!

Account | Domain | Access [ Admin

Bgentt TEST " ol

Add... Bemove

(5] | Cancel I Lpply |

When complete, click the Synchronize Mailboxes icon to synchronize the mailboxes.
Alternatively, click Selecting Mailboxes and Synchronize on the menu bar.

Close the IMS Administration Tool.

Make a call to one of the users that you have just associated and leave a message in their
voicemail mailbox. A short while after hanging up a message should arrive in the user’s mailbox.

Only when you have completed the above process should you proceed to B1. IMS Client
Requirements.
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B1l. IMS Client Requirements

A-

Bl 1H 23 45H6c¢

During

installation of the IMS Server, the IMS Client Installer package is copied to C:\Program

Files\Avaya\lP Office\Voicemail Pro\IMS\Client and is automatically shared as IMSClient. The
installer, called IMSClient.exe is approximately 10.1MB is size. You need to install the IMS Client on the
PC of each user who want to use IMS.

2% CRITICAL WARNING
Do not install the IMS Client on the same PC as the Voicemail Pro / IMS Server.

Do not proceed with this process until you have completed the steps in A7. Associating Voice
Mailboxes with Email Addresses.

Minimum PC specification for an IMS Client PC

These are minimum specifications and in most cases will not meet the customer's expectations
for acceptable performance. The end user's PC should be a newer PC to meet the customer's
expectations and will far exceed the minimum specs listed above.

Pentium Celeron AMD 2000 2003

Pro

64MB 160Mb 800MHz | Celeron 3 | Althon B i, i, v,
800MHz 650Mhz

o If the client PC is a Windows server, it must:

e Meet minimum hardware and operating system requirements for an IMS server,
see IMS Server PC Requirements.

o Not be a Domain Controller.
« Not be the Voicemail Pro / IMS Server.

3. Clients must use TCP/IP networking.

4. Users must be members of the same Domain as the IMS/Voicemail Pro Server.

5. The supported email services are MS Exchange 2000 and 2003.

6. The IMS client is supported with Microsoft Outlook 2000/2003 with cache mode off.

7. If you are the installer or system administrator, you must log on to the Client PC as the person
who is going to be using the IMS software and you must have Administrator rights for that PC to
install the software.

8. Outlook must already be installed and configured on the user's PC. Test this by using Outlook to
send a test message.

9. The Integrated Messaging Server must already be installed and running.

10. Only when you have completed the above process should you proceed to B2. Adjusting DCOM
Settings.
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B2. Adjusting DCOM Settings
AFBi12M3H4H5MH6MHC

Microsoft have significantly increased the security around many operations included application access
to functions such as email. The following DCOM changes are therefore essential for support of IMS and
must be performed before installing the IMS Client.

The DCOM changes can be done either through a security policy that is then applied to all PCs in the
domain, otherwise the individual settings on each client PC must be adjusted.

To set the Client PC's DCOM Settings

1. Do not proceed with this process until you have completed the steps in B1. IMS Client
Requirements.

2. Using one of the methods described below, ensure that the DCOM settings of the client PC are
adjusted to support interaction with the IMS server.

e B2a. Setting the Changes on a DCOM Security Policy.
e B2b. DCOM Settings for a Windows 2000 PC.
e B2c. DCOM Settings for XP Pro and Windows 2003 PC's.

3. Only when you have completed the above process should you proceed to B3. Installing the IMS
Client Software.
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B2a. Setting the Changes in a DCOM Security Policy

Setting all DCOM security settings for a domain to work with IMS. After setting the DCOM options, this is
now a domain wide policy and when the IMS clients are installed and the computer is rebooted and the

user logs on, these settings will be pushed to the end user. Doing this as a policy simplifies the
installation process for IMS.

1. On the domain controller, open Active Directory Users and Computers, right click on the
domain to be administered and select Properties.

L Window  Help

les o B FRRE 2 ellavaén

@ Active Directory Users and Computer | ACE. com __6 objects
(-] Saved Queries

Mame /

—

Delegate Contral...
il pters
Conneck ko Domain, ..
Connect to Domain Contraller...
Raise Domain Functional Level. ..
Operations Masters...

n Controllers
nSecurityPrincipals

e »
All Tasks 13

iew »
Mew Window From Here

Refresh
E:xpork List,..

Properties

By Help

2. Select the Group Policy tab.

ACE.com Properties ﬂ B
General | Managed By Group Policy i

T improve Group Policy management, upgrade to the Group Policy
Management Console [GRPMC).

£=: g Current Group Policy Object Links for ACE

Group Palicy Object Links J Mo Dverridei Disabledj

Jefault Domain Policy

Group Policy Objects higher in the list have the highest priarity.
Thiz lizt obtained from: mainpde ACE. com

New | add. | Edt | |

Dptionz... | Dielete... I Properties | Down |

I™ Block Policy inheritance

Cloze I Cancel I Al |
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3. Double click Default Domain Policy. Drill down to Computer | Windows Settings | Security

Settings | Local Policies | Security Options.
'{ii Group Policy Object Editor !E[

EEiIe Action  Wiew  Help

_‘f—_j Default Domain Policy [mainpdc, &CE. com] Policy Policy  / | Polic =
E@ Camputer Configuration fi8] Accounts: Administrator account status Mot
&[] Software Settings 28] Accounts: Guest account status Mot
D Windaws Settings Accounts: Lirnit local account use of blank passwords to console logon anly Mot
] Seripts {StartupShutdovn) Accounts: Renarme administrator account Tot
A Security Settinglsl Accounts: Rename guest account Tot
i g Accaunt _P_DHCIES Audit: Audit the access of global swstem objects Mot
EI ; Lca.\l.zgiléclli‘eoslicy Audit: Audit the use of Backup and Restore privilege Mok
Audit: Shut down system immediakely if unable to log security audits Mot

User Rights Assignment
=8 Security Options
5 Event Log =

4. Search for the DCOM Machine Access Restrictions ... entry and double click on that entry.

COM: Machine Access Restrickions in Security Descriptor Definition Language {SDOL) synkax !_...J
DZOM: Machine Launch Restrickions in Security Descriptor Definition Language (SDOL)... OB

DCOM: Machine Access Restrictions in Security Descriptor Defi... E

Template Security Policy Setting |

A 4 DCOM: Machine Access Restrictions in Security D escriptar

ﬁl Definition Lahguage [SDDL) spntax

I the zecurity descnptor iz left blank after defining the policy setting in the
template, the policy setting will not be enforced.

Security descriptar:

Edit Security... |
aK I Cancel | Apply i

5. Check Define this policy setting and then click Edit Security.

Access Permission E

Security Limits |

Group or uger names:

¥ WIE1N

@ Distributed COM Users [ACE\Distributed COM Users)

ﬁ Evemone
Add... | Remaove I
Permnizzions for AMONYMOUS
LOGOM Al Dieny
Local Access O
Remate Access O

(0] I Cancel I
6. Add the Everyone and Anonymous Logon users and set them to Allow for remote and local
access. Click OK.
Click OK.
8. Repeat this process for all DCOM entries.
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B2b. DCOM Settings for a Windows 2000 PC

This process adjusts the DCOM settings on an individual PC running Windows 2000.

1. Select Start | Run.
Run @Fz|

= Tvpe the name of a program, Folder, document, ar
o Internet resource, and Windows will open it for wou.

l [0]'4 H ancel H Browse, .. ]

2. Enter DCOMCNFG and click OK.

Distributed COM Configuration Propert x|

Applications  Default Praperties I Diefault Securityl Diefault Protocolsl

[w iEnable Distibuted COM on thiz computer

[ Enable COM Intemet Services on this computer

— Default Diztributed COM communication properties
The Authentication Level specifies security at the packet level.

Default Authentication Lewel:

I[None] j

The Impersonation Level specifies whether applications can
determine who is calling them, and whether the application can do
operations using the client's identity.

Default [mpersonation Lewvel:

I Impersonate ﬂ

[~ Provide additional security for reference tracking

(.4 I Cancel | Apply |

3. On the Default Properties tab, set the following:

¢ Enable Distributed Com on this computer.

o Default Authentication Level set to “NONE”

o Default Impersonation Level set to “Impersonate”.
4. Click on the Default Security tab.

Distributed COM Configur ation Properti 21x|

Applicationsl Defaulk Properties  Default Security |Default Protocolsl

— Default Access Permissions

‘t'ou may edit who iz allowed to access applications that do not
provide their own zettings

— Default Launch Pemizzions

“rou may edit who iz allowed to launch applications that do not

provide their own settings.
Edit Defauilt... |

— Default Configuration Permissions

‘r'ou may edit the list of ugers that are allowed to modify OLE class
configuration information.  Thiz includes installing new OLE servers
and adjusting the configuration of existing OLE zervers.

Edit Default... |

QK | Cancel | Apply |
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5. Click on the Edit Default button for Default Access Permissions.

Registry ¥alue Permissions 5'

Reqisty Yalue:  DefaulthccessPemizsion

Owner: Administrator

Mame:

& Everyone

Tvpe af Access: IAIIow Arocess j

oK | Cancel |

Bemove | Help |

6. The Everyone Group should have Allow Access set. Click OK.

7. Click on the Edit Default button for Default Launch Permissions.

Reqgistry ¥alue Permissions 5'

Reqistry WYalue:  DefaultlaunchPermizssion

Owner Account Unknown
MName:

_r Administrators

Everyore

Allow Latnch
Allaw Launch
€5 INTERACTIVE Allaw Launch
ﬁ IUSR_EMN3000D0CSAYT [Internet Guest Acdllow Launch
% I'wfaskd_EM300000CSRYT [Launch 1S Procedllow Launch

SYSTEM Allow Launch

Tupe of Access: IAIIow Launch j

ak I Cancel | Add... | Eemovel Help |

8. The Everyone Group should have Allow Launch set. Click OK.

9. Click on Edit Default button for Default Configuration Permissions.

Registry Key Permissions 5'

Reqisty Key:  HKEY_CLASSES_ROOT

Owner: Administrators

Mame:

f Adminiztratars Full Cantral

Pk CREATOR DwNER Full Control

; Full Cartrol

Bt Power Users Special docess
R 5YSTEM Full Control
@ TERMINAL SERVER USER Special Access
i‘ Usgers Fead

Tvpe of Access:  ||gReeTle

ak. I Cancel | Add... I Eemovel Help |

10. The Everyone Group should have Full Control set. Click OK.
11. Click Apply.

12. Click OK.
13. Reboot the PC.
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B2c. DCOM Settings for XP Pro SP2 and Windows 2003 SP1 PCs

This process adjusts the DCOM settings on an individual PC running either Windows XP Pro SP2 or
Windows 2003 SP1.

1. Select Start | Run.

2. Enter DCOMCNFG and click OK.

= Tvpe the name of a program, Folder, document, ar
Internet resource, and Windows will open it for wou.

I [0]'4 H ancel H Browse, .. ]

¢ Windows XP may attempt to block the Microsoft Management Console. Select Unblock
to continue.

3. Click on Component Services. and then Computers.

i%: Component Services E“E]@
@ Eile  Action Wew Window Help . = J
& || =
[_1 Consale Roat Computers 1 object(s)
= @ Component Services | T
+ a Computers

My k
+ Services (Local) [y Computer

¥ % Event Yiewer (Local)

4. Right click on My Computer and choose Properties.
5. Select the COM Security tab. Note: Windows XP , Windows XP Service Pack 1 and Windows

Server 2003 without SP1 will only have Edit Defaults.
My Computer Properties E|E|

General Optione Default Properties
Default Protocols MSDTC COM Security

Access Permissions

‘You may edit who iz allowed default access to applications. You may
alzo zet limitz on applications that determine their own pemiszsions.

Edit Limits... {Edit Defadit.

Launch and Activation Permissions

‘You may edit who iz allowed by default ta launch applications or
activate objects. You may alzo zet limits on applications that
determine their own permissions.

E dit Limits... Edit Default...

[ Ok ][ Cancel ]

6. Edit the limits for Access Permissions and Launch and Activation Permissions to allow
Remote Access and Remote Launch/Activation permissions for Anonymous Logon and
Everyone. Note: Windows XP, Windows XP SP1, and Windows 2000 Server grant the Everyone
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all Permissions.

Access Permission

Security Limits ]

Group or uger names:

Launch Permission
Security Limits l

Graup ar uger names:

ﬁEANDNYMDUS LOGON

ﬁi Adminiztrators [305670GALLAGHER Wdministratars)

!ﬂ Ewerpone

Add. . | Bemaove | Bemaove |
Permnizzions for Everyone Allaw Dieny Permizzions for Evernone Allaw Deny
Local Access O Local Launch O
Remate Access [l Remate Launch O
Local Activation O
Femate Activation O
oK | Cancel | oK Cancel

7. On the Default Properties tab set the following:

My Computer Properties

CDMSecumy

General Options Default Properties

[v Enable Distributed COM or this compter
[ Enable COM Intermet Services on this compuiter
Default Distributed COM Communication Properties
The Authentication Level specifies security at the packet level.

Drefault Authentication Lewvel:

Mane ﬂ

The impersonation level specifies whether applications can determine
who ig calling them, and whether the application can do operations
uzing the client's identity.

Default Impersonation Lewvel:

Security for reference tracking can be provided if authentication iz uzed
and that the default impersonation level iz not anonymous.

~

[, ak. ][ Cancel ” Apply

e Enable Distributed Com on this

computer.

o Default Authentication Level set to NONE.

o Default Impersonation Level set to Impersonate.
8. Reboot the PC.
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B3. Installing the IMS Client Software

A

-1 H2H3HaHs5HeH¢

To install the IMS Client software:

1. Do not proceed with this process until you have completed the steps in B2. Adjusting DCOM
Settings.

2. Copy the IMS Client installer package to a CD or map a network drive to the folder as follows
\WMProlIMSPC\AIMSClient. This is done automatically when you install IMS on the Voicemail
Pro/IMS server.

Log on to the user's PC using the user's account.
Verify that the user has local administrative rights to be able to install the software. Once installed
they should not need administrator rights to use the application.

5. Save and close all other applications prior to installing as a reboot will be required.

6. Depending on where it is located, double-click the IMSClient.exe file.

7. Choose the preferred Language and select OK.

8. Click Next until you see the IMS Connection Information window.

9. Enter the following information:

e Voicemail Mailbox
This is the entry as it appears in the Username field of the IP Office User Profile Screen.
This is case-sensitive. If this information is not entered correctly, the IMS client will not
connect to the IMS Server.

e |MS Server
This is the name of the IMS/Voicemail Pro Server.

10. Click Next. The IMS Playback Parameters window opens.

11. Type the extension number of the handset to be used for playing back messages.

12. If required, check Pick Up Automatically for the option to collect messages without the need to
pick up the handset. This is supported on analog extensions.

13. When prompted to Restart the PC, click Finish to restart the PC.

o If you attempt to open Outlook without restarting the computer, you will receive an error to
tell you a component has not been installed correctly. It is therefore recommended that
you restart the computer when prompted.

14. Typically when starting Outlook if there is a connection error, a message should be received
while Outlook is starting, asking for a user name and password.

1. On the Outlook Menu Bar, Select Tools — Integrated Messaging. If the IMS Client has
connected you should only have the option to Disconnect. If this is the case you have
successfully installed the IMS Client on the workstation.

2. Afurther indication will be a Telephone Icon in the mail message. If the Client has not
been installed, this icon will not be displayed.

15. Only when you have completed the above process should you proceed to B4. Opening the
Firewall.
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B4. Opening the Firewall

AP

1 H2H3sHaHs5HeH¢

It is necessary to create firewall exceptions for the IMS client application after its installation. Even if the
user does not have a firewall or uses a firewall other than the default Windows firewall, it is
recommended that the process for the Windows firewall is applied.

If the firewall being used is the default Windows Firewall, the necessary exceptions can be setup by
running the batch file AvayaFW.bat. This file is available from the
http://marketingtools.avaya.com/knowledgebase/tools/firewall. It is recommended that this file is running
even if the user is not using the firewall.

Do not proceed with this process until you have completed the steps in B3. Installing the IMS
Client Software.

Unzip AvayaFW.bat from the AvayaFW.zip file.

If the path to which applications are being installed is not the default, modify the
%ProgramFiles% setting within the file.

Run the batch file on the user's PC.

Settings for Other Firewalls
If the user's PC uses a firewall other than the default Windows firewall, the method of setting up the
necessary exceptions will vary. For the IMS Client the necessary exceptions are:

C:\ProgramFiles\Avaya\IMS Client\UMSForm.exe
UDP Port 67

UDP Port 69

TCP Port 135

TCP Port 2000

UDP Port 50791

UDP Port 50799
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B5. Testing IMS Client Installation

AMB-

1TH2H3HaHs5He6H¢

Typically, when starting Outlook if there is a IMS connection error, a message may be received while

Outlook is starting, asking for a user name and password. Please recheck the DCOM settings and verify
that the Windows Firewall exceptions have been setup properly. Next verify that the IMS client has been
installed properly.

1. Do not proceed with this process until you have completed the steps in B4. Opening the
Firewall.

In Outlook, select Tools > Integrated Messaging.

3. Ifthe IMS Client has connected you should only have the option to Disconnect. If this is the case
you have successfully installed the IMS Client on the workstation. If you can not connect:

1.
2.

3.

Verify that the mailbox is set properly to the user's Name in Manager.

Check that the proper Voicemail Pro machine name was given when installing the client

software.

Check the DCOM settings or the Windows Firewall settings not being modified.

4. If the Integrated Messaging tab does not show up in Outlook Tools > Integrated Messaging or
under Tools>Options>Integrated Messaging, verify that the IMS Client has not been disabled
in Outlook.

1. In Outlook click Help>About Microsoft Office Outlook.

Microsaft(® Office Outlooki® 2003 (11,5118,8107) 5P2
| Part of Micrasoft Office Professional Edition 2003
~ Copyright © 1995-2003 Microsoft Corporation, Al rights reserved,

Portions of Intemational CorrectSpell™ spelling correction systern € 1993 by Lernout & Hauspie Speech

' Products M.\, All rights reserved. Franch Spelling checker and dictionaries © 13342000 SYMHAPSE
Développernent, Toulouse (France), All ights reserved, Spanish Spelling Engine @ 1995-2002 by
SIGMUM Cia, Leda, Quito, Ecuador, Al rights reserved.

MicrosoftiE Office Cutlooki® Cipher Strength 122 bits, Portions based on Entrust™ Security Technology
Copytight @ 19341996, Morthem Talecom Lirnited,

Microsoft@ Intemet Explorer Cipher Strangth 122 bits, Contains secutity software licensed from RSA Data
Security Ine,

Secutity Mode: Default

This product is licensed to:

2 | Avaya
1 Produck ID¢ 73931 -640-2269916-57624

Yiews the End-User License Agreement

‘Warning: This compuker program is pratecked by copyright law and international
treaties. Unautharized reproduction or distribution of this program, or any portion of

it, may result in severe civil and criminal penalties, and will be prosecuted bo the vstem InF

maximum extent possible under the law,
Tech Suppart...
Disabled Items...

2. Click Disabled Items. If the IMS Client is listed, select it and click Enable.

3.

Disabled ltems @

The items listed below were disabled because they prevented Outlook from
functioning correctly.

Pleaze note that you may have to restart Outlook for these changes to
take place.

Select the ones you wish to re-enable.

== o

You will have to close and reopen Outlook for it to appear.
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4. You should see a Telephone Icon in the mail message when you have a voicemail
message.

%= Inbox - Microsoft Dutlook

file Edit ¥iew Go Toolks Actions Help

= | KL | OeéReply £8)Reply to Al G Forward | | (=¥ 5end and Receive | 2pFind % Organize | (2) |
1|0 % g Frem |Subject Received / [«
=] @ Brad Trower Care switch mins and projects summary Mon 12{04/04 09:48
[ Matthew White YMGERS/W-8/20 - Urgent Qrder Mon 12/04/04 14:48
= 0 Daniel Bailhache G:AProduckntSiteoptn 12137, vm Mon 12{04/04 15:19
2] Software Licence ... Tue 13/04/04 12:29
= Software Licence ... Tue 13/04/04 16:30
= Ms Internal vaice mail from Alan Jefferies Tue 13/04/'0417:04
frica) IMsS Internal vaice mail from alan Jefferies Tue 13/04/04 17:06
B (T Internal voice mail from Jools Smith Tue 13/04/04 17:14 |
=l

|736 Ttems, 3 Unread

5. If the Client has not been installed, or has not been installed correctly, the telephone icon
will not be displayed. Try uninstalling rebooting and reinstalling. Alternatively you may
have to manually install the form as detailed below.

6. Only when you have completed the above process should you proceed to B6. Observing
Exchange Operation.
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To Manually Install the Form

1.

2
3
4.
5

In Outlook select Tools | Options.

Select the Other tab.

Click Advanced Options.

Click Custom Forms and then Manage Forms.

Click Install and browse to and select C:\Program Files\Avaya\IMS Client\UMSForm.CFG.

Form Properties ['5_(|

Contact: ;A\taya

Version:

Form number:

[ WinhT4.0 (%88), Wina5 | [IHidden

Platforms:

Design tool:

Message dass: | IPM. Seltek, VoiceMessage

Comment: |Integrated Messaging MAPT interface,

The form properties are shown. Select OK.

The IMS form should now be listed.

Forms Manager

Personal Forms

Organization Forms (English)

An Virus On-Demand Form
iAnti—\"irus Report Form

| Omtool Delivery Report I “ |
| Omtool Genifax Send Form il
| Omtool Genifax Viewsr - |
| Omtool Non-Delivery Report | |
|Omtool Non-Read Repart

| | |
| Omtool Read Report ) |

[ show categories [Clear Cache ] [ Install... ] [ Save As...

Description
Integrated Messaging MAPT interface.

Faorm number: Version: 1.3 Contact: Avaya

Close

[ Integrated Messa Form al

Click Close and then OK, OK, OK.

Close and restart Outlook.

Integrated Messaging (IMS) Installation
IP Office

Page 37
Issue 1a (14th May 2007)



IMS Installation

B6. Observing IMS Exchange Mailbox Operation
AFBM1MH2M34M5MH6MHC

It is useful to check that the IMS Account has logged onto the Exchange Server correctly.

To check and observe IMS operation:

1. Do not proceed with this process until you have completed the steps in B5. Testing IMS Client
Installation.

On the Exchange server, open the Exchange Administration Manager.

Expand the Server Name and Mailbox Store.

Select Logons and locate the IMS account name. Only logged on accounts are displayed.
Select Mailboxes to view IMS messages being received and sent.

Leave a voicemail message in an IMS user’s voice mailbox.

N o g bk D

After hanging up you should notice that for a brief time the Total Items field for the IMS mailbox
increases by 1. The message is then sent from the IMS mailbox to the user’'s mailbox, whose
Total Iltems increases by 1. By default, there should be no messages left in the IMS mailbox.
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Upgrading a Voicemail Pro Server with IMS

Upgrade from Voicemail Pro below version 3.2

It is important that the settings of an existing Voicemail Pro are exported before any upgrade. Although
folders that contain prompts and messages are not affected by the upgrade process, the editable version
of a customer call flow is lost.

Make sure you are logged in as the IMS account.

To upgrade from below Voicemail Pro version 3.2 to version 4.0:

1. Export the Database
Before removing Voicemail Pro as part of an upgrade, you must create a backup copy of the call
flow database. This will contain any customizations made to the default call flow.

P W N PRE

Start the Voicemail Pro Client.
From the File menu, select the option Import or Export.
Select the option Export call flows and click Next.

Enter a file path and file name ending in .mdb, for example C:\temp\backup.mdb. Click
Next.

Click Finish to start the export then click Close to complete the export procedure.
Close the Voicemail Pro Client.

The next step is to back up the registry so that you do not lose any Voicemail Pro settings
from the previous version.

2. Back up the Registry
Any registry settings that are associated with Voicemail Pro need to be backed up.

1.

Insert the Voicemail Pro CD for the new Voicemail Pro and cancel the install wizard that
auto runs.

Right-click the CD drive and select Open.

Locate the file backupreg.bat and double-click it to run the application. The registry
settings are backed up.

The next step is to remove Voicemail Pro. Verify that the 3 files were created successfully
and they have the appropriate data.

3. Remove Voicemail Pro
Any previous versions of Voicemail Pro must be removed before you start to install the new
version.

1.

o g b~ w N

7.

Open the Windows Control Panel.

Select Add/Remove Programs.

Select IP Office Voicemail Pro and click Add/Remove.

From the options offered, select Remove and click Next.

Follow the prompts that you see on the screen during the removal process.

When the process has been completed, select the option Yes, | want to restart my
computer now and click Finish.

Please note is it necessary to reboot the server. Do not skip this step.

4. After the server reboots and you have logged back in as IMS.
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5. Restore the Registry
The Voicemail Pro registry that was backed up in step 2 needs to be restored.

1.

N o g b~ w

8.

Right-click the CD drive that contains the Voicemail Pro CD and select Open (reinsert the
CD if necessary and cancel the install wizard).

Locate the file restorereg.bat and double-click it to run the application. This restores the
registry settings previously associated with Voicemail Pro.

Verify that the registry entries have been restored successfully.

Start the Voicemail Pro GUI.

From the File menu, select the option Import or Export.

Select the option Import Call Flows and click Next.

Use the Browse button to locate the backup file then click Next.

Click Finish to start the import then click Close to complete the import procedure.

6. Install the New Software
The next step is to install the upgrade software. For more information see Installing Voicemail
Pro: Overview above and then refer to the sections that relate to the type of Voicemail Pro that
you intend to install.

7. Restore the Database
The copy of the call flow database that contained any customizations made to the default call
flow needs to be restored.

© © N o gk~ w b

Start Voicemail Pro.

From the File menu, select Import or Export.

Select Import Call Flows.

Click Next.

Click the Browse button and locate the file that contains the backed up call flows.
Select the file and click Open.

In the Import or Export Call Flows window, click Next.

Click Finish to start importing the database.

Click Close to complete the import process.

10. Click Save and Make Live.

8. The new version of Voicemail Pro has been installed. Test that the system is running by dialing
*17 from any extension. You should hear the mailbox announcement.
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Upgrade from Version 3.2

You can upgrade from IP Office Voicemail Pro 3.2 to IP Office 4.0. If you upgrade you can still use a 3.2
Voicemail Client to update Voicemail Pro 4.0. However, if you want to change any of the new features,
for example the Outcalling preferences or to use the start points for Personal Announcements, you will
need to use the latest Client version of IP Office Voicemail Pro.

To upgrade from version 3.2:

1. Stop the all Voicemail Pro services running. It would be a good idea to make a backup of the
registry and the Call flows and if possible the Voicemail Pro folder before proceeding.

2. Insert the new IP Office Voicemail Pro CD. The installation should auto-start. If it does not auto-
start, click Browse to locate Setup.exe on the CD and then run it. The Choose Setup Language
window opens.

Select the installation language. The language selected is used for the installation.
Click OK. You are asked 'This setup will perform an upgrade of IP Office Voicemail Pro'. Do
you want to continue?

5. Click Yes. The Upgrading the IP Office Voicemail Pro window opens.

Click Next to start the upgrade. The setup status window opens. The progress of the upgrade is
indicated by a time bar. When the InstallShield Wizard complete window opens.
Click Finish. The Email settings window opens.

8. Enter your email account details and click Next. The IP Office Voicemail Pro Control Panel applet
settings window opens.

9. Enter your settings for each form and click OK.

10. Click Yes when asked if you want to start the Voicemail Pro service.

11. Reboot the PC and verify that the services start properly and that the voicemail is fully functional.

12. The new version of Voicemail Pro has been installed. Test that the system is running by dialing
*17 from any extension. You should hear the mailbox announcement
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Specifying the Level of IMS Service Logging

If IMS is installed the Systems Settings tab is available. You can specify the level of service logging for
the IMS Gateway Server service and the IMS Voice Server service. Four levels of logging are available,

with increasing level of detail.

Typically logging is required only if IMS problems are being experienced and diagnosis is required. The
information is logged in the Event Viewer application.

To specify the level of IMS service logging:

1. Open the Windows Control Panel.
2. Select IP Office Voicemail Pro. The IP Office Voicemail Pro window opens.

3. Click the System Settings tab.

System Settings | Path Settings | Email Settings | SMTP Email Settings |

Theze settings affect the services when they are running.

Logging Lewel

— Integrated Mezsaging Gateway Server

Logaing Lewvel

— Integrated Messzaging Yoice Server

Mone

4. Inthe Logging Level boxes, select the level to use for each of the IMS services.

¢ None - No logging recorded.

e Some - A low level of logging recorded where only errors are logged.

e Most - A medium level of logging where errors and warnings are recorded.

e All - All errors, warnings and information are logged.

Click Check to validate the changes that you have made.

Click OK. You are prompted to restart the affected services so that your changes are enabled.

Choose Yes. The services that are affected by your changes are automatically stopped and

restarted.
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Specifying the Name of the Host Server PC for IMS

If IMS is installed the Path Settings tab is available. You need to specify the computer name of the
server PC that is hosting the IMS Voice Service. Typically, this is installed on the same server PC as the
Voicemail Pro Server.

To specify the name of the host server PC for IMS:
1. Open the Windows Control Panel.
2. Select IP Office Voicemail Pro. The IP Office Voicemail Pro window opens.

3. Click the Path Settings tab.
Syztem Setiings  Path Settings | Email Settingsl SMTP Emai Settingsl

E nter the name aof the computer on which the [ntegrated bMeszaging Yoice

Server haz been installed.
Browse |

4. Type the name of the computer on which the IMS Voice Service has been installed.
o Alternatively, click Browse and select the name of the computer.
Click Check to validate the changes that you have made.
Click OK. You are prompted to restart the affected services so that your changes are enabled.

Choose Yes. The services that are affected by your changes are automatically stopped and
restarted.
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Configuring the IMS Email Settings

You can configure certain email settings such as the account to use for email and the way in which .wav
files are transmitted.

To configure email settings
1. Open the Windows Control Panel.
2. Select IP Office Voicemail Pro. The IP Office Voicemail Pro window opens.

3. Click the Email Settings tab.
IP Office Yoicemail Pro x|

Spsherm Settingsl Path Settings  Email Settings | SMTP Email Settingsi

—dccount Details
IIMS Browse |

— Mezzage Parameters

T he following settings are uzed to contral whether the Yoicemail
meszage iz sent ag a wave file within the email meszage.

Transmit W ave File

" Attach wave file to message

% Embedwave file in message

Check | 0k, I Cancel Apply i

4. Inthe Account Details box, type the name of the MAPI email account (IMS) to use for email
messages. Alternatively, select Browse to display a list of available email accounts.

e For IMS you should be using the IMS account setup previously. If Outlook is installed
properly you should be able to browse for this account. If you are able to browse but are
not able to see the IMS account, verify that the IT manager has not hidden the account in
Exchange.

5. Click Check to validate the changes that you have made.

6. The Message Parameters options are only available if you have installed IMS. For IMS you can
specify the way in which the .wav files of voicemail messages are to be sent in emails. Sending
.wav files across a network creates a high loading on the network and networks servers. A one-
minute message requires a 1MB .wav file.

1. To transmit .wav files, check the Transmit Wave File box.
2. Choose the option for transmitting the .wav files. Choose either:

e Attach wave file to message to allow a recipient to copy a .wav file for use
elsewhere.

e Embed wave file in message to allow a recipient to embed a file in a message.
An embedded file is compressed and therefore smaller than an attached file.

7. Click OK.
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Troubleshooting DCOM Issues

Checking both the following options allows DCOM errors to be seen.

Enable Auditing

When you first set up a Windows server or Workstation, the default setting for system wide audits
is "disabled". Turn on failure audits by using the user manager program, again accessing the
Policies menu. This time, click on the "Audits" selection. Enable audits and select all of the
"failure" check boxes and click OK. At this point, any DCOM security problems will start to show
up in the system event log on the system where they occurred.

Check Batch Job Permissions

The second cause is that the package is configured to run as specific identity, but that identity
doesn't have "log in a batch job" permissions. This is far more common and easily distinguished
by testing the component with package identity set to 'interactive user'. If the application will start
up as the interactive user, but not as the specific identity, then either the identity being used is no
longer valid (which generates a security failure log message in the system security log) or the
"log in as batch" permission hasn't been granted to that ID (which generates the weird MTS
message).

1. In Windows 2000, enable these options as follows:
2. On the Start menu, select Programs | Administrative Tools | Local Security Policy.

3. On the left-hand pane, you see a tree view. Click the plus (+) sign at the left of the Local
Policies, and you see the Audit Policy entry.

4. Select the Audit Policy entry, and note that the right pane contains all audit options, which
one is enabled and which one is not. Right-clicking at any of these options allows you to
enable or disable them.

5. Enable auditing for success and failure for the following options: Audit logon events, Audit
object access, Audit privilege use.

6. Close the Local Security Policy window.

Once you have activated these logging options, test your client again. After you get the error message,
use Event Viewer to see if there are any DCOM events. The event may tell you why access was denied.
Also, it can tell you who is logged on to the client computer and if this is a domain user or a local user. It
can tell you that the protocol requested by the client is not available on the server, and so forth. COM
logs are usually added to the system log.
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Tracing in Debug

Many applications, including Voicemail Pro and IMS, output activity messages that are viewable in
Debug View (DbgView). This application can be downloaded from
http://marketingtools.avaya.com/tools/debug.

File Edit Wew Help

03704 15:38:33.531 Dbgout (01,5 2816,28%2: DlIMainChinstDLL= 0)(10000000 fowReason=0DLL_THREAD_ DETA A
0304 15:38:33.906 vmprowis (00,5) 2816,2872: Create Mew User 192.168.42.1 port=40938
03,04 15:38:33.906 vmprowss (09,3) 2816,2872: Licence summary for 192.168.4:2.1

03/04 15:38:33.906 vmprowis (09,3 2816,2872: vodcemail Pro is 1icenced

03,704 15:38:335.906 vmprowss (09,3) Z81§,2872: Integrated messaging 1s Ticenced

03/04 15:38:35.906 vmprowis (09,3) Z816,2872: VRPIM s NOT Ticence

03/04 15:38:33.906 vmprowis (09,3 2816,2872: voice recurding Tibrary is NOT Ticenced

03,04 15:38:33.906 vmprowss (09,3) 2B1§,2872: 3rd Party Database s NOT T1icenced

03/04 15:38:35.906 vmprowis (09,3) Z816,2872Z: VB scripting s MoT Ticenced

0304 15:38:33.906 vmprowis (09,3 2816,2872: outlook Calendar based greetings s NOT Ticenc
03,04 15:38:33.906 vmprowss (09,3) 2B1§,2872: Scansoft TTS Support 9s wWOT Ticenced

03/04 15:38:35.906 vmprowis (09,3) Z816,2872Z: Generic TTS support is NOT 1icenced

03404 15:38:33.906 vmprowis (09,5) 2816,2872: Bulkinforequest 1%92.168.42.2 3 &
03,04 15:38:33.906 vmprowss (09,5) 281§,2872: PEX Requesting ALaw companding

03704 15:38:33.906 wvmprow5s (09,5) 2816,2872: Initialize sequencer tx_seg=0, rx_seg=0

03404 15:38:33.906 vmprowis (09,5) 2816,2872: TFTPLoadFile 182.168.42.1

0304 15:38:33.906 vmprowss (09,5 2816,2872: 0 mailboxes were open (but not activel when flushed
03/04 15:38:33.906 Dbgout (01,53 2816,2612: DlIMainthinstoLL=0x10000000, fodwReason=DLL_THREAD_ATTA
03704 15:38:33.906 Dbgout (01,5) 2816,2900: DlIMainthinstoLL=0x10000000, fdwReason=0DLL THREAD_ATT,Q
0304 15:3R8:33. 006 wmormw§=s (00,571 ZR1A.2R72: DPwTO retartTask 1072 .16R.42.1 bt

Installation

1. Download the zip file.

2. Unpack the files into a folder such as c:\debug on the server PC.
3. Run DbgView.exe.
4

Events are shown in the DbgView window. These can be logged to a file if required. The level of
detail shown can be filtered to show more or less activity.

Logging
1. Run DbgView.exe.
2. Select File | Log Preferences.

Select Logging Information

Log Mode
Haours [nterval

e

(+ Ewery'n' Hours
" Ewern 'n' MBuytes

Log Filename
||::'\|:|e|:|ug'x-:|el:-ug. log

ITI Cancel |

3. Set the logging details are required and click OK.

4. While DbgView is running the viewable trace is also copied to the specified file.

5. The debug log files can be opened in programs such as Wordpad.
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Filtering

1. Select View | Debug Filters.

@ Configure Debug Filters

83‘{04 08:30 : O1. 3593 AmEA o e Name/Path Module ID | Level | 1D Bitmap 5 - Informational

S04 08:30:01. 593 wvmp
04,704 08:30:01.503 wvmp Common'\th!I!t!es\Debug Meszage Lu_:gger DbgD_ut 1 FF 0000 0000 00 0000 0C Name | D | =
04,04 08:30:01.593 vmp CommerhUtilitiessDebug Meszage Viewer  Dbgiew 1 FF FF FF FF FF FF FF FF FF 1 - —
0404 05:30:01. 593 vmpd| Explarer E xplarer ] FF FF FF FF FF FF FF FF FF | Init-Delrit oo
047404 08:30:01. 553 vmpt [Diver (Diiver 0 FF FF FF FF FF FF FF FF FF |/ COM Methods Calls 01 e
04,/04 08:30:01.593 vmpf IMSdmin IMSadmin 9 FF FF FF FF FF FF FF FF FF |1VR Nodes 02
04,/04 08:30:01.593 vmpl KeyServ KeySere (0 FF FF FF FF FF FF FF FF FF |[¥Fixed Nodes 03
04,/04 08:30:01. 593 vmpnl vMLite 0 FF FF FF FF FF FF FF FF FF | Outcaling 04
04,04 08:30:01. 593 vmpdl iClariySw 0 FF FF 00 00 00 00 00 00 0f |/ Message Process.. 05
04,04 08:30:01. 593 wmp 5 FF EF FF FF FF FF FF FF FH Carmmunications 06
04,/04 0B:30:01.593 wmp Intuity TLUI o7
04,04 08:30:01. 593 [w] IPDfice TUI 0g
04,04 0B:30 01.593 [ oicemail Congol... 03
04,04 08 30:01- 293 [w]Core Proceszing ... Oa
Guras oa:30.cr 35 T —
04704 0B 30:01' o3 " |%oicemail Conre...  Oc )
04704 DE:30:00. 503 b Nare Lockup od
04404 0B:30:01. 593 < | 3| |MLampaigns e v
04,/04 0B:30:00. 593 wmp i LSS -
04,/04 08:30:01.593 vmprovis COQ 5) 2?28 3016 Calling Party Mame: Extn20l
04 /04 08:30:01.593 wvmprovis (09,5) 2728,30916: Called party Mame:
04,04 08:30:0L, 593 vmprovss COQ,E) 2?28,3916: Locale eng does not exist, using alternative locale of
04,04 08:30:01, 593 H > SDundsManager::Wa1kTDWAVData(g
04,/04 0B:30:01. 593 (vmprovis (0c,2) 2728,3916: < SoundsManager ::walkTowavData()
04,04 08:30:01.593 wvmprovss (0C,2) 27:8,3016; > SoundsManager ::walkTowavDatac)
04 /04 08:30:01.593 wmprovss (0c,2) 2728,3916: < soundsManager::walkTowavDatac)
04,04 08:30:01.593 vmprovss (0cC,2) 2728,3916: > SoundsManager ::walkTowavDatad)
04,/04 (0B:30:01.593 vmprovis COC 21 2728,35914: < SoundsManager ::walkTowavData() w
A AnAd MR Aa BEG2 ammme B e 27 TR O0OE w Srhtadsharmanar @ swa Tl TAwamat ad ]
8 [
Ready I

2. Select the module for which you want to increase/decrease reporting.
3.

4. Close the Configure Debug Filters window.

In the right hand panel adjust the level of reporting.
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IMS Tracing

IMS tracing is enabled through a number of registry keys. The IMS server keys are set through
HKEY_LOCAL_MACHINE registry values. The IMS client keys are set through
HKEY_CURRENT_USER. All the keys are all REG_DWORD values and are disabled if not set or set to

0.

HKEY_LOCAL_MACHINE\SOFTWARE\AVAYA\Integrated Messaging
EnableTracing|This key must be enabled to allow tracing using the other keys below.

Voicemail

EnableTracing

HKEY_LOCAL_MACHINE\SOFTWARE\AVAYA\Integrated
Messaging\Voicemail

This key must be enabled to allow tracing using the other keys below.

ConstructorTracing

This provides some tracing for when certain COM objects are constructed.
As a whole it is not required for diagnostics.

DestructorTracing

This provides some tracing for when certain COM objects are destructed.
As a whole it is not required for diagnostics.

EnableConnectionTracing

Provides diagnostic for when a connection occurs (server to server or client
to server).

EnableRefTracing

This indicates when the reference count for certain COM objects is
changed (through AddRef, Release).

Gateway

Debugging

7HKEY_LOCA L_MACHINE\SOFTWARE\AVAYA\Integrated
Messaging\Gateway

This key must be enabled to allow tracing using the other keys below.

ChannelEvtSinkTracing

Provide tracing about speech channel events received.

ConstructorTracing

This provides some tracing for when certain COM objects are constructed.
As a whole it is not required for diagnostics.

DestructorTracing

This provides some tracing for when certain COM objects are destructed.
As a whole it is not required for diagnostics.

EnableConnectionTracing

Provides diagnostic for when a connection occurs (server to server or client
to server).

EnableFunctionTracing

Generally used by the client software to trace out information about the
functions that are being executed.

EnableObjectTracing

Allows certain created COM obijects to be traced.

EnableProxyTracing

When a client connects to a server, it connects through a proxy. This
settings allows information from the proxy to be traced.

EnableRefTracing

This indicates when the reference count for certain COM objects is
changed (through AddRef, Release).

EnableTagTracing

When certain internal objects are created, such as a channel object for
speech playback, this information is tracked. Using this setting every
minute a trace occurs of the object list.

FireEventTracing

Provide tracing about events that are sent from the server to its clients.

MailboxEvtSinkTracing

Provide tracing about mailbox events received.

MessageEvtSinkTracing

Provide tracing about message events received.
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IMS Client Keys HKEY_CURRENT_USER\Software\Avaya\integrated
Messaging\Client

EnableTracing This key must be enabled to allow tracing using the other keys below.

ConstructorTracing This provides some tracing for when certain COM objects are
constructed. As a whole it is not required for diagnostics.

DestructorTracing This provides some tracing for when certain COM objects are destructed.
As a whole it is not required for diagnostics.

EnableFunctionTracing Generally used by the client software to trace out information about the
functions that are being executed.

EnableObjectTracing Allows certain created COM objects to be traced.

EnableProxyTracing When a client connects to a server, it connects through a proxy. This
settings allows information from the proxy to be traced.

EnableRefTracing This indicates when the reference count for certain COM objects is
changed (through AddRef, Release).

EnableTagTracing When certain internal objects are created, such as a channel object for
speech playback, this information is tracked. Using this setting every
minute a trace occurs of the object list.

MAPIEventTracing Allow tracing of MAPI events received from MAPI.

MessageProcessingTracing|Used for tracing what server commands the extension is using.

UMSEventTracing Allow tracing of events received from the IMS server.

TimeAndTrace Used for tracing how long certain MAPI events took to process.

All the keys are based on the component as follows:

IMS (Voice) Server — “SOFTWARE\Avaya\lntegrated Messaging\Voicemail” (e.g.
“HKLM\SOFTWARE\Avaya\integrated Messaging\\VVoicemail”)

¢ |IMS (Gateway) Server — “SOFTWARE\Avaya\lntegrated Messaging\Gateway”
e IMS Administration — “SOFTWARE\Avaya\lntegrated Messaging\Admin”

e [IMS Client — “SOFTWARE\Avaya\integrated Messaging\Client” (e.g.
“HKCU\SOFTWARE\Avaya\integrated Messaging\Client”).

VM Server Specific
e "CtiNotifyTracing" — Provide tracing to indicate that a Cti event has occurred.

o "VmsNotifyTracing" — Provide tracing to indicate that a VMS API event has occurred.
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IMS Installation Alternatives

The IMS Server actually consists of two components in addition to the Voicemail Pro service, these are:
¢ |IMS Gateway Service.

e |MS Voice Service.

Typically both these services are installed on the same server as the Voicemail Pro Service and that is
the installation process described in this documentation. However the IMS Gateway Service can be
installed on the Exchange Server PC if required. Installation of the IMS Gateway Service onto the
Exchange Server PC requires more installation steps.

If the IMS Gateway Service is installed on the Exchange Server PC, IMS needs to access the Exchange
server. Exchange must be started before IMS. More specifically, the MSExchangelS and
MSExchangeMTA services must be started before the IMS Gateway service. If the IMS and Exchange
services are configured to start automatically on system boot, there may be a problem. When the system
starts, Windows will launch both the IMS and Exchange services but not necessarily in the correct order.
It is therefore necessary to force Windows to start the services in the correct order.

This is accomplished by editing the registry as follows:

1. Run regedt32.exe. This is normally located in \WINNT\SYSTEM32.

2. From the Window menu, select the HKEY_LOCAL_MACHINE option.

3. Navigate to the SYSTEM\CurrentControlSet\Services\IMS(Gateway) key.
Open the DependOnService value. It should already contain the IMS (Restart)
Append the MSExchangelS and MSExchangeMTA strings.

Note that the value is of type REG_MULTI_SZ, which means that each string should be
separated by pressing the enter key.

o o &

Close regedt32. Restart the machine and verify that IMS starts correctly.

8. Note that it may take a few minutes after a restart for the Exchange and IMS services to be fully
operational.
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D. Known Issues
Connection to IMS on a Domain Controller

Scenario:
Voicemail Pro with IMS will run on a PC running on a Domain Controller. Note however that it is not

recommended that IMS be installed on a Domain Controller.

Problem:
Voicemail Pro and IMS are running on a Domain Controller and IMS clients are having Problems

connecting.

Resolution:
All Domain users who are using the IMS clients must be able to read and write the folder C:\Program
Files\Avaya\lP Office\Voicemail Pro\VM\Accounts on the server.
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Problems Connecting to/Synchronizing with IMS

If you are having problems connecting to the IMS server or having problems synchronizing:

On the Client PC

Make sure the mailbox name you entered is EXACTLY what is in the name section of the user form for
their mailbox. This is the entry as it appears in the Username field of the IP Office User Profile Screen.
This is case-sensitive. Verify that all the user names have been entered correctly and that you are not
using illegal characters, only alpha/numeric characters and no punctuation. If this information is entered
incorrectly, the IMS client will not connect to the IMS Server.

Voicemail removes spaces at the end of mailbox names. If spaces are left at the end of a mailbox user's
name in IP Office Manager, when the mailboxes are created, the space at the end of the name is
dropped. When this occurs the mailbox cannot be found as there is a mismatch between the user name
and directory. Verify that there are no spaces at the end of any of the user names in Manager.

Make sure when you installed the client you gave the NAME of the VMPro/IMS server. Verify that you

can ping the server by it's name. You may want to put an entry in the hosts and Imhosts with the #PRE
option in the Imhosts.

Remove the client, reboot and reinstall it and verify that these are put in correctly then change the
dcomcenfg settings outlined above in Misc Troubleshooting and always run the AvayaFW.bat even if the
Windows Firewall is turned off.

On the Voicemail Pro/IMS Server machine
Verify that you are using the proper domain account (IMS) to start the IMS services and VMPro service.

54 Services

ﬁ:action Wigw |J =

Tree I

Startup Tvpe

email Pro Service

Aukomatic IMS@PETESDOM, COM

Services (Local)
%IMS(VDice) Autarnatic IMS@PETESDOM, CO

%IMS(Restart) Autarnatic IMS@PETESDOM, C0M
%IMS(Gateway) Autarnatic IMS@PETESDOM. COM

% .MET Funtime Opkim... Microsoft ..., Manual LocalSwstem _ILI
4 | »

On the Server,

In dcomcnfg, verify that the Identity of the account that you are using to run the IMS Gateway, IMS

Voice, and IMS Restart Services are the same Domain account you are using to start the Voicemail Pro
and IMS services.

Integrated Messaging Gateway Ser 2]x]
Generall Locationl Securit}ll Endpoints  Identity

Which uger account do vou want bo use ta run thiz application?

£ The interactive user.
' The launching Lser

% This uzer.

User: IDomairNMS Browse... |

Pagaword: I...............

Confim pazsword: Iooooooooooooooo

™ The zystem account [services only],

QK I Cancel I Apply |

Make sure the account has at least local admin rights on the PC or local and domain admin rights.
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D. Known Issues

Check the event viewer and stop and start the VMPro and IMS services and see if you get any errors.
You must have the logging level set to Most or Alll.

Go into the control panel and run the IP Office Voicemail Pro Control Panel Applet and run through each
tab and verify that all the information is correct and that you can browse for the server and email
account. Run the check at the bottom of the applet and make sure it does not come back with an error,
then check the event viewer and see if there are any errors. As long as you have the logging level set to
most or all you should see errors in the event viewer application logs.

Check to see if you setup the Outlook account correctly and make sure it can send and receive email.
You should be logged in with the same domain account you are using to start the Voicemail Pro and IMS
services (IMS). Verify that you can send and receive emails.

Run the IMS admin tool and verify that the mailboxes have been setup properly. Un-assign then reassign
them and verify that you can browse and find the email and NT login accounts, do not just type them in
to avoid typo's. If you are not receiving the emails and everything else is setup properly, you can enter
the SMTP email address (User@domain.com) in the email section but verify that you have typed it
correctly. Next run the “synchronize” on the account by right clicking and choosing synchronize. Next go
into the event viewer and check for new errors.

Reboot the VMPro/IMS server and make sure it boots up okay and starts all the services and there are
no errors in the event viewer under application or system.

Verify that the IMSClient executable has not been run on the VMPro/IMS. Go to add remove programs
and verify that the IMS Client is not in the list.

Ask yourself these questions: Are any client machines able to connect? If you have only installed the
client on one machine make sure you try it on one or more other machines. Try different Makes and
Models and operating systems if available to see if the problem is with a particular installation or build. If
none of them can connect problem is most likely a problem on the server. If one or more can connect the
problem is most likely on the client machine.

IMPORTANT THINGS TO REMEMBER:
Any time the user interacts with their voicemail/emails they must be connected to the IMS Gateway
server on the voicemail PC. They can not work off line or the synchronization will be broken.

¢ When installing IMS, Windows Messaging (MAPI) must be installed prior to the Voicemail Pro
install.

e This includes the connectivity to Microsoft Exchange Server.
¢ The IMS (Voice) must be installed on the same machine as the Voicemail Server.

e When entering the mailbox for the IMS client from the Integrated Messaging page within the
options dialogue in Outlook, the mailbox must be the user's name and not their extension
number.
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Unspecified Error 80004005

When selecting the handset to playback the message, a dialog box similar to the message below may be
received.

. Yoice Messa Form

//. The system was unable ko make a connection
. Lo your handset.

IF the swetem has been denied access peace
check that waour handset is not on divert, ar
thak the handset is not in use.

For ary ather error, please try again and iF the
arror petsists pleass contack vour Syskem
Administrakor quating the error obtained.

Unspecified error
[BOO04005]

This error is typically only seen when selecting the handset as the Output device. If the message is
embedded or attached a user can play the message using desktop speakers.

Cause
This error message indicates that there may be a problem with permission configuration, thereby
preventing the client from being able to establish a connection to the desktop extension.

A common cause for this is misconfiguration of the extension number that the IMS Client must connect
to.

Solution
To verify and if necessary correct the issue, open Outlook, Select Tools — Options —Integrated
Messaging Tab. Insert the correct extension number into the field provided.

Once completed play the message back from the client. This above symptom should now be resolved.
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Outlook Cached Exchange Mode

Avaya IP Office Integrated Messaging is not supported with Microsoft Outlook using Cached Exchange
Mode (provided in Outlook 2003).

Cached Exchange Mode can cause problems with Message Waiting light synchronization with IP Office
terminals.

To disable Cached Exchange Mode:
1. Select Start | Settings | Control Panel | Mail.
Select Email Accounts.
Select View or change existing email Accounts.
Select the Microsoft Exchange Server
Select Change.
Uncheck Use Cached Exchange Mode.
Click OK.

Close and restart Outlook be apply the change.

© N o g s~ W DN

Using Cached Mode
IP Office IMS users who want to use Cached Mode when traveling outside of the Office can temporarily
enable it operation.

1. Turn on Cached Exchange Mode.

Select the Integrated Messaging tab.

Select Prompt before connecting to Voicemail Server .
Click OK.

Close Outlook.

a > w DN

When the user logs in remotely and opens Outlook, they will be prompted by the message "Do you
wish to connect to the Integrated Messaging server". They should select No before opening outlook.
Outlook will not then try to synchronize voicemail messages in Outlook with Voicemail Pro.

When the user is back in the office, they can then check Cached Exchange Mode, reopen Outlook and
connect to the Voicemail Pro server for message synchronization.
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Transferring an IMS Account to a New PC

The voicemail call flows, greetings, IMS user accounts and other user settings can be transferred to a
replacement Voicemail Pro server PC with the following steps:

1.
2.
3.

8.
9.

Export the Voicemail call flows
Back up the Accounts, Names, Greetings Folders, and Custom wav files in a separate directory

Navigate to C:\Program Files\Avaya\lP Office\Voicemail Pro, then run Backupreg.bat This will
back up the IMS account information entered in the IMS Admin Tool to VMPRO.arf, NETALY .arf,
IMSGATEWAY .arf. The files are backed up to C:\%WINDIR%\temp. (%WINDIR% is the directory
where Windows is installed).

Copy the three files to a backup device
Install the Voicemail Pro software onto the new PC

Stop the Voicemail Pro services and copy the Accounts, Names, Greetings Folders, and Custom
wav files from the old PC to the directory on the new PC.

Copy the VMPRO.arf, NETALY .arf, and IMSGATEWAY .arf files to the new PCs Window’s Temp
directory (C:\windowstemp or C:\winnt\temp)

Run Restorereg.bat file. This will restore the IMS user’s account information.

Start the Voicemail Pro and IMS services.

10. Import the VM Pro database. Save and make Live.
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IMS Client Not Showing in Outlook Tools

The Integrated Messaging Tab may be disabled and not show in Outlook’s Tool, Options tab. This is
caused by outlook disabling the Extension.dll file, which can be caused by the IMS user opening
Microsoft Outlook and not being able to synchronize with the Voicemail Pro server; if the user then
closes and opens Outlook, they may receive the following error:

Microsoft Office Outlook

‘? Outlook expetienced 5 serious error the last time the add-in 'cgrogram files\avayalims clientiextension dll was
_‘../ opened. Would you like to dizable this add-in?
To reactivate this add-in, click About Microzoft Office Outlook on the Help menu and then click Disable tems.

Yes Mo

If the user clicks Yes, Outlook will open and the Integrated Messaging client will not be able to
synchronize Outlook with the client’s voicemail box - the user will be able to click on an IMS message
and play the message, but the message waiting light will not turn off.

To check to see if the extenstion.dll add-in is disabled:
1. Open Outlook. Select Help | About Microsoft Office Outlook.
2. Choose Disabled Items.

3. Outlook will list all the programs that are disabled.
Disabled Items @

The items listed below were disabled because they prevented Outlook from
functioning correcty.

Flease note that you may have to restart Outlook for these changes to
take place.

Select the ones you wish to re-enable.

4. Highlight Addin: c:\program files\avayalims client\extension.dll.

5. Choose Enable.

6. Click Close.

7. Open and close Outlook and the Integrated Messaging tab will appear in Options | Tools.
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Firewall Port Settings

Windows users who install and use third party Firewall applications such as MacAfee Personal Firewall
may experience problems using the Avaya IP Office Integrated Messaging Service with Outlook if ports
that are blocked by the default installation of these products are not opened.

Problems that may be experienced include:
o Message waiting lights not turning off when messages are played.

e Failure to connect to Integrated Messaging Service when Microsoft Outlook is opened.

The following ports will need to be set to allow incoming and outgoing traffic:
e UDP Port 67
e UDP Port 69
e TCP Port 135
e TCP Port 2000
e UDP Port 50791
e UDP Port 50799

VMPro Error 0x80004005

When installing Voicemail Pro software, the following error message may be encountered:

IP Office Yoicemail Pro

- Failed to browse for an email address.
The following errar occurred:
Unspecific error

Engineeting Information
Error Mumkbet: 0x50004005 [-21 47467 259)
AP Callect: haPlnitialize
Function: GetEmailAccountFromAddressBook
File: F: % WiPro_Build ' 4 &pps 3 0IMSINDeUnifiedMessagingWCommon' EmaiHelpers . cpp

This error message occurs when clicking browse to add the email account for “Voicemail to Email” or
“IMS” Applications, and is due to Voicemail Pro attempting to browse Outlook’s contacts folder for
accounts when Outlook is not installed on the Voicemail Pro server.

The account details can be added in manually by typing the full email address into the account details
field and selecting apply. (Apply must be selected otherwise the settings will not be saved).
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Windows Update Causes Voicemail Pro to Stop

Voicemail Pro may stop working due to the lack of system resources when a MS Windows patch is
downloaded and is waiting to be installed. As a result, Windows XP Professional and Windows 2003
servers should either disable Windows Automatic Update or set it to only Notify.

Windows Updates should be downloaded and installed after peak business hours on a regular basis.
This will allow the installation to be done manually and testing of the update software to be done in a
controlled fashion.

This can be done by going to Start | Settings | Control Panel | System then selecting the Automatic
Updates tab, and choosing either Notify Me or Turn Off.

Saving IMS Messages Past Housekeeping

Once read, a Voicemail message will be deleted after a period of time defined by the voicemail system
administrator, the default being 30 days (720 hours). IP Office Integrated Messaging Pro clients can
save a copy of the message locally by clicking the Floppy disk icon in the embedded Interface.

‘& External voice mail from 901707392200 - Integrated Messa... !El

File Edit “iew Tool:z Compose Help

K e HE

From; 901 07392200
Left at; Thu 2 Sep 2004 20:28

ALl

ﬂlililml 0.0 zecs 11.6 zecs

When the floppy disk icon has a red cross superimposed, this indicated that the message is not saved.
The message will be removed automatically by housekeeping. Click the icon to save the message.

When the floppy disk icon has a green tick superimposed, the message is set as saved.
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Outlook Delegates Cause IMS to Slow

IP Office Integrated Messaging Pro (IMS) clients may appear to respond slowly or even lock up where
the IMS client user has defined one or more delegates in Microsoft Outlook.

These delegates should be included in IMS User settings in the IMS Administration tool.

Mailbox Properties ; x|

Mailbox Settings I LUser Froperties I

— General Infarmation

Yoice Maibox |dentifier : 308

Voice Mailbog Mame : IAIeHF

Azsociated Emall Address I,Agenn Change |

— Primary MT Account
|TESTAgent]

| Select Emsting i LCreate New |
r— Permizzion
Account | Domain I Access I Admin
Bgent] TEST I~ Il
Add.. | Bemove |
aK | Cancel | Apply |

All delegates of an IMS Client’s Outlook should have their domain account and email address added into
the permissions field, with “Access” permission selected.

IMS Clients Not Connecting When Outlook Opened

Avaya IP Office Voicemail Pro IMS Clients not connecting to Voicemail Pro when outlook is opened IMS
Clients may experience problems when outlook is opened and the IMS software attempts to connect to
the Voicemail Pro Server.

The IMS Client will try to resolve the name of the Voicemail Pro server; this will fail if the Voicemail Pro
computer name includes non alphanumeric characters.

The Computer name of the Voicemail Pro server should not include non alphanumeric characters for this
reason.

Examples are “Voicemail_Pro” or “machine-001".
The preferred computer name would be “VoicemailPro” or “machine001”.

In addition, DNS must be setup locally in the network and the clients should have their primary DNS
requests pointed to that server.
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Starting IP Office Services Using a Batch File

In some instances, certain computers might not respond quickly enough in order to start all of the Avaya
services in the correct order. In this circumstance, it can be advisable to create a batch file which will
delay the start of these services until the PC is fully running.

Avaya IP Office Services can be started successfully at system start-up using a scheduled task that
initiates the batch file below. This batch file ensures that the services will start successfully and in the
proper order.

To set up the batch file:
1. Set all Avaya services listed below to Manual start. Do not include Key Server.

2. Create the batch file below and save it to 0SYSTEMROOT%:

@echo off

rem Wait 60 seconds before execute.
timeout /t 60

net start CCC Delta Server

net start CCC Reporting

net start VMProDBService

net start Voicemail Pro Service
net start IMS(Restart)

net start IMS(Voice)

net start IMS(Gateway)

3. Create a scheduled task to start the batch file at system start-up.

Message Waiting Indicators Not Clearing

All user names in a Small Community network using centralized Voicemail must have a completely
unique entry in the User’s Name field.

Examples of incorrect user names on the same system include:
e User 1: STEVE SMITH
e User 2: steve smith
e User 3: Steve
e User 4: Steve Smith
e User 5: Steve-Smith

User names must only use alphabetic characters.

These examples may cause one mailbox to be created for the above users. This may prevent message
waiting indicators from updating correctly, and Integrated Messaging (IMS) synchronization problems.
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