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What is new in 8.1:

1. What is new in 8.1

The following is a summary of the new features in Voicemail Pro 8.1.

e Support for IP Office Server Edition
On IP Office Server Edition, a Server Edition license provides all the Voicemail Pro features that are provided by the
Preferred Edition license on IP500 and IP500 V2. The maximum number of ports that you can simultaneously use for
voicemail operation on IP Office Server Edition with a Server Edition license is 100.

e Synchronization of primary and backup voicemail servers
Apart from call flows, voicemail messages, greetings, and recorded names, the synchronization between the primary
and the backup voicemail servers now also includes the registry settings, user variables, SMTP mappings, and alarms.
However, the synchronization excludes the directory locations, settings specific to Voicemail Pro client, Voicemail Pro
IIS port settings, Campaign settings, Service SID of the Voicemail Pro service, and backup configuration settings.

¢ Failback operation on backup voicemail server
In the previous releases, if central server failed and backup server took over the control as the active voicemail server,
the system administrator needed to shutdown the backup server for the control to be passed back to the central
server. In 8.1, the system administrator can configure backup server to initiate an automatic failback operation to pass
the control back to central server.
The system administrator can choose from three different modes of failback operation to configure on backup server -
manual, graceful, and automatic. In manual mode, the system administrator needs to shutdown backup server. In
graceful mode, backup server hands over the control to central server immediately after all the active voicemail calls
on the backup server come to an end. In automatic mode, backup server waits for the failback operation timeout
before handing over the control to central server, and if all the active voicemail calls on the backup server come to an
end before the timeout, the handover of the control is immediate.

e Restriction on minimum length of mailbox password
You can now set a restriction on the minimum length of a mailbox password. Use the general system preference Min.
Password Length[97 for the purpose. The minimum value that you can set is 0 in IP Office mailbox mode and 2 in
Intuity emulation mode. The maximum value is 15.

¢ Using a remote FTP server for backup and restore operations
You can now save the backup files generated by either a scheduled backup or an immediate backup to a remote FTP
server. Similarly, you can now restore a backup saved on a remote FTP server.

e VRLA feature support on Linux-based voicemail server
You can now configure a Linux-based voicemail server to transfer the saved voice recordings to the Windows-based
Voice Recording Library (VRL) application IP Office ContactStore using Secure File Transfer Protocol (SFTP). Thereby,
you can use the Voice Recording Library Authentication (VRLA) feature on a Linux-based voicemail server.
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2. Voicemail Pro

The diagram illustrates a Voicemail Pro system with some of the setup options.
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The IP Office Voicemail Pro licenses[12) are entered into the configuration of the IP Office system. The licenses are
required to activate Voicemail Pro features. You can run an unlicensed Voicemail Pro service for demonstration and
testing for a duration of two hours only. License keys are issued against and validated against the unique serial
number of the feature key dongle used by the IP Office.

e Voicemail Pro Server
The Voicemail Pro service is installed on a server computer. This becomes the computer where messages and other
data are stored for the mailboxes and services provided by Voicemail Pro. The server can be a Windows or Linux
based server.

e Multiple Servers
There are a number of scenarios where multiple Voicemail Pro servers can be supported. For example, to
provide a backup voicemail server or to support multiple IP Office systems in a network. See Centralized
Voicemail Prolus),

¢ Voicemail Pro Client
The Voicemail Pro Client is used to administer the Voicemail Pro service. The client is a Windows application that
you can install on another computer to allow remote administration of the server. Only one client can connect to
the server at any time.

e The version of a Voicemail Pro client used with a Voicemail Pro server should match. If the Voicemail Pro client
is used to load a call flow from an earlier version of Voicemail Pro server, you will be warned that if you edit the
call flow you will not be able to save it back to the original server. If the client is used to load a call flow from a
later version of Voicemail Pro server it will stop the action and prompt that the call flow cannot be loaded.

e Telephone Extension
For internal extensions, the voicemail server provides message waiting indication. This is done automatically for the
telephone user's own mailbox. However, the user can also be configured to receive message waiting indication for
other mailboxes.

e User's Computer
In addition to accessing mailbox voicemail messages through the telephone, there is a range of methods for
accessing messages from a user's computer. This can be by web browser, IMAP e-mail account, Exchange server e-
mail account, and various other options. The IP Office one-X Portal for IP Office and IP Office Phone Manager
applications can also be used.

e E-mail Server
Using an e-mail server, Voicemail Pro can provide a number of services. This includes the ability to send message
alerts or message copies. For Exchange e-mail servers, with the forward to e-mail option, the Exchange server can
be used as the message store with users accessing their messages using Exchange clients such as Microsoft
Outlook, Outlook Web Access, and so on.

+ ContactStore Server
In addition to taking voicemail messages, the Voicemail Pro can be used for automatic and manual call recordings.
These recordings are stored in the voicemail server mailboxes. ContactStore for IP Office is an additional licensed
application to which recordings can be transferred for long term storage. ContactStore supports archiving to DVD,
access by web browser, and searching based on call details.

e Installation of ContactStore for IP Office is covered in its own separate installation manual. For proper
functioning, install and test Voicemail Pro before installing ContactStore for IP Office.
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Voicemail Pro:

2.1 Supported Languages

By default, the prompts installed match the installer language selection plus English. If other languages are required,
they need to be selected by doing a custom installation. The installable Voicemail Pro prompts are listed in the table
below. The availability of a language in voicemail does not necessarily indicate support for IP Office in a country that uses
that language.

Language WAV |Fallback TTS
Folder |Selection Window
s
Brazilian Portuguese | ptb [> pt > en. <
Chinese (Cantonese) zzh |> en > enu. v
Chinese (Mandarin) ch |>en > enu. <
Danish da |>en. v
Dutch nl |>en. o
English UK en |en. v
English US enu [> en. o
Finnish fi |>en. v
French fr  |> frc > en. <
French Canadian frc |> fr > enu > en. v
German de |[>en. v
Greek el |>en. v
Hungarian hu |> en. X
Italian it |>en. v
Korean ko |>en. 4
Latin Spanish eso |>es >enu > v
en.
Norwegian no |>en. <
Polish pl |>en. v
Portuguese pt |> ptb > en. <
Russian ru |>en. v
Spanish es |>eso > en. <
Swedish sv > en. v

When the IP Office routes a call to the voicemail server, it indicates the locale for which matching prompts should be
provided, if available. Within the IP Office configuration, a locale is always set for the system. However, differing locales
can be set for each user, incoming call route, and short codes in addition to the default system locale.

The locale sent to the voicemail server by the IP Office is determined as follows:

Locale Source Usage

Short Code Locale The short code locale, if set, is used if the call is routed to
voicemail using the short code.
System Locale If no user or incoming call route locale is set, system locale

is used, unless overridden by a short code locale.

Incoming Call Route Locale|The incoming call route locale, if set, is used if the caller is
external.

User Locale The user locale, if set, is used if the caller is internal.

If the prompts matching the IP Office locale are not available, the voicemail server will provide prompts from a fallback
language, if available. The above table of languages lists the order of fallback selection.

L= _]
If required, the language provided by a voicemail call flow can be changed using a =x1 Select System Prompt
Language action.

TTY Teletype Prompts

TTY (Teletype (Textphone)) is included in the list of installable languages. TTY is a text-based system that is used to
provide services to users with impaired hearing.
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2.2 Voicemail Pro Licenses

The Help | About screen in the voicemail client can be used to check which IP Office the voicemail server is working and
the licenses it has received from that IP Office.

The license keys are entered into the IP Office configuration using the IP Office Manager. If the Voicemail Pro server is
installed without licenses, it will run for 2 hours and then shut down.

For IP Office Release 6 and higher, support for Voicemail Pro is enabled by the addition of a Preferred Edition license.

o = Preferred Edition (Voicemail Pro) :
This license enables support for Voicemail Pro as the IP Office's voicemail server with four voicemail ports. A
voicemail server with the Preferred Edition license provides the services listed below. Additional licenses can be
added for additional voicemail features, these are detailed separately. The Preferred Edition license was
previously called Voicemail Pro (4 ports).

e Mailboxes for all users and hunt groups. e Campaigns.

e Announcements for users and hunt groups. e TTS e-mail reading for users
licensed for Mobile User or Power

e Customizable call flows. User profiles

e Call recording to mailboxes. « Use of Conference Meet Me
functions on IP500, IP500 V2, and
Server Edition systems.

e = Advanced Edition :
The Advanced Edition license enables the additional features listed below. A Preferred Edition license is a pre-
requisite for the Advanced Edition license.

e Support for Customer Call Reporter. e Voicemail Pro Visual Basic Scripting.

e Voicemail Pro database interaction (IVR). e Voicemail Pro call recording to

(21
e Voicemail Pro call flow generic TTS (8 ports).[] ContactStore.

1.Provides up to 8 ports of TTS for use with Speak Text actions within call flows.

2.In a Small Community Network using centralized voicemail, this license only enables ContactStore support for
the central IP Office. Remote IP Offices in the network require their own Advanced Edition license or a VMPro
Recordings Administrator license.

¢ = Server Edition :
On IP Office Server Edition, the Server Edition license provides all the Voicemail Pro features that are provided by
the Preferred Edition license on IP500 and IP500 V2.

o« = Additional Voicemail Pro Messaging Ports
The required license for Voicemail Pro server support (Preferred Edition (Voicemail Pro)) also enables four
voicemail ports. This license can be used to add additional voicemail ports up to the maximum capacity of the IP
Office system (IP406 V2 = 20, IP412 = 30, IP500 = 40, IP500 V2 = 40, IP Office Server Edition = 100). This
license was previously called Additional Voicemail Pro (ports).
= VMPro Recordings Administrators :
To support ContactStore in a Small Community Network, IP Offices other than the central IP Office require either
their own Advanced Edition license or this license.

e = VMPro Networked Messaging :
Enables the VPNM (Voicemail Pro Networked Messaging) functionality within Voicemail Pro. Enabling VPNM is
required for message exchange with remote Voicemail Pro systems and Avaya Interchange systems.

e = VMPro TTS (Generic) :
This legacy license enables use of text-to-speech facilities using third-party TTS software with Voicemail Pro. One
license per simultaneous instance of TTS usage. The IP Office Advanced Edition license also enables eight ports of
generic TTS.

e = VMPro TTS (ScanSoft) :
This legacy license enables use of text-to-speech facilities using Avaya-supplied TTS software with Voicemail Pro
running on a Windows server. One license per simultaneous instance of TTS usage.
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Voicemail Pro: Voicemail Pro Licenses

Legacy Licenses
The following legacy licenses are still supported by IP Office Release 6 and higher.

e = UMS Web Services
This legacy license is used to enable UMS voicemail services support for users set to the Basic User profile.
Other users are enabled for UMS through their licensed user profile.

e = VMPro Database Interface :
This legacy license enables third-party database support within Voicemail Pro call flows. For IP Office Release 6
and higher, this is also enabled by the Advanced Edition license.

e = VMPro VB Script :
This legacy license enables Visual Basic Script support with Voicemail Pro. For IP Office Release 6 and higher,
this is also enabled by the Advanced Edition license.

2.3 Number of Simultaneous Users

All connections between the voicemail server and IP Office are through LAN using data channels. The maximum number
of data channels that can be used for voicemail operation at any moment are shown below.

IP Maximum for
Voicemail Pro

IP500 40
IP500 V2 40
Server Edition 100

The actual number of simultaneous users is determined by the licenses for Voicemail Pro[12} added to the IP Office
configuration. Note that some specific functions can have voicemail channels reserved|93) for their use or can have
channel restrictions.
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3. Installation

Windows Server Installation
This section covers the installation of the Voicemail Pro server on a Windows server computer. Voicemail Pro 8.1 can be
installed with the following IP Office systems running IP Office Release 8.1 software:

o IP Office 500
e IP Office 500v2
o IP Office Server Edition
Mixing Linux and Windows Servers

In scenarios where multiple Voicemail Pro servers are used, a mix of Linux-based and Windows-based servers can be
used. For details on scenarios where multiple Voicemail Pro servers are used, see Centralized Voicemail Prolué,

3.1 General Installation Requirements
Here is a list of general requirements for all types of voicemail installation.

e A client computer with IP Office Manager and Microsoft .NET Framework versions 2.0 installed on it. If .NET 2.0 is
not detected, you will be prompted to install it before the Voicemail Pro installation proceeds.

An IP Office Feature Key. For details, see Avaya IP Office Standard Version Installation (15-601042).

Licenses based on the serial number of the IP Office Feature Key. These should include:

e A license for Voicemail Pro and any additional voicemail ports is required. If Voicemail Pro Server is installed
without a license it will run for two hours and then shut down.

e Licenses for any other Voicemail Pro components being installed, see Voicemail Pro Licenses[12),

Latest version of the IP Office Applications DVD or the IP Office Unified Communications Module Software along
with the latest fixes and patches. To get the latest version of a required software, visit http://support.avaya.com.

Tips
e Before you begin to install Voicemail Pro, check that the computer that you are using can connect to the IP Office
unit and that you can load and save a configuration file using IP Office Manager.
e Switch off any computer and hard disk sleep, power down, suspend, hibernation modes.

o Install the Voicemail Pro software using an account with full administrator rights on the computer. The service
subsequently runs under that account. If you prefer, create a separate account for this purpose and configure it
such that the account password does not expire.
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Installation: General Installation Requirements

3.1.1 Computer Specifications

The Voicemail Pro application requires various licenses entered into the IP Office configuration to control the features it
offers and the number of simultaneous connections/13). The number of simultaneous connections can be up to 40 on IP
Office 5.0+ IP500 control units and up to 100 on IP Office 8.1+ IP Office Server Edition control units. The operation of
Voicemail Pro can be customized to provide special services.

The Voicemail Pro software can be installed as separate Voicemail Pro client and server parts. You can perform remote
administration of the Voicemail Pro server from a computer with just the Voicemail Pro client installed. A copy of the
client is automatically installed locally with the Voicemail Pro server.

e S

DVD IP Office 8.0 Application DVD (Disk 1).
Languages See Supported Enquaqesﬁﬁ.

IP500  IP Office Preferred Edition.

IP Office Server / Server Edition

Edition

License W See below.

The Voicemail Pro server part of the software consists of several components in addition to the core server software,
these are:

e Campaigns
The Voicemail Pro can be configured to run a campaign. This consists of a series of questions for which the
Voicemail Pro records the callers answer or key presses. With International Time Zone (ITZ) support, the Voicemail
Pro records the IP Office time and not the Voicemail Pro local time. The resulting recordings can then be played
back by users. Users can use the web aspect of campaigns to perform this playback and processing of campaign
recordings via their web browser. This requires an IIS web server to be run on the same computer as the Voicemail
Pro software.

¢ UMS Web Voicemail
Users can use UMS to access their voicemail mailbox using either an IMAP compatible e-mail program or through
their web browser. UMS Web Voicemail requires the Voicemail Pro service to be installed on a server computer that
has IIS already present. It also installs PHP if not detected as already present.

o Text to Speech (TTS)
Through adding additional licenses, the Voicemail Pro is able to use the TTS functions of Windows to speak text and
numbers to callers in addition to recording prompts. This is intended mainly for scenarios where the Voicemail Pro
is obtaining text and number values from a customer database.

¢ Installation on Windows Server Operating Systems
On many Windows server computers, while the Windows Audio components are present by default they are not always
enabled. If this is the case the playback of voice prompts may be 'choppy' and the TTS (if installed) will not work.
However, enabling Windows Audio does not require the server computer to have a sound card installed.

1. Verify that you have full administrator rights for the computer.
2.Click Start | Administrative Tools | Services.

3.If the status of the Windows Audio service is not Started, start the service and set the Startup Type to
Automatic.

Notes:

1. Do not use the Large Fonts setting, as it may cause options on some screens to become inaccessible.
2. For a good connection speed, use a 100 Mbps network card.
3. Free disk space requirements[2? are also subject to the message storage required.

Basic Voicemail Pro

Minimum Hardware Requirements Operating System Support

RAM 256MB Server OS: Service| Client
Hard Disk Free 2GB* 2003 Server v <
S
pace 2008 Server < <

Processor: .

Client OS:
- Pentium P4 1.4GHz

XP Professional < <
- Celeron Any 1.7GHz

Vista < <
- AMD Any 1.4GHz.

Windows 7 < <

*Add 1MB per minute of message and prompt storage
space as per your requirements.
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Voicemail Pro plus UMS Web Voicemail and/or Campaigns

Minimum Hardware Requirements Operating System Support

*Add 1MB per minute of message and prompt storage
space as per your requirements.

RAM 512MB Server OS: Service| Client
Hard Disk Free 2GB* 2003 Server o o
Space 2008 Server v v
Processor: Client OS:

- Pentium P4 2.8GHz XP Professional » »

- Celeron Not tested. Vista ® X

- AMD Athlon XP 3000+, Athlon 64 Windows 7 » »

e Both Web Campaigns and UMS Web Voicemail require the IIS web server on the voicemail server computer to be

enabled.

e UMS Web Voicemail will install PHP if not detected as already installed.

Voicemail Pro plus IVR and or TTS

Minimum Hardware Requirements: Basic

Voicemail Pro

RAM 512MB

Hard Disk Free 20GB*

Space

Processor:

- Pentium P4 2.8GHz

- Celeron Not tested.

- AMD Athlon XP 3000+, Athlon 64

Add 1MB per minute of message and prompt storage
space as per your requirements.

*Generic TTS only. The current ScanSoft TTS provided
with Voicemail Pro is not supported on Vista.

o If the database being queried is located on the Voicemail Pro server, the query speed of the database will be
affected by the amount of memory available. You must take into account the memory requirements of the

database being queried.

Pre-requisites

Operating System Support

Server OS: Service| Client
2003 Server v v
2008 Server o o
Client OS:

XP Professional v v
Vista X X
Windows 7 x x

For systems running the 64-bit version of Windows Server 2008 SP1, install the KB2538242 security update.

Voicemail Pro and IP Office Customer Call Reporter
Voicemail Pro and IP Office Customer Call Reporter can be run on the same server up to a maximum of 16 Voicemail Pro
ports. Supported on a Dual Core CPU of 2.4Ghz and higher. The separate requirements of Voicemail Pro and Customer

Call Reporter must be met.

Implementing Voicemail Pro
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Ports

The Voicemail Pro service uses the following ports.

Port Type |Description
Number

25 TCP |Used to listen for SMTP connections.

37 UDP |Used to receive time requests (RFC 868).

143 TCP |Used to service IMAP4 requests.

50791 UDP |Used to receive requests from IP Office PBX.

TCP |Used to receive requests from one-X Portal for IP

Office.

50791 TCP Ulsed to receive connections from Voicemail Pro
client.

Note that Voicemail may use additional ports for connection to services such as third-party database or Microsoft

Exchange.

Notes:

1.Do not install Voicemail Pro server on a computer that runs the Domain Name System (DNS) Server service, as the
DNS Server service might prevent the Voicemail Pro service from obtaining the ports that the Voicemail Pro service

requires to function correctly.

If you must install Voicemail Pro on a computer running the DNS Server service, refer to the following for the

additional configuration requirements:

http://technet.microsoft.com/en-us/library/ee683907%28WS.10%29.aspx

http://support.microsoft.com/kb/956188

http://support.microsoft.com/kb/929851

2.Do not install Voicemail Pro on a computer that runs an Exchange server, as the SMTP configuration settings of
Voicemail Pro server might create conflicts with those of the Exchange server.
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3.1.2 Single Server Support

The following scenarios are supported for combining IP Office server applications onto a single Windows server

computer.

In all cases, the individual requirements of each application as if installed on a separate server are still applicable. Also,
depending on the application combination, additional restrictions and requirements may be applied as detailed below.

1. 16 Ports 150 Agents - Release 5.0 |As per each application.
2. 8 Ports - 50 Simultaneous| Release 6.0 |2GHz Dual Core, 4GB RAM, Windows 2008
(4 TTS) users. Server (32 or 64-bit).
3. 8 Ports 30 Agents 50 Simultaneous| Release 6.0 |2GHz Quad Core, 6GB RAM, Windows
(4 TTS) users. 2008 64-bit.
4. 16 ports 50 Agents 150 Release 6.0 |CCR run in Windows 2003 on a virtual
(8 TTS) Simultaneous ST
users.

e Voicemail Pro includes UMS, VB Scripting and 3rd party database operation. It also includes the installation of

ContactStore if required.

e Both ContactStore and one-X Portal for IP Office use Tomcat servers as part of the application. For scenarios with both
installed, the redirect port setting of the ContactStore's Tomcat server should be configured to a port other than 8080.

e When used in a virtual server configuration, Customer Call Reporter and one-X Portal each require a 2GB RAM virtual
machine. Voicemail Pro and ContactStore each require a 1GB RAM virtual machine.
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3.1.3 Virtual Server Support

Operation of IP Office server applications, including Voicemail Pro, is supported using the following virtual servers.
¢ VMWare Server.
¢ Microsoft Virtual Server 2005 R2.

e Microsoft Server Hyper-V.

3.1.4 Network Requirements
The computer should be configured and tested for TCP/IP networking.

The voicemail server computer must be connected to the IP Office Control Unit directly or through a LAN switch.

If directly connected, changing the settings of the computer network card to match the IP Office control unit can resolve
some issues. This should be done according to the computer or network card manufacturer's instructions. The options for
IP Office LAN ports are:

e All IP Office LAN ports are 10Mbps/100Mbps auto sensing.

If not directly connected, using any of the above settings must be supported and matched by the intervening network
equipment.

e The computer must have a static IP address.

e If the IP Office is acting as a DHCP server, it defaults to using 192.168.42.2 to 192.168.42.201 for DHCP clients.
This leaves 192.168.42.202 to 192.168.42.254 for devices that require fixed IP addresses.

3.1.5 Disk Space Requirements

The following are only approximations:

e At least 2GB of free disk space is required on the operating system drive (by default c:), regardless of to which
drive Voicemail Pro is actually installed.

e A compact Voicemail Pro installation requires 130MB.
e A typical installation requires approximately 255MB.

e A custom installation requires up to 2GB of disk space. However, prompts and recorded messages consume an
additional 1MB of disk space per minute.

e For a busy environment you can expect to require at least 1000 minutes of message recording space, that is 1GB.

e If you are installing the Client only, you can expect to require at least 170MB.

3.1.6 Web Server Operation

If a Web browser access is required, the Microsoft IIS Web Server must be installed on the server computer before
Voicemail Pro is installed:

e Microsoft web server products run as services and require Voicemail Pro to also run as a service.

e Internet Information Server 5.0 or higher is required.

3.1.7 ContactStore Operation

ContactStore is the current IP Office Voice Recording Library (VRL) application. For details on ContactStore, see Avaya IP
Office ContactStore (15-601037).

You must do the following to use ContactStore with Voicemail Pro:

e Install the latest version of IP Office ContactStore along with the available patches and verify its operation before
you install Voicemail Pro.

o Use different hard disk partitions to store the archived IP Office ContactStore messages and the Voicemail Pro
messages. Alternatively, you may use a different hard disk to store the archived IP Office ContactStore messages,
or install IP Office ContactStore on a different computer.

o As you require additional Voicemail Pro licenses[12' to use ContactStore to store recordings, enter an Advanced
Edition license key on IP Office hosting the Voicemail Pro server. If you are using a Small Community Network,
enter either Advanced Edition license keys or VMPro Recordings Administrators license keys on other IP
Offices in the network that you want to use with ContactStore.

e Use RAID 1 or RAID 5.

e Use a DVD recorder for long-term archiving.

e Use a hard drive that has enough space to store the archived recordings. You need approximately 7.2MB of hard
disk space to store an archived recording of one hour duration.

e Verify that no other web service running on the host computer is using the port address 8888, as the system uses
the non-configurable port address 8888 to access the archived messages stored in IP Office ContactStore through a
web interface.
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3.1.8 SFTP Server Requirements

To be able to use some of the features of voicemail server (for example, the remote backup operation, VRLA, and so on),
you must install and configure an SFTP server. You can choose to install any of the commercial or free SFTP server
applications, for example the freeFTPd application. However, ensure the following for the SFTP server to work with the
voicemail server:

e Configure port 22 to accept incoming connections to the SFTP server.
e Create a separate user account on the SFTP server for use with the voicemail server.

o If the SFTP server application requires you to set permissions for the user account, set the Read, Write, and Delete
file permissions and the List, Create, and Delete folder permissions for the user account.

SFTP configuration requirements for VRLA feature on Linux-based server
For the VRLA feature to work on a Linux-based voicemail server, you must:
e Install the SFTP server on the computer that runs the ContactStore application.

e Set the Home directory of the user account such that the VRL directory (specified by the value of the registry entry
HKEY_LOCAL_MACHINE->SOFTWARE->Network Alchemy->Voicemail->Directories->VRLDir on a 32-bit
system and HKEY_LOCAL_MACHINE->SOFTWARE->Wow6432Node->Network
Alchemy->Voicemail->Directories->VRLDir on a 64-bit system) lies inside the SFTP directory structure.

For example, if you set C:\asdf\xyz as the VRL directory, then set either C:\asdf\xyz or C:\asdf as the Home directory
of the SFTP user account.

Testing and troubleshooting the SFTP connection
1.Log in to the command line interface as the root user on the voicemail server.

2.Enter Sftp <username>@sftplP, where <username> is the username of the SFTP user account.

3.Enter the password of the SFTP user account.
The SFTP connection should get established.

4.1If the SFTP connection is not established, then:

a.0n the computer that runs the SFTP server, check if any other application is using port 22 for an SFTP connection.
If yes, stop the application.

b.Clear all the entries in /root/.ssh/known_hosts that are associated with the IP address of the SFTP server.

3.2 Server/Client Installation

The Voicemail Pro installation software for Windows offers a number of different types of installation. The key types are
client only, compact, typical and custom. These differ in the components installed as detailed in the table below.

Component [Sub Component Installation Type |[Notes

Client| Compa Typica Custo

Voicemail |Voicemail Pro < < < v
Pro Client
Voicemail Pro X v N N
Service
Languages < < < ¥ [Installs the prompts that best match the server
computer locale plus English prompts. For an
installation with additional languages use the
Custom installation option.
Voicemail Pro Campaign Web X X N ¥ INot available for installation on an XP Pro server.
Component
Web Voicemail (UMS) X X X ¥ |Only available for installation on server operating
systems.

Before you begin:

1.Log on to the server computer using the user account under which you intend the Voicemail Pro server or service to
run. This user account must have full administrator rights to the server computer. You must update the Voicemail
Pro service password if the user account password is changed.
To ensure that the voicemail service does not get interrupted, create a new user account called Voicemail and
configure it such that it has full administrator rights on the computer and the account password does not expire.

2.1In IP Office Manager, check that the correct licenses for Voicemail Prol12) have been installed and show a status of
Valid.

3.For installations other than client-only and compact, check that the required pre-installation processes have been
completed.

e Web Campaigns Installation[2?
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e Voicemail E-mail Installation/54
e UMS Web Voicemail[32)
« IMAP Installation[33

+ Web Voicemail Installation/36

« UMS Exchange Configuration/42)

e Centralized Voicemail Pro/ub

o Installing Text to Speech Features/71

+ Voicemail Private Networked Messaging (VPNM) Installation ik

¢ Installation on Windows Server Operating Systems
On many Windows server computers, while the Windows Audio components are present by default they are not always
enabled. If this is the case the playback of voice prompts may be 'choppy' and the TTS (if installed) will not work.
However, enabling Windows Audio does not require the server computer to have a sound card installed.

1. Verify that you have full administrator rights for the computer.
2.Click Start | Administrative Tools | Services.

3.If the status of the Windows Audio service is not Started, start the service and set the Startup Type to
Automatic.
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To install the Voicemail Pro software components:

1.Insert the IP Office Applications DVD. Click on the link for Voicemail Pro and then double-click on setup.exe.

2.The Choose Setup Language menu is displayed. This language is used for the installation process and does not
affect the language prompts that are installed.

3.Select the language for the installation process. Click OK.
4.The Preparing Installation menu is displayed.

e Voicemail Pro requires Microsoft .NET 2.0 Framework. If this is not detected, you will be prompted to install it.
Click Yes to install Microsoft .NET 2.0 Framework.

« If the Modify, repair or remove the program window is displayed, follow the upgrade process[2$.
5.The Welcome window is displayed. Click Next.
6.The Customer Information menu is displayed.

e Use the default names or enter a user and company name. These settings do not affect the Voicemail Pro
installation.

e Select the option Anyone who uses this computer (all users).
e Click Next.

7.The Choose Destination Location menu is displayed. Unless specifically required, for ease of maintenance, use
the proposed folder location. Click Next.

8.The Messaging Components menu is displayed.

9.Select Voicemail Pro (Full) or Voicemail Pro Client - Only. Click Next. If Voicemail Pro Client - Only was
selected, go to step 14[24,

10.The Setup Type menu is displayed. Select Compact, Typical or Custom and click Next.

o If the option selected was Custom, the Select Features menu is displayed. Select the components required
for the installation and click Next.

11.The Service Account Name window is displayed. This window is used to select the account under which the
Voicemail Pro services will be run following installation.

e Enter the user name and password of the account to use. Alternatively, click Browse and select a name from
the list of available computer or network accounts.

e Click Next. The account name and password are validated. If the validation fails, the system prompts you
whether to create a new account that matches the details entered.

12.The Select Program Folder menu is displayed. By default, the program folder for the Voicemail Pro client is set
to IP Office. For ease of maintenance use this option unless there is a specific reason to use a different folder. Click
Next.

13.The Start Copying Files menu is displayed. It shows a summary of the components that are about to be
installed. Check that this list is as expected. If for any reason the details are not what you expect, click Back and
make the required changes. When you are satisfied that the details are correct, click Next to start copying the files.

14.The Setup Status menu is displayed. This shows you the progress of the file installation. For a client only
installation, the software installation process is now completed.
Note: You may get the prompt to reset IIS. If so, click Yes to reset IIS. If you click No, some of the functionalities
may not be available until you restart IIS.

15.The InstallShield Wizard Complete menu is displayed.

16.Depending on the operating system and the components installed you may be prompted to restart the computer.
If so select Yes, I want to restart my computer now.

17.Click Finish.
18.If the computer restarts, you will need to log in to continue the installation process.

19.The installation process continues by requesting a number of configuration settings used by the voicemail server
services,

1.The IP Office Voicemail Pro E-mail Settings window is displayed. This is used to enter the account that the
voicemail pro server should use for e-mail functions. Enter the name of the e-mail account to use or click
Browse and select an account to use. Click Next.

2.The IP Office Voicemail Pro SMTP E-mail Settings window opens.

3.In the Mail Server box, type the name of the SMTP mail server or use the name that is proposed. This should
be the fully qualified domain name.

4.In the Port Number box, type the number of the receiving port on the SMTP mail server. The default is 25.

5.To enforce server authentication, check the Server Requires Authentication box. This is optional. If you
check it you also need to provide the Account Name and Password that need to be entered. You can also choose
whether or not to set the Use Challenge Response Authentication option.
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6.Click Finish. The e-mail settings are validated. An error message is displayed if the system fails to connect to
an SMTP server. Click OK to acknowledge the message.

20.You have now finished installing the Voicemail Pro server and client software.

21.If you use custom installation to install a specific Voicemail Pro feature, refer to the appropriate section for details
of actions that need to be performed after the installation of the Voicemail Pro server software.

 Web Campaigns Installation[2?

+ Voicemail E-mail Installation/54
e UMS Web Voicemail[3%
o IMAP Installation[33)

e Web Voicemail Installation/36

+ UMS Exchange Configuration[42|

o Centralized Voicemail Prolu5

« Installing Text to Speech Features|7T

o Voicemail Private Networked Messaging (VPNM) Installation/:h

Initial Configuration
Following installation of the server and client, you should check operation by using the client to connect to the server.

1.Click Start | Programs | IP Office | Voicemail Pro. The Voicemail Pro Client starts and the main window opens.
2.Change the default remote administrator account details:

a. In the navigation panel, click on Voicemail Pro Administrators. There should be one account called
Administrator.

b. Double-click on the account (or right click and select Modify).
c. Change the Password and Confirm Password to a new value than the default (Administrator).

3.Initialize the server call flow:

a. Click the @ Save and Make Live icon.

b.Select Yes. The file root.vmp is created on the server. This is the compiled non-editable version of the call flow
that is used by the server.

c. Voicemail operation can now be tested from an extension by dialing *17.

4.You can now start configuring the operation of the voicemail server, for example changing the system preferences

[o6,

Implementing Voicemail Pro Page 25
IP Office 8.1 15-601064 Issue 8b (Tuesday, December 11, 2012)



3.2.1 Modifying the Installed Components

1.0pen the Windows Control Panel.
2.Click Programs | Programs and Features.

3.1In the list of installed programs, select IP Office Voicemail Pro and click Change.
The installation wizard for IP Office Voicemail Pro opens up.

4.Select Modify and click Next.
The Select Features menu is displayed.

5.Select the check boxes for all the features in the list that you want to install.
Note: If you clear the check box for a feature that is already installed, the installation wizard will uninstall the
feature.

6.Click Next.
The Service Account Name window is displayed.

7.Continue with the installation wizard following the steps from the To install the Voicemail Pro software components
section of Server/Client Installation[22).
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3.2.2 Web Campaigns Installation

The web campaigns component of Voicemail Pro requires IIS to be installed and running on the server computer.
1.Check that IIS is installed and running on the server computer.

e Windows 2008 Server IIS does not support legacy IIS applications such as Campaigns by default. This is
rectified by reinstalling IIS from the Windows installation disk and selecting Legacy IIS support during the
installation.

2.Check that the server computer can be browsed from the other computers on the customer network.
3.If the Voicemail Pro server software has not yet been installed:

e Run the Voicemail Pro software installation[22) and select Voicemail Pro (Full).

e Select either Typical or Custom. If Custom is selected, select Voicemail Pro Campaign Web Component in
the list of components.

4.1If the Voicemail Pro server software is already installed:
e Modify the installed components and select Voicemail Pro Campaign Web Component in the list of
components.

Windows 2008 Server

The following configuration changes are required for IIS version 7 after installation of the Voicemail Pro web campaigns
component.

1.Click Start | Administrative Tools | Internet Information Services (IIS) Manager.

2.1In the Connections pane, click the server node in the tree.
The server Home page is displayed.

3.1In Features View, double-click Handler Mappings.

4.Click Edit Feature Permissions.

5.Check the Scripts and Execute check boxes.

6.Click OK.

7.1In the Connections pane, expand the server node in the tree.
8.

Expand the Sites node, then expand the Default Web Site node, and select Campaign.
The Campaign Home page is displayed.

9.In Features View, double-click Authentication.
10.Click ASP .NET Impersonation.

11.In the Actions pane, click Disable.
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3.2.3 The Voicemail Pro Services

If you have installed Voicemail Pro successfully and rebooted the server computer, then the voicemail service starts
automatically. However, you can restart the service manually, if required.

To check/restart the Voicemail Pro Service:

1.

2.

3.

Click Start | Administrative Tools | Services.

Q Services
File  Action  Miew  Help
i d | H P
i Services (Local) Mare = ; Description ; Skatus j Startup Type i Log On As ; _:j
£k Telephary Provides Telephony. .. Manual Metwork Se...
Q;Thread Ordering Se... Provides ordered e... Manual Local Service
{ELTP AuteConnect Se...  ThinPrint .print com...  Starked rManual Local Syskem
{&TP WC Gakeway Ser... ThinPrint .print coni... Manual Local Syskem
J.;_’;TPM Base Services Enables accesstok.,. rManual Local Service
-.,‘,;:?;UPnP Device Host Allows UPRP device. .. Disabled Local Service
{LhUser Profile Service  This service is respo...  Started Automatic Local Syskem
\Q'u'irtual Disk. Provides manageme. ., Manual Local Syskem
.f.x’ YMware Tools Service  Provides support fo.,, Started Automatic Local Syskem
-{,9- YMware Upgrade H...  Virtual hardware up.,.  Starked Aukornatic Local Syskem
il Py = Automatic Addministra, .
%anume Shadow Copy  Manages and imple. .. Manual Local Syskem
J.;_’;Windnws Audio Manages audio for ... Manual Local Service
Q;Windows Audio End... Manages audio dewi,.. Manual Local Syskem
Ehwindows Color Sys...  The WwesPlugIngervi. .. rManual Local Service
\%Windows Driver Fo...  Manages user-mod... Manual Local Syskemn ;j

Extended 4 Standard

The Voicemail Pro Service should be visible. Its Status should be Started and the Startup Type should be set
to Automatic. Other services may be present depending on the installed Voicemail Pro features. The Voicemail
Pro Service is the main Voicemail Pro service. This is the only service that needs to be stopped and restarted. It
will stop and restart the other services that it uses.

Close Services.

Setting the Voicemail Pro Service or Computer to Restart Automatically

The following action is optional. If a fault causes the Voicemail Pro service to stop, the fault should be investigated and
fixed. However, setting the options to restart the services or the computer automatically will minimize the disruption to
the Voicemail Pro users.

1.

2
3.
4

Click Start | Administrative Tools | Services.

Right-click Voicemail Pro Service and select Properties.

Select the Recovery tab.

Select the items in the drop-down lists to specify the action that the computer must take in case of failures.
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Using a Batch File to Start Services
In some instances, certain computers might not respond quickly enough to start all of the Avaya services in the correct
order. In this circumstance, it is advisable to create a batch file which delays the start of these services until the

computer is fully running.

Avaya IP Office Services can be started successfully at system start-up using a scheduled task that initiates the batch file
below. This batch file ensures that the services will start successfully and in the correct order.

1. Set all Avaya services listed below to Manual start. Do not include Key Server.
2.Create the batch file below and save it to %SYSTEMROOT%. Only include lines for the services which are installed.

@echo off

rem Wait 60 seconds before execute.
timeout /t 60

net start Voicemail Pro Service

3.Create a scheduled task to start the batch file at system start-up.

3.3 Upgrading Voicemail Pro
This section describes how to upgrade Voicemail Pro.

Note: After you upgrade, the system updates the timestamp associated with the recordings to reflect the time of the
associated IP Office instead of the time of the Central Voicemail Pro server. The system does not automatically update

the time stamp of Campaign recordings.
The options available are:

o Upgrading from below Voicemail Pro 3.2[2%

o Upgrade from 3.2 or higher[3d}

e Upgrading from Voicemail Litel3f

3.3.1 Upgrade from below version 3.2

It is important that the settings of an existing Voicemail Pro are exported before any upgrade. Although folders that
contain prompts and messages are not affected by the upgrade process, the editable version of a customer call flow is

lost.

Note: When you upgrade Voicemail Pro to a newer version, the Voicemail Pro server updates the current time zone
offset of the user. However, it will not update the campaign information.

To upgrade from below version 3.2 to version 4.x+:

1.Export the Database
Before removing Voicemail Pro as part of an upgrade, you must create a backup copy of the call flow database. This

will contain any customizations made to the default call flow.
1. Start the Voicemail Pro Client.
2.From the File menu, select the option Import or Export.
3.Select the option Export call flows and click Next.
4.Enter a file path and file name ending in .mdb, for example C:\temp\backup.mdb. Click Next.
5.Click Finish to start the export then click Close to complete the export procedure.
6.Close the Voicemail Pro Client.

2.Back up the Registry
Any registry settings that are associated with Voicemail Pro need to be backed up.

1.Insert the IP Office Applications DVD. Click on the link for Voicemail Pro and then double-click on setup.exe.
The Choose Setup Language window opens.

2.Right-click the DVD drive and select Open.
3. Locate the file backupreg.bat and double-click it to run the application.

4.Check that the registry settings have been backed up. The batch file should have created 3 backup files in the
Windows Temp directory. Make sure that the following 3 files exist in that location:

e VMPro.arf
e NetAly.arf
¢ IMSGateway.arf

3.Remove Voicemail Pro
Any previous versions of Voicemail Pro must be removed before you start to install the new version.

1.0pen the Windows Control Panel.
2.Click Programs | Programs and Features.

3.1In the list of installed programs, select IP Office Voicemail Pro and click Uninstall.
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4.Follow the prompts that you see on the screen during the removal process.
5.When the process has been completed, click Finish.

4.Restore the Registry
The Voicemail Pro registry settings that were backed up in step 2/291 need to be restored.

1.Insert the IP Office Applications DVD. Click on the link for Voicemail Pro and then double-click on setup.exe.
The Choose Setup Language window opens.

2. Locate the file restorereg.bat and double-click it to run the application. This restores the registry settings previously
associated with Voicemail Pro.

5.Install the New Software
See Installing Voicemail Pro[161 and then refer to the sections that relate to the type of Voicemail Pro that you intend to
install.

6.Restore the Database
The copy of the call flow database that contained any customizations made to the default call flow needs to be
restored.

1. Start Voicemail Pro.

.From the File menu, select Import or Export. The Import or Export Call Flows window opens.
.Select Import Call Flows.

.Click Next.

.Click the Browse button and locate the file that contains the backed up call flows.

.Select the file and click Open.

.In the Import or Export Call Flows window, click Next.

.Click Finish to start importing the database.

O 00 N OO0 U1 A W N

.Click Close to complete the import process.

10.Click on Save and Make Live to save the Call flows.

The new version of Voicemail Pro has been installed. Test that the system is running by dialing *17 from any extension.
You should hear the mailbox announcement.

3.3.2 Upgrade from Version 3.2+

Backup the database before you upgrade.
Note: When you upgrade Voicemail Pro to a newer version, the Voicemail Pro server updates the current time zone
offset of the user. However, it does not update the campaign information.

To upgrade from version 3.2 or higher:

1.Insert the IP Office Applications DVD. Click on the link for Voicemail Pro and then double-click on setup.exe.
The Choose Setup Language window opens.

2.Select the installation language. The language selected is used for the installation.

3.Click OK. You are asked 'This setup will perform an upgrade of IP Office Voicemail Pro. Do you want to continue?’
4.Click Yes. The Upgrading the IP Office Voicemail Pro window opens.
5.

Click Next to start the upgrade. The setup status window opens. The progress of the upgrade is indicated by a time
bar.

6.Click Finish. The E-mail settings window opens.
7.Enter your e-mail account details and click Next. The SMTP E-mail settings window opens.

8.Enter your SMTP E-mail details and click Finish. The SMTP settings entered will be validated. If an error occurs, the
validating configuration window opens containing the SMTP Error/is2.

9.Click Yes when prompted whether to start the Voicemail Pro service.

10.The new version of Voicemail Pro has been installed. Test that the system is running by dialing *17 from any
extension. You should hear the mailbox announcement.
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3.3.3 Upgrade to Voicemail Pro

You can upgrade from Voicemail Lite to Voicemail Pro. The steps described here will remove Voicemail Lite but will not
remove the existing mailbox messages and greetings.

Note: When you upgrade Voicemail Pro to a newer version, the Voicemail Pro server will update the current time
zone offset of the user; however, it will not update the campaign information. Similar is the case with restoring
registry settings.

To upgrade from Voicemail Lite to Voicemail Pro:
1.Remove Voicemail Lite
1. Make sure that Voicemail Lite is not running.
2.0pen the Windows Control Panel.
3.Click Programs | Programs and Features.

4.1In the list of installed programs, select IP Office Admin Suite and click Change. The Installshield Wizard for IP
Office Admin Suite opens up.

5.Click Next. The Program Maintenance window is displayed.
6.Select Modify and click Next.

7.1In the list of selected Features, click the option Voicemail Lite and select This feature will not be available. The
feature Voicemail Lite will have a red cross by the name. ioice 1l Lite 3

e Important - Do not uncheck any other boxes as this will also remove those features.
8.Click Next. The Ready to Modify the Program window opens.

9.Click Install. The Voicemail Lite program will be removed, which may take several minutes.
10.Click Finish to exit the InstallShield Wizard.

11.Click Close to close the Add/Remove Programs window.

12.Remove any shortcuts to VMLite.exe from Start | Programs | Startup.

2.Install the New Software
The next step is to install the Voicemail Pro software. See Installing Voicemail Prol16) and then refer to the sections that
relate to the type of Voicemail Pro that you intend to install.

3.Move the Voicemail Lite Folders
Before users begin to use Voicemail Pro, copy the Voicemail Lite folders that contain voicemail messages and mailbox
greetings to Voicemail Pro.

4.Using Windows Explorer or My Computer, locate the folder C:\Program Files\Avaya\IP Office\Voicemail Server.
5.Copy all sub-folders and files in that folder.

6.Paste the sub-folders and files in the folder C:\Program Files\Avaya\IP Office\Voicemail Pro\VM. Replace any
existing folders.

7.Select the Mailbox Mode.
Voicemail Lite runs in IP Office mailbox mode. By default Voicemail Pro installs in Intuity mailbox mode. If required by
your users, you can set Voicemail Pro back to IP Office mailbox mode.

1. Start the Voicemail Pro Client.

2.Click the Preferences -rd icon and select General.
3.0n the General tab, change the Default Telephony Interface from Intuity to IP Office.
4.Click OK.

5.Click @ Save & Make Live.

The new version of Voicemail Pro has been installed. Test that the system is running by dialing *17 from any extension.
You should hear the mailbox announcement.
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3.4 UMS Web Services

Voicemail Pro Release 4.2 and later adds support for user mailboxes to be accessed using the additional methods listed
below. For Voicemail Pro Release 5.0 and later, this has been expanded to include hunt group mailboxes.

e IMAP E-mail Client Support
This method supports mailbox access using any e-mail client that supports IMAP, for example Outlook and Lotus
Notes. The Voicemail Pro server computer acts as the IMAP server.

* Web Voicemail Access
This method supports mailbox access using a web browser. Messages can be played back to an IP Office telephone
extension or through the computer if the browser is audio enabled. Web Voicemail requires the voicemail server to
also run IIS and PHP.

¢ UMS Exchange Configuration (Voicemail Pro Release 5.0 and later)
A user or group can be configured to have their voicemail messages forwarded to the inbox of an Exchange server
e-mail account. Telephone, including Visual Voice, mailbox access is redirected to that e-mail inbox as the store for
voicemail messages. Alternatively the user can access their voicemail messages using Outlook 2007 or any other
mechanisms supported by the Exchange server. Voicemail messages in an Exchange 2007 inbox are not visible to
UMS IMAP and UMS Web Voicemail, however Exchange 2007/2010 provides its own methods to use IMAP and web
browsing with Exchange mailboxes.

Use of these options requires the user to be licensed, either using an appropriate IP Office user profile license or the
legacy UMS Web Services license.

Feature Web IMAP |Exchange|Exchange|Exchange
Voicemail| Client 2003 2007 2010

Playback via computer. < < X < <
Playback via User Extension. o X ® [t ®
Save message Wav to computer. X < X < <
Forward messages to other o X X X X
voicemail mailbox.

Forward messages to other e-mail x < x < o
mailbox.

Undelete manually deleted o v X v o
messages.

Mark message as unread. < < X < <
Change voicemail password. o X X X X

Show Message Types Web IMAP |Exchange|Exchange|Exchange
Voicemail| Client 2003 2007 2010
- New (Unread). < < X < <
- Old (read). v v X v v
- Saved. v < x x x
- Priority. o v X v v
- Private. X2 x x < v
- Deleted. v . X . v

Exchange Unified Messaging supports the playback of messages through a range of options controlled and configured on
the exchange server.

1.Private messages are not indicated, however the web voicemail does not support the forwarding of private messages.
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3.4.1 IMAP Installation

Voicemail Pro Release 4.2 and later support mailbox synchronization with e-mail clients that can support IMAP (Internet
Message Access Protocol) accounts. Examples are Outlook, Outlook Express and Lotus Notes.

Once configured, the IMAP folder and the mailbox are synchronized whenever the IMAP folder is opened. The method of

indication of the different message types will depend on the e-mail client being used and is not controlled by the

Voicemail Pro.

& Inbox - Outlook Express
File Edit Wiew Tools

0H - 8¢ & ug
Folders
¥4 outlook Express
=3 Local Folders

& Inbox
¥ outbox

£ Sent Ttems
@ Deleted Ttems
5B} Drafts

= % Woicemail

51 Inbox

Message

iy

Help h
X | @ W -
Y @ From Subject Received ¢
0 TIErzod  Inkorrabvois-maiirorExnzot 2HEHE008-B0H
8 TiEdnzot  Interrabwoicemaifrom Extratt 2HOH 2008139
0 TIEdrent  InkerRabooleerraiFrorm ExbRaot SHAHE0083E5
! @ EYExnzol Inkernal woice mail From ExtnZ01 240112008 1339
0 SExtnzol Inkernal woice mail Fram Extnz01 24)01/2008 14:27
§ EAExtn201 Internal voice mail from Extn201  12/02,/2008 13:17
!0 EyExtnzol Inkernal woice mail Fram Extnz01 12)0212008 1320
8 TiEdnzot  Interrabwoicemaifrom Extratt $2022008- 1505
<

8 messageis), 5 unread

@ working Online

IS;J Mo new messages

The number of mailboxes that can be configured for IMAP and/or web access is controlled by licenses.
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Installing the Voicemail Pro IMAP Server

The IMAP server is installed as a part of the Voicemail Pro service installation. It uses the IP address of the Voicemail Pro
server computer and runs on the standard IMAP port 143. To prevent any conflicts with the Voicemail Pro IMAP server,
do not run any other IMAP server on the same computer.

Licensing IP Office for Web Services
UMS web services can be licensed in a number of ways by licenses added to the IP Office configuration:

N

W

5.
6.
7.

User Licensing
User licensing is done as follows.

e Users whose Profile is set to Teleworker User or Power User can be licensed using the Teleworker Profile
or Power User Profile licenses.

e User's whose Profile is set to Basic User can be licensed using the legacy UMS Web Services licenses.

Hunt Group Licensing
Hunt groups are licensed by UMS Web Services licenses.

. Start IP Office Manager.

.Receive the configuration from the IP Office associated with the Voicemail Pro server.

.In the = Licenses section, add the required licenses.

.Merge the configuration back to the IP Office and then receive the configuration again.

In the & Licenses section check that the License Status of the licenses is now shown as Valid.
Start the Voicemail Pro client
Select Help | About.

8.The screen should list the Web Services as Started and should show the number of UMS licenses.

Configure Users for UMS

1.
2.

3.
4.
5.
6.

Start IP Office Manager.

Receive the configuration from the IP Office system hosting the user.

Select % User and then select the required user.

Set their Profile to either Teleworker or Power User.

Select the Voicemail tab. Enable UMS Web Services. Click OK.
Merge the configuration back to the IP Office.

Configuring Hunt Groups for UMS
Access to hunt group mailboxes using UMS is supported for Voicemail Pro 5.0+.

1.
2.
3.
4.
5.
6.

Start IP Office Manager.

Receive the configuration from the IP Office system hosting the hunt group.
Select the hunt group.

Click on the Voicemail tab.

Enable UMS Web Services. Click OK.

Merge the configuration back to the IP Office.
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Configuring a User E-mail account

The exact method of configuration of an IMAP account depends on the IMAP client being used by the user. For example it
may be required to enable some field with dummy data in order for the e-mail client to accept the account even though
those settings are not used by the Voicemail Pro IMAP server.

The general details that are required are:

IMAP Account Setting|IP Office Value

Incoming Server Voicemail Pro server IP address or domain name
address.

Account Name User name or extension number.

Password User voicemail code.

Example: Outlook
1.Select Tools and then Options.
2.Select Mail Setup and then click E-mail Accounts.
3.Select Add a new e-mail account.
4.Select IMAP as the server type.
5

.In Server Information for Incoming mail server and Outgoing mail server enter the IP address or domain
name address of the Voicemail Pro server computer.

)]

.In Logon Information enter the user's extension number and voicemail code as the User Name and Password.
7.Click Next.

Example: Outlook Express
.Select Tools and then Accounts.
.Select Add and then Mail.

.Enter a descriptive name such as Voicemail and click Next.

1
2
3
4.Enter an e-mail address. This is not used but a value must be entered to move to the next screen. Click Next.
5.Set My incoming mail server is a to IMAP.

6.In the Incoming server field enter the IP address or domain name address of the Voicemail Pro server computer.
7

.Enter a value in the Outgoing mail server field. This is not used but a value must be entered to move to the next
screen. Click Next.

8.For Account Name enter the user's extension number or name in the IP Office configuration.
9.For Password enter the user's Voicemail Code.
10.Click Next and then Finish.
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3.4.2 Web Voicemail Installation

Voicemail Pro 4.2+ support web access to user mailboxes. Users are then able to play their messages, mark them as
saved or deleted, or forward messages to another mailbox. Playback is through an IP Office extension or through the
audio facilities of the computer.

>

Mark Gallagher (4311) AVAYA

Logoit  Craneje sedlings

Zinbox |- ¥ Trash \'l
State Eram Ig Becened on - Lengtn
(- Brad Trower (4337) Wark Gallagher 11 duly 2008 14:07 44 L LE
R .
From Teo MessEge
; Brad Trower (4337) Mark Gallagher 213
s Recened Lengh
11 July 2008 14:07:44 46s Ferns GPreviows Hoa Las
[ Forward, < Delote ol 5ave (- Mark as unresd

Web Voicemail Installation Requirements
The Web Voicemail component is selectable as part of a custom Voicemail Pro installation. Note the pre-requisites below
before doing the Web Voicemail installation.

e IIS Web Server
Must be installed on the voicemail server computer before the Voicemail Pro Web Voicemail component is installed.

e PHP
Web Voicemail uses PHP. If an existing PHP is not detected, the Voicemail Pro installation will install its own
PHP.

e Licenses
The use of Web Voicemail and the number of users who can be configured to access it are controlled by the UMS
Web Services license entered in the IP Office configuration.

UMS web services can be licensed in a number of ways by licenses added to the IP Office configuration:

e User Licensing
User licensing is done as follows.

e Users whose Profile is set to Teleworker User or Power User can be licensed using the Teleworker Profile
or Power User Profile licenses.

e User's whose Profile is set to Basic User can be licensed using the legacy UMS Web Services licenses.

e Hunt Group Licensing
Hunt groups are licensed by UMS Web Services licenses.

e Computer Name\URL
The computer name is used as part of its URL on the network. Set the name to something that appropriately
indicates its purpose and that can be used as part of the URL for the web server within the customer's domain.

¢ Remove IMS
Voicemail Pro UMS is not supported on systems that are using Voicemail Pro IMS. IMS must be removed before
UMS can be selected for installation.

User and Browser Requirements
For users to access Web Voicemail they require a web browser that meets the following requirements:

e Javascript Enabled Web Browser
Web Voicemail is tested against the following browsers. Other browser can also work if they support JavaScript and
CSS.

e Internet Explorer V8.0 or higher
e Mozilla Firefox V3.0 or higher.
e Opera V10.0 or higher.
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e Computer Playback
Using browser access, you can playback messages either via an IP Office extension or through the web browser.
Avaya test browser playback using the following Windows media players:

¢ Windows Media Player 10.
e Windows Media Player 11.
e Quick Time 7.4.

e VLC 0.8.

e User Name and Password
Once enabled for UMS Web Services in the IP Office configuration, to log on using Web Voicemail, the user will
need to know their Name and Voicemail Code as set in the IP Office configuration. Note that this is the Name
and not the Full Name.

I1IS Configuration Requirements for Windows Server 2003

If you are using the Windows 2003 Server operating system, Web Voicemail does not work if you do not enable the CGI
Web service extension in IIS Manager before the installation of Web Voicemail. If you install ASP.NET from a Web
download or as part of an application such as Visual Studio .NET, you also need to enable the ASP.NET Web service
extension in IIS Manager.

Proceed as follows to enable the Web service extensions:

1.Click Start | Administrative Tools | Internet Information Services (IIS) Manager.

2.1In the left pane, expand the server node and click Web Service Extensions in the tree.

3.1In the right pane, select the Web service extension that you want to enable, and then click Allow.

Note: If you use the Configure Your Server wizard or the Add or Remove Programs dialog box to install ASP.NET,
ASP.NET Web service extension is automatically enabled in IIS Manager.

Voicemail Pro Software Installation with Web Voicemail Component
The Web Voicemail component is installed as part of a Custom Voicemail Pro installation.

1. Verify that IIS is installed and running on the voicemail server computer. Check that it can be browsed from user
computers.

e While the server can be browsed by IP address, the URL used by users will be based on the server's computer
name within the customer domain. Check that web server can be browsed from user computers using the
server's computer name as part of the URL.

2.Insert the IP Office Applications DVD. Click on the link for Voicemail Pro and then double-click on setup.exe.
The Choose Setup Language window opens.

3.When asked for the type of Voicemail Pro install to perform, select Voicemail Pro (Full).
4.0n the next screen select Custom.

5.1In the list of components scroll down and select Web Voicemail. Do not change any of the other selections unless
you understand the requirements for those components.

6. Follow the remainder of the installation process and reboot the voicemail server when required.

Licensing IP Office for Web Services
UMS web services can be licensed in a number of ways by licenses added to the IP Office configuration:

e User Licensing
User licensing is done as follows.

e Users whose Profile is set to Teleworker User or Power User can be licensed using the Teleworker Profile
or Power User Profile licenses.

e User's whose Profile is set to Basic User can be licensed using the legacy UMS Web Services licenses.

¢ Hunt Group Licensing
Hunt groups are licensed by UMS Web Services licenses.

1. Start IP Office Manager.

2.Receive the configuration from the IP Office associated with the Voicemail Pro server.

3.In the & Licenses section, add the required licenses.

4.Merge the configuration back to the IP Office and then receive the configuration again.

5.1n the & Licenses section check that the License Status of the licenses is now shown as Valid.
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6.Start the Voicemail Pro client
7.Select Help | About.
8.The screen should list the Web Services as Started and should show the number of UMS licenses.

Configure Users for UMS
1. Start IP Office Manager.

2.Receive the configuration from the IP Office system hosting the user.

3.Select % User and then select the required user.

4.Set their Profile to either Teleworker or Power User.

5.Select the Voicemail tab. Enable UMS Web Services. Click OK.
6.Merge the configuration back to the IP Office.

Configuring Hunt Groups for UMS
Access to hunt group mailboxes using UMS is supported for Voicemail Pro 5.0+.

1. Start IP Office Manager.

2.Receive the configuration from the IP Office system hosting the hunt group.
3.Select the hunt group.

4.Click on the Voicemail tab.

5.Enable UMS Web Services. Click OK.

6.Merge the configuration back to the IP Office.

Enabling Web Voicemail

If the Exchange server and Voicemail Pro are installed on the same computer, the security settings of the Exchange
server override the Voicemail Pro settings. So, if you access Web Voicemail with default settings, you may receive an
error message "HTTP Error 403.4 - Forbidden".

Follow the below procedure to enable Web Voicemail:

1.Click Start | Administrative Tools | Internet Information Services (IIS) Manager.
2.In the Connections pane, expand the Sites node and click Default Web Site in the tree.
3.In Features View, double-click SSL Settings.

4.Clear the Require SSL check box.

5.Restart the IIS service.

Note: If the Exchange server and Voicemail Pro are not installed on the same computer, you do not need to enable Web
Voicemail explicitly.

UMS Web Voicemail and ContactStore
It is possible to run ContactStore and UMS Web Voicemail on the same server computer. However some additional steps
are required after the installation to enable browser access to both applications.

1.Install UMS Web Voicemail.

2.Install ContactStore.

3.Reboot the server.

4. Within services, stop the ContactStore service.

5.Using a web browser access a voicemail mailbox using UMS Web Voicemail.
6.Restart the ContactStore service.

7.Both application should now be accessible via web browser.
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Playback Control

UMS message playback through the web browser is tested and supported with Windows Media Player. It may work with

other audio playback controls also but it has not been tested.

The following methods can be used to check that the audio playback is associated with the Windows Media Player.

Firefox

1.Select Tools | Options | Applications or Tools | Options | Content | File Types | Manage.

d & = /B ¥

2.1In the search box enter x-mplayer2.
Options E|
Sl

Main Tabs Content  Applications  Privacy  Security  Advanced
Search: | w-mplaverz | Clear
Content Type Ackion o,

@ Windows Media Audio/Yideno playlisk (.

@ Use Windows Media Plaver (default)

[ [9] 9 ] [ Cancel

| [

3.Check that the Action is set to Use Windows Media Player or Use Windows Media Player plug-in Dynamic

Link Library.

Opera
1.Select Tools | Preferences.
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2.Select Downloads and use the search box to find x-mplayer2.

Browsing Q =-mpl - »! Hide file bypes opened with Opera

Search i

Mokifications ~MIME bype File extension(s) e, , .
applicationfx-mplayerz *

Delete

Conkent

Fonts

Dovanloads
Programs

History
Cookies

Security
Mkt

MIME type File extensions

*
Toolbars Ackion
Shortcuts
Woice

[ Show download dialog

[ Cpen with Cpera
[ Save bo disk
|| ©pen when transfer is complete
|| Donot ask Far Folder, but save directly to
Choose

[ Cpen with default application

|| Cpen with other application
Choose
|| Pass web address directly to application
(# Use plug-in

Windows Media Player Plug-in Dvynarmic Link Library

3.Check that the setting is set to Use plug-in and Windows Media Player Plug-In Dynamic Link Library.

Internet Explorer

1.Internet Explorer uses the application associated with the wav file type for Windows.

2.Select My Computer.
3.Select Tools | Folder Options.
4.Select File Types.
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5.Locate and select the WAV extension type.

Folder Options

General | Wiew | File Types | Offfine Files

Registered file wpes:

Extenzions  File Types 5
EEIWAE  Addess Book File
BN “Wave Sound
B W Windows Media Audio shartbcut
ig'ﬁjWBK Microsoft wWord Backup Document
@ WS Web Site Content Source
[E]wDP  windows Media Photo

[ YN I=] =R TY P A v

Hew ” Delete ]

Details for WA extension

Openg with; @ Windows Media Player

Files with extension "way" are of tppe “wave Sound’. To change
zettings that affect all "wWave Sound' files, click Advanced.

l oK ” Cancel ]

6.Check that the details show Windows Media Player as the selected application for this file type.
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3.4.3 UMS Exchange Configuration

A UMS user or group can be configured to have their voicemail messages forwarded to the inbox of an Exchange server
e-mail account. They can then access their voicemail messages using Outlook 2007/2010 and playback those messages
on their computer. Alternatively any other mechanisms supported by Exchange Server Unified Messaging can be used.
Access to the messages from an IP Office telephone is still supported, including Visual Voice.

Voicemail messages in an Exchange 2007 inbox are not visible to UMS IMAP and UMS Web Voicemail, however Exchange
2007/2010 provides its own methods to use IMAP and web browsing with Exchange mailboxes.

* Note
When using an Exchange server as the message store for a user's voicemail messages, the voicemail server will
deliver messages to the Exchange server on completion of the recording. However, the presentation to Outlook and
back to the voicemail server for message waiting indication (MWI) and access via telephone is delayed by Exchange
server processing. The delay is typically 1 or 2 minutes. The same delay also applies to changes in the message
status that affect message waiting indication.
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Favorite Folders * ¥ N N
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The following are the pre-requisites for UMS Exchange:
¢ Exchange Server
e The Exchange server must be configured with the Unified Messaging Server Role selected.
e A Dial Plan must be created on the Exchange server. This can be a blank dial plan but it must exist.
e Within the Exchange server settings for each mailbox, select Enable Unified Messaging.

(See Configuring Exchange Server 2007/42 for Exchange Server 2007 and Configuring Exchange Server 2010/4%
for Exchange Server 2010.)

¢ Voicemail Pro

o The Voicemail Pro server must be configured for MAPI based voicemail e-mail[58.

e The supported MAPI applications are Exchange server (2003, 2007, and 2010) and Microsoft Outlook (all
versions supported by the Exchange servers).

o IP Office
e The user or hunt group must be licensed and enabled for UMS Web Services.
e The user or hunt group's Voicemail E-mail mode must be set to Forward.
3.4.3.1 Configuring Exchange Server 2007
This is a simple overview of the minimum steps required. For full details refer to Microsoft documentation.

To support UMS Exchange Server 2007 operation, the Exchange Server must be configured to include the Unified
Messaging Server Role.

1.In the Windows Control Panel, select Program and Features.
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2.Select Microsoft Exchange Server 2007 and click Change.

=10l %]
‘@(}v JA( + Control Panel ~ Programs and Features | > K& [searcn @J
Fe Fdt View Toos Feb
Tasks

Uninstall or change a program
View installed updates
j m To uninstall a program, select it from the list and then dick "Uninstall”, "Change”, or "Repair”,
Get new programs online at
Windows Marketplace

- Organize » {55 Views ¥ Uninstall Change 2
Y Turn Windows features on or off = . @
MName = | -| publis{Change the installation of this program, H Size | -|
Install a program from the B 2dobe Flash Player 10 ActiveX Adobe Systems Incorporated 0506 /2002
network
b | £ Java({TM) & Update 12 Sun Microsystems, Inc, 21042009 97.0 MB
@ McAfee VirusScan Enterprise McAfee, Inc. 12/05/2009 22.2MB

i Microsoft .NET Framework 3.5 5P1
*' Microsoft Exchange Server 2007
e Microsoft Full Text Indexing Engine for Exchange
T3 Microsoft Office Ultimate 2007

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

09/06/2009

32.4ME

29012009
10022009

48.4MB
623 MB

3.The wizard for changing Exchange Server setup is started. Click Next.

E/g Exchange Server 2007 SP1 Setup

Exchange (Senrer Role Selection)
Maintenance Mods |

| Select the Exchange server roles you wart to install on this computer:

B Server Role Selection

52 Maibox Role — Description

- : The Unified Messaging Role provides
| =

M e Lk & W Cient Access Role connectivity between a comporate telephory
| Progress B system and Exchange Server. Clients can
= : =¥ Hub Transport Role access their mailboxes from a telephone and
I Completion - receive voice mails to their mailbo.

am ¥ Unffied Messaging Server Role ]

W[ Edge Transport Server Role

malT Active Clustered Mailbox Role

_:fb,] [T Passive Clustersd Maibox Rale

— Disk Space Allocation

Disk space required:

Maragement Tools
0.0 MB

Disk space available: 2017911 MB

Specify the path for the Exchange Server installation files:
IC:"L.Exchange

Specify the path for the Exchange Server installation:
IC:"L.Proglarn Files\Microsoft\Exchange Server

Mest =

Help |

4.In the Server Role Selection list check that Unified Messaging Server Role is one of the selected roles. Click
Next through the wizard, and then click Finish.

< Back | Cancel |
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Having enabled the Unified Messaging role on the Exchange Server, configure and enable the role for the mailboxes.
1.Select Start | Programs | Microsoft Exchange Server 2007 | Exchange Server Management Console.
2.Expand the Server Configuration list. The Unified Messaging role should be included in the list.

-ioix]

File —Action Wew Help
&=z HF
{€3] Microsoft Exchange Eg Unified Messaging 1 object JEET0E

|s23] Organization Configuratic

= e ] Unified Messagil -
(:EI j Server Configuration :) ? Create Filter o
= . e =
== Mailb 5 Export List...
g Marbox Name = | Role | Version .

Eﬁ) Client Access

WIN-ETMISCELAHS Hub Transpart, Client Acc...  Version 8.1 {Build 240.6}) View 4

Unified Messaging
=l 3_, Recipient Configuration

el
@ Mailbox ﬂ Help
3.Create a Unified Messaging dial plan.

Refresh

a. Expand the Organization Configuration and select Unified Messaging.

E Exchange Management Console L 1Ol =]
File  Acton View Help
&= |2 HiE
|£3 Microsoft Exchange BE unified Messaging 1 object [EEIIE
] |sis| Organization Configuration 5 .
— LgMa”box : UM Dial Plans | UM 1P Gateways | UM Maibox Policies | UM Auto Attendants | Unified Messaging ‘
L& Cient Access UM Dial Plan_ = | = Digits | Associated UM Servers_ | | i Mew UM Dial Plan... ]
% Hub Transpaort ==
" = Mew UM IP Gateway...
[: B Unified Messaging ) 'ﬁ‘
B § Server Configurafion A Mew UM Mailbox Polic. .
=1 p
Gy Mailbox
. 48 Mew UM Auto Attend...
=, Client Access j
;._'i=:=. Hub Transport |5 Exportlist...
Sl Unified Messaging :
E iu Recipient Configuration View
@ Mailbasx 6] Refresh

b.Select the UM Dial Plans tab and in the Actions list, select New UM Dial Plan.

c. The New UM Dial Plan wizard will be started.
™ New UM Dial Plan

._l

New UM Dial Plan

This wizard helps you create a LM dial plan for use by Microsoft Exchange Uniffied
Messaging. A dial plan is a grouping of unigue telephone extension numbers,

B New UM Dial Plan

Name:
[J Completion ol

| IP Office

Mumber of digits in extension numbers:
I5

LRI type:

ITeIephc-ne Extension *
ValP security:

IUnsecured j

@ After you create a new dial plan, the dial plan must be added to one or more LIV
servers before it will be used.

Help | < Back New Canceal |

d. Create a plan similar to the one shown above. The number of digits is not important but must be matched later

in the process. The simplest option is to set it to match the length of your IP Office extension number. Click
New, and then click Finish.

4.You now need to select the mailboxes that the Unified Server role is available on.

a. Expand the Recipient Configuration section, and select Mailbox.
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b. Right-click the configuration settings used for the general mailbox users, and select Enable Unified Messaging

File Action VWew Help

=101

&= |7 mHD

3 Microsoft Exchange

|s2a| Organization Configuratior
(E| 8 Sserver Configuration :l
By Mailbox
o, Client Access
Hub Transport
B Unified Messaging
Recipient Configuration
@ Mailbox ]
&2 Distribution Group

23] Mail Contact
3 Disconnected Maibox
=8 Toolbox

£E Mailbox - ioc.avaya.com 4 objects

“f Create Filter

Display Mame = I Alias I Recipient Type Details

&3 Administrator Administrator User Mailbox
#cor cer Lser Mailbox
3_2 UMSYmpro Umsympro User Mailbox

.. = Userapps Userapps

Dizable
Remove
Move Mailbox. ..

Enable Unified Messaging...

Manage Send As Permission.. .
Manage Full Access Permission...

Properties

Help

c. The wizard for the mailbox Unified Messaging settings is started.

Enable Unified Messaging

-

=

B Irtroduction

O BExtension
Corfiguration

O Enable Unified
Messaging

[ Completion

Help |

[IIP otfice Diefault Policy J

Intreduction

The selected mailbox will be enabled for Unified Messaging. Lpon completion, an e-mail
message will be sent to the mailbox notifying the user that they have been enabled for
Unified Messaging. The message will include the PIN and the number to dial to gain access
to their mailbo, By default, an extension number and PIN are automatically generated. You
can also manually specify an extension number and FIN.

Unified Messaging Mailbox Palicy:

Browse...

PIM Settings

¥ Atomatically generate PIN to access Outlook Voice Access
{~ Manualy specify PIN:

—

" Require userto reset PIN at first telephone logon

©3 Unified Messaging is a premium feature and requires an Exchange Enterprise Client
~ Access License (CAL) to enable it for the mailbox.

< Back | Mext > Cancel

Actions

Mailbox -
¥ Modify the Maximum ...
& Find...

5 New Maibox...

= ExportLlist...

View 3
|Gl Refresh
Userapps -
43 Disable

P‘ Remove

Help

B4 Move Maibox...

d.For the Unified Messaging Mailbox Policy, click Browse and select a previously created dial plan.

e. Select Automatically generate PIN to access Outlook Voice Access. Click Next.

Enable Unified Messaging

/S

B Introduction
0o

BExtension
Corfiguration

O Enable Unified
Messaging

[ Completion

Help |

Bdension Configuration

{© Automatically generated mailbox extension

[F Manually entered mailbox extension:

SIP Resource |dentifier

r {example:
e E 164 address of the user

7 A tomaticaly-generated SIP resource identifier:
% Manually ertered SIF or E.164 address:

< Back | Mext > Cancel

f. Select Manually entered mailbox extension. Enter a number that matches the number of digits that was
specified in the UM Dial Plan created earlier. The number entered does not need to match an IP Office
extension, only the length is important. Click Next.
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g.Select Enable, and then click Finish.
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3.4.3.2 Configuring Exchange Server 2010

This is a simple overview of the minimum steps required. For full details refer to Microsoft documentation.

To support UMS Exchange Server 2010 operation, the Exchange Server must be configured to include the Unified

Messaging Server Role.

1.In the Windows Control Panel, select Programs | Program and Features.

2.Select Microsoft Exchange Server 2010 and click Change.

i@l Programs and Features O] x|
9,\ )- j=4 ~ Control Panel = Programs = Programs and Features | > 23 | search Programs and Features @
Control Panel Home: Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstal, Change, or Repair.
By Turn Windows features on or off
Install a program From the network ’ b : = - @
Mame = | =| Publisher | =] instat... |=] sze | =] version |-
TEJIP Office Voicemad Pro MAPT fvaya 11/18/2011 1.95MB  5.0.5.20
L] Microsoft Exchange Server 2010 Microsoft Corporation 11/17}2011 14.1.218.15 )
5.3 Microsoft Outlook 2010 Microsoft Corporation 11/18f2011 14.0.4763. 1000
ijare Tools Widware, Inc. 11172011 17.9MB 7.5.5.7026
EVNC Fres Edition 4.1.3 RealViC Lkd. 11/18f2011 4.1.3

3.The wizard for changing Exchange Server setup is started. Click Next.

= Exchange Server 2010 Setup
&

py Exchange (Server Role Selection |

1 Edoe Transport Role

The Urdied Meszaging server rale provides
connectivity between a corporate telephony
system and the Exchange server. Clients can
access their malbokes from a telephone and
1eceive voice mail messages in their malbox.

Maintenance Mode Select the Exchangs server roles you want to mstall on this computer:
B Server Floke Selsction 23 ¥ Maibox Fole — Description
3 Flondness Chacks aF Chent Access Role
& Proges ¥ Hub Transport Role
3 Conglelion 52V Unified Messaging ok |

L33 = Management Tools —Disk Space
Disk space required: 1933.0 MB

Dick space available: 306846 MB

Specily the path for the Exchange Server mstallation files:

|D:4

Specify the path for the Exchange Server program files:

H&hl

| C:\Program Files\Microsoft\Exchange Servertv14 Brawee
[~ Automatically install Windows Server roles and features required for Exchange Serves

cgock |[He> | come

4.In the Server Role Selection list check that Unified Messaging Server Role is one of the selected roles. Click

Next through the wizard, and then click Finish.
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Having enabled the Unified Messaging role on the Exchange Server, configure and enable the role for the mailboxes.
1.Select Start | All Programs | Microsoft Exchange Server 2010 | Exchange Management Console.

2.Expand the Server Configuration list. The Unified Messaging role should be included in the list.
! Exchange Management Console [_[O] ]
Elle  Action VYiew Help

e« 2w
L) Micrasoft Exchange
Bl |23 Microsoft Exchange On-Premises (v
sia Organization Configuration
_:;a Mailiox
=2, Chent Access

Zo: Hub Transport
® %, Recipient Configuration

3.Create a Unified Messaging dial plan.

1 object

= Expart List...

S WIN-PFINHISFCF4 Hub Transport, Client Acc,.. Version 14.1 (Buld 218.15)  Enabled fiew 4

G Refresh

Help

a. Expand the Organization Configuration, and select Unified Messaging.
! Exchange Management Console [_[O] .
Ele Action Vew e

&9 |2mHE

) Microsoft i:ﬂ"aﬂie . BE unified Messaging 0 objects rfﬂﬂ"’
= Microsoft Exchangs On-Premises (v " — fed
] |sbs Ovganization Configuration UM 1P Gateways | LM Maibox Policies | UM Auto Attendants |
o P

T New UM IP Gateway...

Name = | # Digiks | Associsted UM Servers | Associsted Lt

) Mew UM Maibox Palicy...
There are no kems to show in this view.

%
f Mew UM Auto Attendant. ..
i z Recipient Configuration &
=8 Toolbox |5 ExportList...
‘iew 4
0, Refresh

b.Select the UM Dial Plans tab and in the Actions list, select New UM Dial Plan.

C. :I'he New UM Dial Plan wizard will be started.

r— . New UM Dial Plan

O Introduction In.trm.:luctmn ; . 5
Thiz wizard helps you create a LM dial plan for use by Microsaft Exchange Unified
J Set UM Servers Messaging. & dial plan is a grouping of unique telephone extension numbers.
J Mesw LM Dial Plan Hame:
: IP Dffice
' Completion I

Mumber of digitz in extengion numbers;

LBl type:

ITeIephone Extenszion A
WalP security:

IUnsecured ﬂ

Countre/Region code;

i

Help | < Back | Heut > I Cancel

d.Create a plan similar to the one shown above. The number of digits is not important but must be matched later
in the process. The simplest option is to set it to match the length of your IP Office extension number. Click
Next.

e.On the Set UM Servers screen, click Add to select the UM server that you want to add to the UM dial plan.
Click Next.
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f. Click New, and then click Finish.
4.You now need to select the mailboxes that the Unified Server role is available on.

a. Expand the Recipient Configuration section, and select Mailbox.

b. Right-click the configuration settings used for general mailbox users, and select Enable Unified Messaging.

B exchange Management Console

File Action View Help

] E3

&= | %m dm
() Microsoft Exchange “F Mailbox - Entire Forest S | Actions
=1 123 Microsoft Exchange On-Premises (v [ ) Mailbo
[ [o%2 Ovganization Configuration § Create Fiter
& F Server Corfiguration - - — L, Modify the Maximum Number of Recipiert. ..
7 &, Redpent Configuration | (icpley Name = [ alas [on Uit T :
25 Mabox 4 Admiristrator Adiistr ator vmproitt10.bocaljUsers User Maibox | <& Find...
X Dtribatien Grous reaDiscovery Search Mallbox  DiscoverySearchMailboxd...  vmproitti0 localfUsers Discovery Malk &5 New Mailbox. ..
- Mai Contact = TR T T _
& Disconnected Maibox Emblemrm = Export List...
e Move Reguest D20k View »
i3 Toolbox Remove
New Local Mave Request... EH vep
New Remote Move Request...
Iserapps -
Manage Send As Permission... - N
Manage Ful Access Permission. .. Lg Enable Archive...
LY Disabls
Send Mail
75 Remove
Properties
[[§ Enable Unified Messaging. ..
Help .
ud  MNew Local Move Request...
c. The wizard for the mailbox Unified Messaging settings is started.
-
/ —~— _ _
=~ 4 Enable Unified Messaging
_______!0|
[ Introduction Introduction : ; i ; ; :
The zelected mailbox will be enabled for Unified Meszaging. pon completion, an e-mail
E xtenzion message will be zent to the mailbox natifying the wzer that they have been enabled far
= Canfiguration Unified Messaging. The message will include the FIN and the number to dial to gain access
to their mailbox. By default, an extension number and PIM are autonatically generated. 'ou
Enahle Unified can alzo manually specify an extension number and PIN,
= Messaqging - : . :
Unified Meszaging Mailbox Policy:
[ enpstion [IF Dffce Defaul Palcy
| PIM Settings
{* Automatically generate PIN to access Outlook Voice Access
= Manually specify PIN: I
[ Require user to reset PIM at first telephone logan
- Unified Meszaging is a premium feature and requires an Exchange Enterprize Clhent
Access Licenze (CAL) to enable it for the mailbox,
Help | < Back | | Cancel
d.For the Unified Messaging Mailbox Policy, click Browse and select a previously created dial plan.
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e. Select Automatically generate PIN to access Outlook Voice Access. Click Next.

/ ‘.—ﬂ Enable Unified Messaging
<0

B Intoduction Extension Configuration

 Automatically-generated maibox extension

O Extenzion
Configuration (ﬁ“ Manually-entered mailbox extension; ) ' 555571
Enable Unified SIP Resource |dentifisr
= Meszaging

: This refers to a SIP address of a UM-enabled user when a SIP LRI dial plan is used. For
- Completion example, tonyzmith@contozo. com. When an E. 164 dial plan iz uzed, thiz would refer ta the
E. 164 address of the uzer. For example, +142068057234,

 Automatically-generated SIP resource identifier:

| & Manually-entered SIP resounce identifier:

Help | < Back | Mest = I Cancel

f. Select Manually entered mailbox extension. Enter a number that matches the number of digits that was
specified in the UM Dial Plan created earlier. The actual number entered does not need to match an IP Office
extension, only the length is important. Click Next.

g.Select Enable, and then click Finish.
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3.4.3.3 Configuring Registry Settings
By default, UMS Exchange supports only up to 166 users. In order to support more number of users, proceed as follows:

1.0n the computer hosting the Exchange server, open Registry Editor.

2.Under HKEY_LOCAL_MACHINE/SYSTEM/CurrentControlSet/Services/MSExchangelS/ParametersSystem, add a new key
MaxObjsPerMapiSession.

3.Under the new key, create a new DWORD Value objtMessageView, and set the value to thrice the number of required
users. For example, to support 500 users, set the value to 1500.

4.Restart the Microsoft Exchange Information Store service.

3.4.3.4 Assigning Permission to Users for MAPI

Use the steps in this section to assign permissions to user accounts to run the MAPI service. To assign permissions,
complete the following procedures:

1.Assign Send As permissions/51.

2.Assign additional permissions/st.

Assigning additional permissions
Procedures for assigning permissions are different for the different versions of Exchange Server. Select the procedure
that applies to your environment.

o Assigning permissions on Exchange 2003/52)

e Assigning permissions on Exchange 2007/531

o Assigning permissions on Exchange 2010/54)

3.4.3.4.1 Assigning Send As Permissions
To assign security permissions to the user under whose account MAPI service is to be executed:

1. Log on to the Active Directory server using an account that has Domain Administrator privileges.
Click Start | Administrative Tools | Active Directory Users and Computers.

From the View drop-down menu, select Advanced Features.

H NN

In the left pane of the Active Directory Users and Computers dialog box, right-click the domain and select
Properties.

In the Properties dialog box, select the Security tab.

Click Advanced.

In the Advanced Security Settings dialog box, click Add.

In the Select Users, Computers, Service Account, or Group dialog box, add the user’s account.
Click OK.

10. In the Apply to field, select Descendant User objects.

v ® N OO

11. In the Permissions box, select Send As permissions.

12. Click OK to close the Permission Entry dialog box.

13. Click OK to close the Advanced Security Settings dialog box.
14. Click OK to close the Properties dialog box.

The system periodically applies a security descriptor to the following groups, which results in the Send As permissions
being removed from these groups.

e Administrators
¢ Domain Administrators
To prevent the Send As permissions from being removed:

1. Click Start > Run, type cmd, and click OK.
Note: You must be a member of the domain administrator group.

2. In the command window, enter the following:
dsacls "‘cn=adminsdholder,cn=system,dc=<xxx>,dc=<yyy>" /G '"\<MM Security Group>:CA;Send As"
where,
e dc=<xxx>,dc=<yyy> is the customer’s fully qualified domain name (for example, dc=Avaya,dc=com).
e <MAPI> is the name of the service permissions group.

It will take at least an hour for the security permissions to replicate to the user’s account.
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3.4.3.4.2 Assigning Permissions on Exchange 2003
If the user is on Exchange 2003 server, proceed as follows:

1. Modify the advanced security settings for Mailbox Store.

2. Edit the registry to display the Security tab.
Note: To edit the registry, you must be a member of the domain administrator group.

3.Add the additional permissions to the user account.

Modifying Advanced Security Settings for Mailbox Store
Log on to the Active Directory server using an account that has privileges to edit permissions (such as administrator).
Click Start | All Programs | Microsoft Exchange | System Manager.
In the left pane of the Exchange System Manager window, expand the Servers node in the tree.

1.
2.
3.
4.Expand the server node in the list, and then expand the First Storage Group node.
5.Right-click Mailbox Store and select Properties.

6.In the Security tab of the Properties dialog box, click Advanced.

7.

Under the Permissions tab of the Advanced Security Settings window, change all the Permission Entries to
Allow.

8.Restart the computer.

Editing the registry

If you are using Exchange System Manager or Active Directory Sites and Services, the Security tab for the Exchange
organization container and a few sub-containers are not visible. To enable the Security tab at all levels within the
Microsoft Exchange container, you can update the registry.

1. Log on as the Microsoft Exchange administrator.

2. Click Start > Run.

3. In the Run dialog box, in the Open field, type regedit.
4. Press Enter.

5. In the Registry Editor dialog box, locate the following key:
“HKEY_CURRENT_USER\Software\Microsoft\Exchange\ExAdmin”

6. Right-click ExAdmin and select New > DWORD Value.

7. Enter the following value name: ShowSecurityPage.

8. Double-click the ShowSecurityPage value.

9. In the Edit DWORD Value dialog box, set the Value data to 1.
10. Click OK.

Adding permissions on Exchange 2003

Proceed as follows to add the additional permissions to the user’s account:

1.Log on to the Active Directory server using an account that has privileges to assign permissions to accounts (such as
administrator).

.Click Start | Administrative Tools | Active Directory Sites and Services.
.In the left pane, select Active Directory Sites and Services.

.From the View drop-down menu, select Show Services Node.

gua A W N

.In the left pane, expand Services, expand Microsoft Exchange, and then locate the appropriate Exchange
Organization object that MAPI will connect to.

)]

.Right-click and select Properties.

7.1In the Properties dialog box, click the Security tab.
Note: This tab is visible only if you have edited the registry (see Editing the registry[52Y).

8.Click Add.
9.1In the Select Users, Computers, Service Accounts, or Groups dialog box, add the user’s account.
10.Click OK.

11.Under Permissions, select the permissions that you want to assign to the user's account.
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Read

Execute

Read permissions

Create children

List contents

Read properties

Write properties

Administer information store
Create named properties in the information store
View information store status
Receive As

Send As

12.Click Apply.
13.Click OK.

14.Close the Active Directory Sites and Services dialog box.

15.Wait for the directory cache to expire.

3.4.3.4.3 Assigning Permissions on Exchange 2007
If user account is on Exchange 2007 server, proceed as follows to assign additional permissions to the user account:

1. Verify that the user to be added is a member of the Exchange recipient Administrator group.

2. Log on to the Active Directory server using an account that has privileges to assign permissions to accounts (such as
administrator).

. Click Start | Administrative Tools | Active Directory Sites and Services.

3

4. In the left pane, select Active Directory Sites and Services.
5. From the View pull-down menu, select Show Services Node.
6

. In the left pane, expand Services, expand Microsoft Exchange, and then locate the appropriate Exchange
Organization.

0 N

. Right-click it and select Properties.

. In the Properties window, click the Security tab.

The Security tab may not be visible in an environment with both Exchange 2003 and Exchange 2007 mail servers. To
enable the Security tab, see Editing the registry[52\.

9. Click Add.
10. In the Select Users, Computers, Service Accounts, or Groups window, add the user’s account.
11. Click OK.

12. Under Permissions for the group, select Read and click Apply.

13. Click Advanced.

14. In the Advanced Security Settings window, on the Permissions tab, select the check box at the bottom of the
window. This will apply the permissions inherited from the parent to this object and its child objects.

15. Click Add and add the user’s account.
16. Click OK.
17. In the Apply to field, select This object and all descendant objects.

18. Verify that the following box is not selected: Apply these permissions to objects and/or containers within
this container only.

19. In the Permissions field, select the required permissions.

e List contents

e Read all properties

e Write all properties

e Read permissions

e Create all child objects

e Administer information store

e Create named properties in the information store

e Receive As
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e Send As
e View information store status

For a mixed environment of Exchange 2003 and Exchange 2007 mail servers, also select the following permissions, which
are only displayed for Exchange 2007 in the mixed environment:

e Read
o Execute
20. Click OK.

3.4.3.4.4 Assigning Permissions on Exchange 2010
If user account is on Exchange 2010 server, proceed as follows to assign additional permissions to the user account:

1. Verify that the user to be added is a member of the Exchange recipient Administrator group.

2. Log on to the Active Directory server using an account that has privileges to assign permissions to accounts (such as
administrator).

3. Click Start | Administrative Tools | Active Directory Sites and Services.
4. In the left pane, select Active Directory Sites and Services.
5. From the View pull-down menu, select Show Services Node.

6. In the left pane, expand Services, expand Microsoft Exchange, right-click the appropriate Exchange Organization,
and select Properties.

7. In the Properties window, click the Security tab.
The Security tab may not be visible in an environment with both Exchange 2003 and Exchange 2010 mail servers. To
enable the Security tab, see Editing the registry[52\.

8. Click Add.

9. In the Select Users, Computers, Service Accounts, or Groups window, add the user’s account.
10. Click OK.

11. Under Permissions for the group, select Read and click Apply.

12. Click Advanced.

13. In the Advanced Security Settings window, on the Permissions tab, select the check box at the bottom of the
window. This will apply the permissions inherited from the parent to this object and its child objects.

14. Click Add and add the user’s account.
15. Click OK.
16. In the Apply to field, select This object and all descendant objects.

17. Verify that the following box is not selected: Apply these permissions to objects and/or containers within this
container only.

18. In the Permissions field, select the required permissions.
e List contents
e Read all properties
e Write all properties
e Read permissions
e Create all child objects
e Administer information store
e Create named properties in the information store
e Receive As
e Send As
e View information store status

For a mixed environment of Exchange 2003 and Exchange 2010 mail servers, also select the following permissions, which
are only displayed for Exchange 2010 in the mixed environment:

¢ Read
o Execute
19. Click OK.

3.5 Voicemail Email

Voicemail E-mail features of the voicemail server provide a number of e-mail functions:
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o Forward a Message to E-mail
If the voicemail server is set to IP Office mailbox mode, mailbox users are able to manually forward an voicemail
message to their e-mail.

¢ Automatic New Voicemail Messages
For all mailbox modes, users can use voicemail e-mail to automatically have a message sent to their e-mail
whenever they receive a new voicemail message. The e-mail can be a simple alert or it can include a copy of the
voicemail as an attachment.

¢ eMail Action
With customized call flows, an eMail action can be used to send a caller's recorded voicemail message to a
specified e-mail address.

¢ UMS Exchange
In conjunction with Exchange server and Microsoft Outlook, users are able to use their Outlook inbox as their
mailbox for voicemail messages. If the Exchange server is 2007/2010 and the mailbox is configured for Unified
Messaging, the users will also have the ability to play the message within Outlook, if using Microsoft Outlook
2007/2010.

Voicemail E-mail features require the voicemail server to be configured for access to either an SMTP e-mail server or to a
MAPI e-mail server via a MAPI enabled e-mail client program on the voicemail server computer.

e SMTP Installation/s6)
This is an e-mail standard supported by most e-mail servers. It is the default e-mail mode for the voicemail
server.

¢ MAPI Installation
MAPI requires a MAPI compliant e-mail client program to be installed on the Voicemail Pro server. Supported MAPI
clients are Outlook 2000, 2002, 2003, 2007. It also requires the Voicemail Pro service to be run using a user
account that is able to send e-mails via that MAPI client.

e The exact method of integration between the voicemail server and the MAPI e-mail client depends on whether
the voicemail server is part of a work group or a domain. This guide contains examples for both approaches.

e The MAPI process described in this guide is based on Microsoft Windows 2000 Professional with Microsoft
Outlook 2000 and Microsoft Outlook Express 5.5. Steps may differ depending on the version of Windows and e-
mail client used.

Note:

1. Starting with Exchange Server 2007, the MAPI is not shipped with the Exchange server but can be installed
separately. For details, see http://support.microsoft.com/kb/945835.

2. Microsoft does not support installing Exchange Server components and Microsoft Outlook on the same
computer. For details, see http://support.microsoft.com/kb/266418.
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3.5.1 SMTP Setup

To configure the server SMTP e-mail settings:
1. Start the Voicemail Pro Client.

2.Click ) Preferences and select General.
3.Click the Email tab.
4. Verify that there are no settings on the MAPI sub tab.

5.Enter the SMTP settings on the SMTP Sender |l sub tab. These are the settings that the voicemail server uses for

sending SMTP e-mails.

System Preferences

General | Directories  Email lHnusekeepingI SNMP Alarm | Outcalling | Backup & Rastnre]

MAPI [SMTP Sender | SMTP Recsiver |

X

g ™ X T Logging 4 ¥
Domain | Senver | Part Nu| Identifier
wymprol.example.com  wnprol example.com 25 vmproi@vmpro . example.com
smitp, example. com smip.example.com 25
wahoo. com smip yahoo.com 25
< | |
| OK I Cancel Help
¢ Logging
If selected, SMTP logging[is5 by the server is enabled.
e Servers
This section is used to enter details of the SMTP server or servers to which the voicemail server sends its
messages.
SMTP Sender Configuration il
T SMTP Server
Mail Domain: |vmp ral example.com
Mail Server: |\-mp rol.example.com
Port Number: 25
Sender. pumipra@wmprol_example comm|

I Server requires authentication

Account Namea |

Password |

I Uze Ghellenge Pesponse Authentication (CRAM-MDE)

oe ]

Cancal | Help
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To add a server, click on the 4k, icon. To edit the server, click on the #5 icon. To delete a server entry, click on ¥.

¢ Mail Domain
This field is used differently depending on whether it is the first entry in the list or not:

o For the first server entry in the list:
This is the default outgoing e-mail settings. It also sets the mail destination domain on which the voicemail
server filters incoming messages (see below) and so is repeated on the SMTP Receiver/0h tab.

¢ Messaging Between Voicemail Servers
For messaging between voicemail servers, the first entry in the SMTP Sender list must be the one
configured and used. Each server uses the SMTP server service on the same server computer as the
voicemail service. For example a Windows based servers uses the SMTP e-mail provided by the IIS on the
same server. The voicemail service also uses the domain set to filter incoming SMTP mails received by the
SMTP server. For this to work, the domain entered should be the fully qualified name of the server on which
the voicemail server is running, for example vmprol.example.com. Any incoming messages where the
recipient mail domain is not exactly the same as the specified domain are ignored. The recipient can either
by vmsyncmaster, vmsyncslave or the name or extension of a mailbox on the Voicemail Pro server, for
example Extn201@vmprocentral.example.com or 201 @vmprocentral.example.com.

¢ For subsequent entries:
The domain specifies that these settings should be used for e-mails sent to the matching domain. The entry
must be a fully qualified name resolvable by DNS or an IP address.

e Server
This specifies the IP address or fully qualified domain name of the SMTP server to which messages are sent.

o For the first server entry in the list:
Where messaging between voicemail servers is being used (central, backup and or distributed servers), the first
entry is used and will match the domain set above.

e For subsequent entries:
It will be the address of the e-mail server that will handle e-mails for recipients other than another voicemail
server on the network.

e Port Number
This is port to which messages are sent, usually 25.

e Sender (Identifier)
Note that some servers will only accept e-mails from a specific sender or sender domain. If left blank, the voicemail
server will insert a sender using either the e-mail address set for the voicemail mailbox user if set or otherwise
using the best matching name it can resolve from the IP Office.

e Server Requires Authentication
This check box indicates whether the connection to send SMTP messages to the mail server requires authentication
with that server. The authentication will typically be to the name and password of a mailbox account configured on
that server.

¢ Account Name
Sets the name to use for authentication.

+ Password
Set the password to use for authentication.

¢ User Challenge Response Authentication (Cram MD5)
If this check box is selected, the name and password are sent using Cram MD5.

6.Click OK.

7.Click @ Save and Make Live.
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3.5.2 MAPI Setup
3.5.2.1 Domain Member

Before you start to install the Voicemail Pro software, you must:
1. Create a Voicemail Domain Account/s8.
2. Configure Outlook for Internet Maill641.

You are then ready to install Voicemail Pro for MAPI Voicemail E-mail as a Domain Member. This involves the following
key stages:

1. Install the Voicemail Pro Software[65\.
2. Switch Voicemail Pro to MAPI[60),

3.5.2.1.1 Creating a Voicemail Domain Account

1. Make sure that the computer that is running the Voicemail server is a member of the domain. To join the domain
you will need access to a log account with administrative permissions on the domain as well as the server computer,
consult the domain administrator.

2. On the Exchange server:
e Create an account called Voicemail on the domain and an associated mailbox.
e Provide a secure password.
e Check the User Cannot Change Password and Password Never Expires boxes.
3. Log on to the voicemail server computer using a domain administrator account.
4. Click Start | Administrative Tools | Computer Management.
5. In the left pane, expand Local Users and Groups, and click Groups.
6. Double-click Administrators, and click Add.
7. Click Locations and select the domain name in the list.
8. In the Enter the object names to select field, type Voicemail and click Check Names.
9. Select Voicemail in the list and click OK followed by OK.
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3.5.2.1.2 Configuring Outlook for VoiceMail Email

To configure Outlook on your system, perform the following steps:
1. On the desktop, right-click the Outlook icon and select Properties.
2. On the General tab, select Add.

a. Select Microsoft Exchange Server.

b. Click Next.

c. In the Server field, enter the name of the Exchange server.

d. In the Mailbox field, enter Voicemail.

e. Click Next.

f. When you are asked if you travel with this computer, select No.

g. Click Next.

h. Click Finish.

Highlight the MS Exchange Settings and click Properties.

a. Highlight Microsoft Exchange Server and click Properties.

b. Click Check name.

c. If the name is resolved, select Apply.

d. Click OK, OK, and Close to shut the mail settings.

4. Do not continue until the name has been resolved correctly with the Exchange server. If the name is not resolved,
check the account details with the Exchange Administrator.

5. Open Outlook and select Yes to register Outlook as the default e-mail application.
a. Select Tools > Options.
b. Click the Preferences tab.
c. Click E-mail Options.
d. Uncheck Save copies of messages in Sent Items folder.

¢ You might want this option selected during initial setup to aid troubleshooting. However due to the size of wav
file message attachments you should uncheck it after installation testing is completed.

6. Log on to the computer running the Voicemail Pro Server using the voicemail account.
7. From Outlook, send a message direct to an extension user.

8. If this message is received correctly, you can continue installing the Voicemail Pro software. See Installing the
Voicemail Pro Software[6s.
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3.5.2.1.3 Installing the VoiceMail Pro Software

To install Voicemail Pro software, perform the following steps:

Log off and log on using the Voicemail account and password.
Install the required Voicemail Pro software.

Ladi A

. When the system prompts for a User Name and Password for the Voicemail Pro service, enter the Voicemail account
details.

4. Restart the server and log on using the Voicemail account.
5. When SMTP e-mail details are requested, enter no values and ignore the error message following the SMTP check.
6. Start the Voicemail Pro Service[28\,

7. Check that the basic voicemail services start and operate correctly.
3.5.2.1.4 Adding Port to Windows Firewall

Voicemail Pro installed on Linux uses MAPI service as a proxy to the Microsoft Exchange server. Voicemail Pro will send
commands to the MAPI service, which in turn will send the corresponding MAPI commands to the Exchange server. The
responses from the Exchange server will be relayed back to the Voicemail Pro server via the MAPI service.

For the client servers to communicate with the Voicemail Pro server, add the port that the MAPI service uses to the
Windows Firewall.

1.0pen the Windows Control Panel.

2.0pen System and Security | Windows Firewall.
3.Click Advanced settings.

4.Click Inbound Rules in the left pane.

5.Click New Rule in the right pane.
The New Inbound Rule Wizard opens up.

6.Select Port and click Next.

7.Select TCP and enter the port number that the MAPI service uses in the Specific local ports field.
8.Click Next.

9.Select Allow the connection and click Next.

10.Check the Domain, Private, and Public check boxes.

11.Click Next.

12.Enter a name for the rule and click Finish.

13.Click Outbound Rules in the left pane and repeat step 5631 to step 1266,

3.5.2.1.5 Switching VoiceMail Pro to MAPI

By default, the Voicemail Pro server is configured for SMTP e-mail mode. However, if MAPI settings are entered it will
switch to MAPI mode. Some options are not available if you are working offline. You must be working online to use this
feature.

To select the server e-mail mode

1. Start the Voicemail Pro client.

2.Click < Preferences and select General.
3.Click the Email tab.

4.Select the MAPI sub tab. Set the settings to match a MAPI account already configured and able to send e-mails from
the MAPI client on the voicemail server.

a. Select the Enable MAPI check box to switch the voicemail server to use MAPI for its e-mail options rather than
SMTP.
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b.Choose the MAPI e-mail account listed in Profile. The voicemail server uses this MAPI e-mail account to provide
visibility to the e-mail account mailboxes for which the voicemail server requires access. The profile must exist
within the MAPI e-mail client on the server computer and must be useable by the Windows account under which the

Voicemail Pro service is running.
System Preferences i i]

General| Directories Email | Housekeeping | SNMP Alarm | Outcalling | Beckup & Restore |

¥ Enable MAF!
[ Details
Profiles: | MS Exchange Settings El

| 0K I Canceal Help

5.Click OK.

6.Click ﬁ Save and Make Live.
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3.5.2.2 Work Group Member

Before you start to install the Voicemail Pro software, you must:
1. Create a Voicemail User Account[62),

2. Configure Outlook Express for Internet Mail[631.
3. Configure Outlook for Voicemail E-mail[591.
4. Configure Outlook for Exchange Server[6s.

The user name and password created are requested as part of the installation of the Voicemail Pro service. The Microsoft
Outlook software must be installed on your computer before you can configure it.

You are then ready to install the Voicemail Pro software. See Installing the Voicemail Pro Software/6s\.

By default, Voicemail Pro is set to use SMTP for e-mails. Set Voicemail Pro to use MAPI. See Switching Voicemail Pro to
MAPI[63),

You also need to set the SMTP E-mail Account settings on the Voicemail Pro so that they match those of the customer's
e-mail server. See Changing SMTP E-mail Account Settings/67\.

3.5.2.2.1 Installing VoiceMail Pro for MAPI VoiceMail Email as a Work Group Member

Before you start to install the Voicemail Pro software, you must:
1. Create a voicemail user account. See Creating a Voicemail User Account[62),
2. Configure Outlook Express for Internet Mail. See Configuring Outlook Express for Internet Mail[63).
3. Configure Outlook for Internet mail. See Configuring Outlook for Voicemail E-mail[59).
4. Configure Outlook for Exchange server. See Configuring Outlook for Exchange Server[63,

The user name and password created are requested as part of the installation of the Voicemail Pro service. The Microsoft
Outlook software must be installed on your computer before you can configure it.

You are then ready to install the Voicemail Pro software. See Installing the Voicemail Pro Software/6s\.

By default, Voicemail Pro is set to use SMTP for e-mails. Set Voicemail Pro to use MAPI. See , Switching Voicemail Pro to
MAPI[63),

You also need to set the SMTP E-mail Account settings on the Voicemail Pro so that they match those of the customer's
e-mail server. See Changing SMTP E-mail Account Settings[67.

3.5.2.2.2 Creating a Voicemail User Account

To create a Voicemail User Account
For this example the name of the created user account is Voicemail.

1. Log on to the server computer using an administrator account.
2. Open the Windows Control Panel.
3. Click User Accounts | Add or remove user accounts.
4. Click Create a new account.
5. Enter Voicemail as the new account name and select Administrator as the account type.
6. Click Create Account.
The new account Voicemail is created and added to the list of user accounts.
7. Click Voicemail and create a secure password for the account.

8. Continue with one of the following as appropriate to the installed MAPI client and method for sending e-mail.
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3.5.2.2.3 Configuring Outlook Express for Internet Mail

To configure Outlook Express for Internet Mail

1. Click the Outlook Express icon to start the Configuration wizard.
2. In the Display name box enter Voicemail.
3. Click Next.
4. Select I already have an e-mail address that I'd like to use and enter the address in E-mail address, eg.
voicemail@example.com. Click Next.
5. Enter the name or address of the Incoming mail server and the Outgoing mail server.
Note: If you enter the name, configure the IP address of the DNS Server in the voicemail computer.
6. Click Next.
7. Enter the e-mail account name and password, for example Voicemail. Select Remember password.
8. Click Next.
9. Click Finish to complete the wizard.
10.0pen Outlook Express and select Tools > Options.
11.Click the General tab.
¢ Uncheck Send and Receive messages at Start up.
e Uncheck Check for new messages every.
12.Select the Send tab.
e Uncheck Save copy of sent messages in the 'Sent Items' folder.
e Check Send messages immediately.
e Under Mail Sending Format select Plain Text.
13.Click OK.
14.Log on to the server computer using the account that will be used for the Voicemail Pro server.
15.From Outlook or Outlook Express, send a message direct to an extension user.
16.If this message is received correctly, continue with installing the Voicemail Pro software.
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3.5.2.2.4 Configuring Outlook for Internet Mail

For the installation of Outlook to work correctly, the following setup process must be followed. Outlook can be configured
in two ways. Using the Wizard, prior to completing the steps below will cause Outlook not to send the messages
correctly.

To configure Outlook for Internet Mail:
1. Right-click the Outlook icon on the desktop and select Properties.
Select Add.
Select Internet E-mail and click OK.
For the Mail Account, enter Voicemail.

For User Information enter Voicemail as the Name and for the E-mail address enter your address, for example.
voicemail@example.com.

Select the Servers tab. Enter the name or IP address of the Outgoing mail server and Incoming mail server.

7. The Incoming Mail Server details can be left blank as Outlook does not need to check for mail. Otherwise, enter
the account name and password for example, Voicemail. Select Remember password.

8. Select the Connection tab. Select Connect using my local area network (LAN). Click Next.
9. Click OK.

10.Click Next.

11.Accept the default path for file creation.

12.Select Next, then Finish and then Close.

13.0pen Outlook.

14.0n the E-mail Service Option Screen, select Internet Only.
15.Click Next.

16.Select Yes to register Outlook as the default e-mail application.
17.Select Tools > Options.

18.Click the Preferences tab.

19.Click E-mail Options.

20.Uncheck Save copies of messages in Sent Items folder.

e You might want this option selected during initial setup and troubleshooting. Due to the size of wav file
message attachments it is advisable to uncheck it after installation is complete.

21.Log on to the server computer using the account that will be used for the Voicemail Pro server.
22.From Outlook or Outlook Express, send a message direct to an extension user.
23.1If this message is received correctly, continue with installing the Voicemail Pro software.

ukwnN

o
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3.5.2.2.5 Configuring Outlook for Exchange Server

This option can be selected if Outlook is to be configured to connect to the Exchange server, using a valid user name and
password, while the Voicemail computer remains a member of a work group.

To configure Outlook for Exchange Server:

1. Create a new mailbox on the Exchange server, for example Voicemail, and assign it the same password as has
been configured on the voicemail computer.

Clear User must Change password at Next Logon and select Password Never Expires.
On the voicemail computer, logon with the Voicemail account.

Right-click the Outlook icon on the desktop and select Properties.

Select Add.

Highlight Microsoft Exchange Server and click OK.

Type in the Exchange server name and enter Voicemail in the Mailbox field.

Highlight the MS Exchange Settings, Click Properties.

Ve NGO A WLDN

Highlight Microsoft Exchange Server. Click Properties.
.Click Check name.

= =
= O

.If the name is resolved, select Apply. Click OK, OK and Close to shut the Mail settings.

—
N

.Do not continue until the name has been resolved correctly with the Exchange server. If the name is not resolved,
check the account details with the Exchange administrator.

13.0pen Outlook and select Yes to register Outlook as the default e-mail application.
14.Select Tools > Options.

15.Choose the Preferences tab. Click E-mail Options.

16.Uncheck Save copies of messages in Sent Items folder.

e You can keep this option selected during initial setup and troubleshooting. Due to the size of the wav file
message attachments, deselect it once the installation is complete.

17.Log on to the server computer using the account that will be used for the Voicemail Pro server.
18.From Outlook or Outlook Express, send a message direct to an extension user.
19.If this message is received correctly, continue with installing the Voicemail Pro software.

3.5.2.2.6 Installing the VoiceMail Pro Software

To install Voicemail Pro software, perform the following steps:
1. Log off and log on using the Voicemail account and password.
2. Install the required Voicemail Pro software.

3. When the system prompts for a User Name and Password for the Voicemail Pro service, enter the Voicemail account
details.

4. Restart the server and log on using the Voicemail account.
5. When SMTP e-mail details are requested, enter no values and ignore the error message following the SMTP check.
6. Start the Voicemail Pro Service[28\,
7. Check that the basic voicemail services start and operate correctly.
3.5.2.2.7 Switching VoiceMail Pro to MAPI

By default, the Voicemail Pro server is configured for SMTP e-mail mode. However, if MAPI settings are entered it will
switch to MAPI mode. Some options are not available if you are working offline. You must be working online to use this
feature.

To select the server e-mail mode

1. Start the Voicemail Pro client.

2.Click ':"jl'J Preferences and select General.
3.Click the Email tab.

4. Select the MAPI sub tab. Set the settings to match a MAPI account already configured and able to send e-mails from
the MAPI client on the voicemail server.

a. Select the Enable MAPI check box to switch the voicemail server to use MAPI for its e-mail options rather than
SMTP.
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b.Choose the MAPI e-mail account listed in Profile. The voicemail server uses this MAPI e-mail account to provide
visibility to the e-mail account mailboxes for which the voicemail server requires access. The profile must exist
within the MAPI e-mail client on the server computer and must be useable by the Windows account under which the

Voicemail Pro service is running.
System Preferences i i]

Ganaral] Directories Email |H0usakaaping| SNMPNorml Oulcodlingl Backup & Rastore|

¥ Enable MAF!
[ Details
Profiles: IMS Exchange Settings _':J

| 0K I Canceal Help

5.Click OK.

6.Click ﬁ Save and Make Live.
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3.5.2.2.8 Changing SMTP Email Account Settings
To change SMTP E-mail Account Settings:

1. Open the Windows Control Panel.

2. Select L@ IP Office Voicemail Pro.
3. Select the SMTP E-mail Settings tab.

System Settingsl Path Setlingsl Email Settings  SMTF Email Settings

—SMTP Server

Mail Server: | srtn.exarple.corm

Fart Murnber: |25

b ail Drop: IEI:\Inetpub'\mailrnnl\Drop J

1 Server requires authentication

Account Mame: I

Password: I

[T Uze Challenge Besponse Authentication [CRAM-MDE]

4. Enter the settings to match the customer's e-mail server and the e-mail account configured on that server for the

Voicemail Pro service.
5. Click the E-mail Settings tab.

System Setlingsl Path Settings  Email Settings | SMTF Email Setlingsl

- &ccount Details

Iserver Browse |

— Mezzage Parameters

messade is sent az a wave file within the email message.

The following zettings are used to contral whether the Yoicemail

" Attach wave file to meszage

' Embed wave file in message

6. Enter the e-mail address for the account setup on the customer's e-mail server for the Voicemail Pro service.

7. Click Check to test the connection to the specified e-mail account.

8. Click OK.
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3.5.3 Voicemail Email Operation
3.5.3.1 User and Group Configuration
The e-mail address for each user and hunt group is set through the IP Office configuration.

MMend Programming | Mobility | Phone Manager Oplions || Hunk Group Membership | Announcements || Personal Directory

User | Woicemal |pMD || ShortCodes | Source Mumbers | Telephony | Forwarding | Dial In | Yoice Recording | Button Programming

‘Yoicemail Code Woicemail On
Canfirm Yaicemail Code [] woicemail Help
‘Yoicemail Email [] voicemail Ringback

Waicemail Email Reading
OFf Copy Forward Alert [ s web Services
DTMF Breakout
Reception | Breakout (DTMF 0)  |System Default ()
Breakout (DTMF 2) Syskemn Defaulk {)

Breakout (DTMF 3) Syskern Defaulk ()

Hunt Group Fallback | Queuing | Yoice Recarding | Announcerments

Yoicemail Code
Zonfirm Voicemail Code

Yoicemail On

‘roicemail Email Yoicemail Help

‘oicennail Email

(%) OFf ) Copy ) Farward ) Alert

Broadcast

00 O E

M3 weeb Services

e Voicemail E-mail: Default = Blank (No voicemail e-mail features)
This field is used to set the user or group e-mail address used by the voicemail server for voicemail e-mail
operation. When an address is entered, the additional Voicemail E-mail control below are selectable to configure
the type of voicemail e-mail service that should be provided.

e Use of voicemail e-mail requires the voicemail pro server to have been configured to use either a local MAPI
e-mail client or an SMTP e-mail server account. See Voicemail E-mail Installation[54.

e Use of voicemail e-mail for sending (automatic or manual) e-mail messages with wav files attached requires
discretion, as a one-minute message creates a wav file of 1MB size.

e Voicemail E-mail Default = Off
If an e-mail address is entered for the user or group, the following options become selectable. These control the
mode of automatic voicemail e-mail operation provided by the voicemail server whenever the voicemail mailbox
receives a new voicemail message.

e Users can change their voicemail e-mail mode using visual voice. If the voicemail server is set to IP
Office mode, user can also change their voicemail e-mail mode through the telephone prompts. The
ability to change the voicemail e-mail mode can also be provided in a call flow using a Personal
Options Menu action or a Generic action.

o If the voicemail server is set to IP Office mode, users can manually forward a message to e-mail.

o Off
If off, none of the options below are used for automatic voicemail e-mail. Users can also select this mode by
dialing *03 from their extension.

e Copy
If this mode is selected, each time a new voicemail message is received in the voicemail mailbox, a copy of
the message is attached to an e-mail and sent to the e-mail address. There is no mailbox synchronization
between the e-mail and voicemail mailboxes. For example reading and deletion of the e-mail message does
not affect the message in the voicemail mailbox or the message waiting indication provided for that new
message.

e Forward
If this mode is selected, each time a new voicemail message is received in the voicemail mailbox, that
message is attached to an e-mail and sent to the e-mail address. No copy of the voicemail message is
retained in the voicemail mailbox and their is no message waiting indication. As with Copy, their is no
mailbox synchronization between the e-mail and voicemail mailboxes. Users can also select this mode by
dialing *01 from their extension.

Implementing Voicemail Pro Page 68
IP Office 8.1 15-601064 Issue 8b (Tuesday, December 11, 2012)



Installation: Voicemail Email

e UMS Exchange
Voicemail Pro 5.0+ supports voicemail e-mail to an Exchange server e-mail account. For users and
groups also enabled for UMS Web Services this significantly changes their mailbox operation. The
Exchange server inbox is used as their voicemail message store and features such as message waiting
indication are set by new messages in that location rather than the voicemail mailbox on the voicemail
server. Telephone access to voicemail messages, including Visual Voice access, is redirected to the
Exchange server mailbox. See UMS Exchange Server Installation421 and UMS Exchange.

e Alert
If this mode is selected, each time a new voicemail message is received in the voicemail mailbox, a simple
e-mail message is sent to the e-mail address. This is an e-mail message announcing details of the voicemail
message but with no copy of the voicemail message attached. Users can also select this mode by dialing
*02 from their extension.

3.5.3.2 How Voicemail Email Messages Look
Messages sent by a user or group's voicemail e-mail settings contain the following:

To
The user/group e-mail address.

From
The name and address setting of the e-mail client account.

Subject
Voicemail Message ("calling number® > “user name®) From:“calling number-®.

Body
If the user or group's Voicemail E-mail mode is set to Copy or Forward, the message body will contain "IP Office
Voicemail redirected message".

Attachment
When using Copy or Forward mode, the message is attached as a wav file.

Messages sent through a Voicemail Pro eMail action are configurable, see The Voicemail Pro eMail Action[761,
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3.5.3.3 The Voicemail Pro Email Action

The ﬁy eMail action in Voicemail Pro can be used to send messages through e-mail in response to caller actions in the
voicemail call flow. The action can also attach a wav file.

Actions

4 BE

|

B ¥oicemail Pro Client  ( Intuity
File  Edit

|H &

Administration  Help

| ER

I [m] P
[Pz RR= 2=l - ¢

E .....

i

........ Users

________ e
-------- CQ: Short Codes
t:l Default Start Points

....... .% Collect

Modules > eMail

Properties for eMail

Qenerall Entry Prompts ~ Specific |F|epu:urting| Hesultsl

Send e-mait
Send e-mail to

Subject

Iray.charles@mydomain.com

Content

I\-"nicemail Pro Meszsage

Attach file to e-mail

IThis messagqe was forwarded by a Voicemail Pra email ac

B

ME Path iz azsumed to be on the Voicemail Server

=

LCancel Help |

In the example above, the eMail action follows a Voice Question action. The $ in the eMail action's Attach file to e-
mail field instructs it to use the file recorded by the preceding Voice Question action.

The same method can be used with a Leave Mail action. Note however that the Leave Mail action must be set to a valid
target mailbox which will then have a copy of the message.

Alternatively, the eMail action can attach a prerecorded wav file by specifying the file name. That named file can be
created by an Edit Play List action.
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3.6 Text To Speech (TTS) Installation

The Voicemail Pro server uses Text To Speech (TTS) in the following ways:

e Speak text in call flows using the iy Speak Text action. The text can include variables passed from other actions
including database actions.

e When installed in parallel with Voicemail E-mail[54), TTS can be used to provide e-mail reading/721 to selected
mailbox users.

e TTS can be used by the Voicemail Pro client user to record prompts used by call flow actions.

Windows TTS Licensing
Voicemail Pro TTS requires the server computer to have a Microsoft SAPI 5 compatible TTS engine installed and a valid
license entry.

¢ E-mail Reading
Users who want to use this feature must have their user profile configured as either Mobile User or Power User
using Mobile User Profile or Power User Profile licenses. In addition, IP Office with a Windows-based voicemail
server must have a VMPro TTS (Generic) or a VMPro TTS (ScanSoft) license and IP Office with a Windows-
based voicemail server must have a VMPro TTS Professional license for e-mail reading to work.

e Speak Text Actions / Prompt Recording
The license for this operation depend on whether you will be using the Avaya-supplied ScanSoft TTS speech
engines or a 3rd party generic TTS speech engines (including the TTS speech engines included in Microsoft
operating systems).

e Generic TTS
The use of up to 8 simultaneous generic TTS ports is enabled by the Advanced Edition license. Alternatively
separate VMPro TTS (Generic) licenses can be added.

e Avaya ScanSoft TTS
The use of the Avaya supplied ScanSoft TTS engines is licensed by the addition of VMPro TTS (ScanSoft)
licenses to the IP Office configuration.

Generic TTS Licensing

If you add both VMPro TTS (Generic) and VMPro TTS (ScanSoft) licenses, the system will use both of the TTS
engines for calls on a first-come-first-serve basis. You will not be able to control the use of TTS engine for particular calls.
Therefore, license only one type of TTS engine within a system.

Languages
For Voicemail Pro 5.0 or higher on Windows, the TTS engine supports the same set of languages as Voicemail Pro speech
prompts except for Hungarian.

If more than one TTS language is installed, use Select System Prompt Language action to switch TTS to a different
language from the selected default.

¢ Installation on Windows Server Operating Systems
On many Windows server computers, while the Windows Audio components are present by default they are not always
enabled. If this is the case the playback of voice prompts may be 'choppy' and the TTS (if installed) will not work.
However, enabling Windows Audio does not require the server computer to have a sound card installed.

1. Verify that you have full administrator rights for the computer.
2.Click Start | Administrative Tools | Services.

3.If the status of the Windows Audio service is not Started, start the service and set the Startup Type to
Automatic.

3.6.1 Installing Generic Text to Speech
To install Text To Speech:
1.Install and test Voicemail Pro as normal.

2.Using IP Office Manager, add the Advanced Edition or VMPro TTS (Generic) license into the IP Office
configuration. Send the new configuration to the IP Office system.

3.Reload the IP Office configuration into IP Office Manager and check that the status of the license has changed to
Valid.

4.The Voicemail Pro installation includes the default Microsoft TTS engines (Microsoft Sam, Mike, Mary, and Simplified
Chinese) as standard. If another third-party SAPI 5 compatible TTS engine is going to be used, install that software.

5.If the system is licensed for generic TTS, Voicemail Pro will automatically discover any SAPI 5 installed engine. If
there is no third-party engine installed then the Microsoft third-party engine is used.
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3.6.2 Installing Avaya Text to Speech

The Avaya TTS engine for Voicemail Pro is supplied on media disks (x2) separate from the Voicemail Pro software
installation media. By default, TTS engine installation also includes installation of the English US and English UK language

packs.
To install Avaya Text To Speech on Microsoft Windows:

1.Install and test Voicemail Pro as normal.

2.Using IP Office Manager, add the VMPro TTS (ScanSoft) license into the IP Office configuration. Send the new

configuration to the IP Office system.

3.Reload the IP Office configuration into IP Office Manager and check that the status of the license has changed to

Valid.
4.Insert the first Avaya TTS DVD. The installation should auto-start.

5.Follow the prompts and install the required languages.

6.If the system is licensed for Avaya TTS, the ScanSoft engine is automatically used.

3.6.3 Setting Up Text To Speech to Read Email

In conjunction with MAPI e-mail clients and Exchange server, TTS can be used to read new e-mails in a user's e-mail

inbox when they access their voicemail mailbox.

e The Voicemail Pro server must have been installed and configure to support voicemail e-mail using a MAPI client[541

E-mail reading can only be enabled for IP Office users whose Profile setting is set to Mobile User or Power User. IP

Office must have a VMPro TTS (Generic) or a VMPro TTS (ScanSoft) license for e-mail reading to work with a
Windows-based voicemail server and a VMPro TTS Professional license for e-mail reading to work with a Linux-

based voicemail server.

This feature is supported only for Intuity mode. Users hear their new voicemail messages and then the number of

"Messages with text". Before each e-mail is spoken, details of who it is from, when the message was sent and the
size are given. These details assist you in deciding to skip large or non-urgent e-mails.

e E-mail reading cannot be used for e-mails in HTML format. If HTML messages are received, all of the code will be

read out as a message.

[y

. Within the IP Office configuration, display the settings for the user.

2.0n the User tab, set the user's Profile to either Mobile User or Power User.

IMenu Programming I Tobility I Phone Manager Cptions I Hunt Group Membership I Announcements I Personal Direckory I

Lser |'u'cuicemai| I DRD I ShortCodes I Source Mumbers I Telephony I Forwarding I Dial In I Woice Recording I Button Programming

Marne |Extriza1

Passward |

Confirm Passward |

Full Hame filbert

Extension fz01

Lacale | |
Priarity s |
(Profile [Mobile: Liser |

r Receptionist

3.0n the Voicemail tab:

Menu Programming | Tability | Phone Manager Options | Hunt Group Membership | Announcements | Personal Direckaory |

Liser

Yoicemail Code I****

Confirm Yoicemail Cade I****

[‘v‘oicemail Ernail Itest@example.com ]

¥ vaicemail on
™ waicemail Help

[ woicemai Ringback

DMD | ShortCodes | Source Murbers | Telephony | Forwarding | Dial In | Voice Recording | Button Programming

[ ¥ waicemail Email Readingj

[ UMS web Services

e Voicemail E-mail
Enter the user's e-mail address.
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e Voicemail E-mail Reading
Enable this option for TTS e-mail reading.

3.7 Troubleshooting
3.7.1 Checking the Voicemail Pro Service

If you have installed Voicemail Pro successfully and rebooted the server computer, then the voicemail service starts

automatically. However, you can restart the service manually, if required.

To check/restart the Voicemail Pro Service:
1. Click Start | Administrative Tools | Services.

Services

I
[ Services (Local) Name = | Description | status { Startup Type | Logon as ]
f.\’ Telephony Provides Telephony. .. Manual Metwork Se...
&L Thread Ordering Se... Provides ordered e... Manual Local Service
-,rﬁ._’;TF‘ AutaConnect Se...  ThinPrink .print corn,..  Starbed Manual Local Syskem
{ELTP WC Gateway Ser... ThinPrint .print com... fanual Local Syskem
»{.:;TF‘M Base Services Enables accessto k.., Manual Local Service
{ELUPAP Device Host Allows UPRP device. . Disabled Local Service
-{&User Profile Service  This service is respo,., Starbed Aukarnatic Local Syskem
Sk Virtual Disk Provides manageme. ., fanual Local Syskem
f.\’ YMware Tools Service  Provides support Fo.,. Starked Aukornatic Local Syskem
‘irtual hardware up,,.  Starked Aukomatic Local Syskem
1 ) Skarked Aukornatic AAdminiskra. ..
‘EhVolume Shadow Copy  Manages and imple. .. fanual Local Syskem
»{.:;Windows Audio Manages audio for ... Manual Local Service
EhWindows Audio End... Manages audio devi... Manual Local System
i Windows Calor Sys...  The WesPlugInServi... Manual Local Service
‘ShWindows Driver Fo... Manages user-mod... fanual Local Syskem _:_j
Extended }\ Standard
2. The Voicemail Pro Service should be visible. Its Status should be Started and the Startup Type should be set
to Automatic. Other services may be present depending on the installed Voicemail Pro features. The Voicemail
Pro Service is the main Voicemail Pro service. This is the only service that needs to be stopped and restarted. It
will stop and restart the other services that it uses.
3. Close Services.
Setting the Voicemail Pro Service or Computer to Restart Automatically
The following action is optional. If a fault causes the Voicemail Pro service to stop, the fault should be investigated and
fixed. However, setting the options to restart the services or the computer automatically will minimize the disruption to
the Voicemail Pro users.
1. Click Start | Administrative Tools | Services.
2. Right-click Voicemail Pro Service and select Properties.
3. Select the Recovery tab.
4. Select the items in the drop-down lists to specify the action that the computer must take in case of failures.
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Using a Batch File to Start Services
In some instances, certain computers might not respond quickly enough to start all of the Avaya services in the correct
order. In this circumstance, it is advisable to create a batch file which delays the start of these services until the

computer is fully running.

Avaya IP Office Services can be started successfully at system start-up using a scheduled task that initiates the batch file
below. This batch file ensures that the services will start successfully and in the correct order.

1. Set all Avaya services listed below to Manual start. Do not include Key Server.
2.Create the batch file below and save it to %SYSTEMROOT%. Only include lines for the services which are installed.

@echo off

rem Wait 60 seconds before execute.

timeout /t 60

net start Voicemail Pro Service
3.Create a scheduled task to start the batch file at system start-up.

3.7.2 Voicemail Pro User Log
User authentication failures are logged in the event viewer, under VMPro User Log. The following details are logged:

e UserID

e Tool name

o IP address of the Client trying to log in.

gtumputer Management

File  Action Wew Help

[T ]

+=| 2= HE

(A Computer Management (Local)
= '[[’j System Tools
IZEZI Task Scheduler
= E Ewent Yiewer
= ? Cuskam Yiews
| Server Roles
T Admiristrative Eve
L Windows Logs
Bl [ Applications and Servi
T| Hardware Events
T| Internet Explorer
T| Key Management
| Microsaft
T| Y¥MPrao User Log
T| windows Powersh
-,;j Subscriptions
iz Shared Folders
g Local Users and Groups
lié'iﬁil Performance
g2y Device Manager
[ =5 Storage
i=¢ Disk Management
:::{_- Services and Applications

Lyl | Dake and Time | Source

I Actions

| Event ID| Task Cakegor |

¥MPro User Log

= Open Saved Log...

7 Create Custom Yiew. .,
Irnport Cuskam Yiew...
Clear Log. ..

Filker Current Log...

Properties

Find...

CED

Save Al Events As. .,

Attach a Task To this Log. ..

Wigw 4
»® || Refresh
E Help »

4] | ©

To view the log details:

Details
Log Marne:
Source;

Event ID:

Lewel:
<]

=]

Task Cateqong J

Keynards: -
| ’

Logged:

1.Click Start | Administrative Tools | Computer Management.

2.1In the left pane, expand System Tools | Event Viewer | Applications and Services Logs and click VMPro User
Log in the tree to view the details.
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3.7.3 Tracing in Debug

Many applications, including Voicemail Pro, output activity messages that are viewable in Debug View (DbgView). This
application can be downloaded at http://marketingtools.avaya.com/knowledgebase/tools/debug.

I DbgView B@|g|

File Edit ‘“iew Help

0304 15:38:33.531 Dhgout (01,5) 2816,2892: 0lIMain{hinstoLL= OxlOOOOOOO fowReason=0DLL_THREAD _DETA A
03/04 15:38:33.906 wmprovis (09,5) 2816,2872: Create new User 152.168.42.1 port=4098
0304 15:38:33.906 wvmprovis (09,3) 2816,2872: Licence summary for 192.168.42.1

03704 15:38:33.906 vmprovSs (09,3) 2816, 2872: voicemail Pro s Ticenced

03/04 15:38:33.906 wmprovwis (09,3) 2816,2872: Integrated messaging iz Ticenced

03/04 15:38:33.906 wmprovis (09,3) 2816,2872: YPIM iz MOT Ticence

03704 15:38:33.906 vmprovSs (09,3) 2816, 2872: voice recurding Tibrary is NOT Ticenced

03704 15:38:33.908 vmprovwss (09,3) 2816,2872: 3rd Party Database s nNOT licenced

03/04 15:38:33.906 wmprovis (09,3) 2816,2872: VB Scripting is mMOT licenced

03/04 15:38:33.906 vmprovas (09,3) 2816,2872: outTook Calendar based greetings s NOT Ticenc
03704 15:38:33.906 vmprovSs (09,3) 2816, 2872: scansoft TTS Support is NOT Ticenced

03/04 15:38:33.906 wmprovis (09,3) 2816,2872: Generic TTS sSupport s WOT licenced

03/04 15:38:33.906 wvmprovss (09,5) 2816,2872: BulkInforeguest 1%2.168.42.2 3
03,704 15:38:33.906 vmprovSs (09,5) 2816, 2872: PEX Reguesting ALaw companding

03/04 15:38:33.906 wmprovis (09,5) 2816,2872: Initialize sequencer tx_seq=0, rx_seq=0

03704 15:38:33.906 wvmprovSs (09,5) 2816,2872: TFTPLoadFile 152.168.42.1

03,704 15:38:33.906 vmprovSs (09,5) 2816,2872: 0 mailboxes were open (hut not actiwvel when flushed
03,04 15:38:33.5906 Dhgout (01,51 2816,2612: plTMainChinstDLL=0x10000000, fdwReason=0OLL_THREAD_ATTA
03/04 15:38:33.506 Dhgout (01,5) 2816,2500: plIMainfhinstoLL=0x10000000, fodwReason=0LL _THREAD_ATTA
N304 15:38:33.9068 ymnrnuGs (00. 571 PR1A.ZR7T?: DF'\ITO rstartTask 192 1aR. 47201 b

Installation
1.Download the zip file.
2.Unpack the files into a folder such as c:\debug on the server computer.
3.Run DbgView.exe.

4.Events are shown in the DbgView window. These can be logged to a file if required. The level of detail shown can be
filtered to show more or less activity.

Logging
1.Run DbgView.exe.
2.Select File | Log Preferences.

Select Logging Information

Log Mode
Hours Interval

e

+ Even 'n'Hours
" Even 'n' MBytes

Log Filename
c:hdebughdebug.log

lTl Cancel |

3.Set the logging details are required and click OK.

4. While DbgView is running the viewable trace is also copied to the specified file.

5.The debug log files can be opened in programs such as WordPad.
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Filtering
1.Select View | Debug Filters.

DbaView

Configure Debug Filters

04,04 08530501' 293 MmNy odule Name/Path Module [D |0 Bitmap 5 - Infarmational hd
04,04 08:30:01.593 wmp
04,04 08:30:01.593 wmp CarmmaoriUtilitieshD ebug Message Logger  DbgQut 1 FF 00 0000 00 00 00 00 0c | | =
047704 0813001, 593 wmpr Commorttities\Debug Message Viewsr Dbgvien 1 FF FF FF FF FF FF FF FF PR | Mame I :
04,04 0F:30:0L. 503 umpd| Explorer Ewplorer 0 FF FF FF FF FF FF FF FF FF | Init-Dednit 0o
04704 08B:30:01.593 wmp| |Driver IDiiver 0 FF FF FF FF FF FF FF FF FF | COM Methods Calls 01
04,704 08:30:01. 5593 vmpr IMSAdmin IMSAdmin 3 FF FF FF FF FF FF FF FF FF |V Nodes 0z
04,/04 08:30:0L. 593 vmpdl KevServ KeyServ 0 FF FF FF FF FF FF FF FF FF | Fixed Nodes 03
04,04 08:30:01. 593 vmpl YiLite 0 FF FF FF FF FF FF FF FF FF | & Qutcaling 04
04,/04 08:30:01.593 iClaritySvr i FF FF 0000 00 00 00 00 0 | Message Process... 05
04,04 08:30:01. 593 YmprovE 5 FF EF FF FF FF FF FF FF Fr
04,04 0B:30:01.593 mkuity TUI 07
04704 08:30:01.593 [w] IPOffice TUI 03
04,704 05:30:01.593 wl'oicemail Conzal... 09
04,704 08:30:01.593 [w] Care Processing ... Oa
04,/04 08:30:01.593 | Redisty ih
giigj gg%g ' g% gg% (" |Voicemail Conne...  Oc )
/. Toa T Mame Lackup 0d
04704 08:30:01.593 -
04704 08130:01.593 < y) |YCampaigns - De v
04 /04 08:30:0L. 593 wmp e ; ; — :
04,04 08:30:01.593 wmprovss (09,5) 2728,3916: Calling Party Wame: Extnz0l
04,04 08:30:0L.593 wmprovss (09,5) 2728,30916: Called Party name:
04,04 08:30:01.593 wvmprovis (0%,3) 2728, 309164: Locale eng does not exist, using alternatiwve Tocale of
04,/04 08:30:01.593 H > SoundsManager : walkTowavDatal
04,04 08:30:0L.593 (wmprovss (0g,2) 2728, 3016: < soundsManager : :walkTowavDatac )
04,04 08:30:01.593 ymprovis (0cC,2) 2728, 3916 > SoundsManager : :walkTowdvDatac)
04,04 08:30:01.593 wmprovss (0c,2) 2728,3916: < soundsManager : twalkTowavDatac)
04,04 08:30:01.593 wmprovss (0c,2) 2728,3016: > Soundsmanager : :walkTowavDatac )
04,04 08:30:01.593 wvmprovis (0c,2) 2728,39164: < SoundsManager : :walkTowaAvDatag) 3
A SMA NR=2O M BEQR ammmemcrbs Fhe 20 27F7R 201 A- ~ SrnrAdshansAar s swa T TAw AL a0 M
< [
Ready

2.Select the module for which you want to increase/decrease reporting.
3.In the right hand panel adjust the level of reporting.

4.Close the Configure Debug Filters window.

3.7.4 The Voicemail Console

The voicemail console mode (that is running as the voicemail service in Interact with desktop mode) is no longer used.

Running services in this mode is not supported by Microsoft on Vista or Server 2008.

Instead you should use the debug viewer[75) to view voicemail server activity as it occurs.
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Chapter 4.

Using the Voicemail Pro
Client
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4. Using the Voicemail Pro Client

The Voicemail Pro client is used to administer the Voicemail Pro server. This section covers the basic operation of the
Voicemail Pro client to connect to a Voicemail Pro server. For details on administration using the Voicemail Pro client, see

Avaya IP Office Administering Voicemail Pro (15-601063).

For a Windows-based server, the client can be installed on the same server and used locally to administer the server. The
client can also be installed separately on another Windows computer and then be used to administer the server remotely.

4.1 Logging in to the Voicemail Pro Server

If you start the Voicemail Pro client on the same computer as the voicemail server, the system will automatically load the
settings to manage the server. You will have full access to all the servers settings, you do not need to login with an

administrator account name and password.

To connect to a remote voicemail server you will need to login using the name and password of an administrator account
already configured on that server. The default account is Administrator and Administrator. After logging in with this
account you should change the password from that default value.

To Start the Voicemail Pro Client

1.From the Start menu, select Programs | IP Office | Voicemail Pro Client.

2.The Voicemail Pro Client window opens.

o If the client has been started before, it will start in the same mode as it used previously. If it fails to do that or
if it is the first time that the client has been started, the select mode menu is displayed.

(x]

B Select Yoicemail Pro Client Mode
Select Mode

() Onfine [ VmPro server is on LAN or Wiah )

(%) Offline [ Offline mode for ‘Windows |

) Oiffine

[ Offline mode for Linus)

[ Ok H Cancel ][ Help

e Select either of the Offline modes to import and export voicemail call flow and module files without being

connected to any voicemail server.
e To connect to a voicemail server select Online.
B YmPro Login

Fleasze enter a User Name. This iz the name that the workstation software
inztalled on thiz PC will uze.
Lagin

Uzer Mame:

dzer Paszword:

3

Urit NameMP Address: [192.168.0.203 v
Back ] I Lagin l [ Cancel ] [ Help

]

e Enter the name and password for an administrator account on the voicemail server.

e Note that these are not required is accessing a voicemail server on the same computer as the client.

e The default account is Administrator and Administrator. After logging in with this account you should

change the password from that default value.

e If three consecutive login attempts fail for an administrator account name, the account is locked for an

hour.
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Using the Voicemail Pro Client: Logging in to the Voicemail Pro Server

¢ In the Unit Name\IP Address field enter the DNS name or IP address of the voicemail server.

Alternatively, click on Browse to search the local network for a server and select a server from the results.
Select Networked Yoicemail System E|

Marmne IP Address Wersion | Type
TECHFPUESERVER 192.168.0.203 E1.04  VmPro

Cancel

If connected to a remote server, the Confirm Callflow Download window will be displayed. If you select
Download, any existing call flow that you have loaded in the client will be overwritten. For more details see
Callflow Download|8d,

Confirm Callflow Download

The callflow on the client is different to the callflow on 192.168.0.203.
whould you like to download the callflaw from 192.168.0.2037

[ Dovanload H Cancel ” Help ]

3.If this is the first time that the voicemail server has been logged into, you should first change the default remote
access account.

e If you logged in remotely using the default account, select File | Change Password.

e If you logged in locally, select Voicemail Pro Administrators in the navigation panel.
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4.2 Confirm Call Flow Download Window

When you connect to a server across a LAN or WAN to view or modify the call flow on the server, a check is made to see
if the call flow that is stored locally on the client is the same. The call flow on the server might be different to the call flow
on the client because:

e The local call flow is older than the version on the server, for example if the call flow on the server has been
modified by another Client connection.

e The local call flow is newer than the version on the server, for example if the call flow on the server has been
worked on while the local Client was being used in offline mode.

e The local call flow is from a different server, for example if you are connecting to a different server to the one from
which the call flow was previously downloaded.

If the call flow is the same, no data will need to be copied from the server to the client. If the call flow is different you
can chose to download the call flow from the server or to use the local call flow.

Confirm Callflow Download

The callflow on the client is different ta the callflow on 192.168.0.203.
Would you like to download the callflow fram 1521680, 2037

I Download H Cancel H Help

¢ Download
Click to download the call flow from the server.

e Cancel
Click this if you do not want to download the call flow from the server.

To upload the local call flow to the server, use the Save or Save and Make Live options from the File menu. See
Saving Changes and Making them Live/st),

4.3 Continue Offline Message Window

Only one Voicemail Pro client can be connected to a voicemail server at any time. To prevent an idle client session from
blocking the server, a Client/Server Connection Timeout (mins)[971 setting is used to disconnect the idle client session. By
default, the timeout is set to 5 minutes.

If your Voicemail Pro client session has timed out, the Voicemail Pro client will prompt you whether to re-establish the
session or close. You are then able to continue working in offline mode or to close the client.
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Using the Voicemail Pro Client: Continue Offline Message Window

4.4 Saving Changes
Using Voicemail Pro Client, you can make changes to call flow settings and can save the changes. To apply the changes
to the voicemail server operation, you must also make the changes live.

To save the changes in offline mode
1.Click % Save to save the changes to the local database.

2. After you log in, click @ Save & Make Live to make the changes live.
To save the changes in online mode

Click ﬁ Save & Make Live to save the changes and make the changes live.
To save the changes to a file
Click H Save as to save the call flow database as a .vmp file.

You can include a .vmp file in the operation of any voicemail system.

4.5 Logging Out

It can be useful to connect to a system to download the current system configuration and then disconnect and make
changes offline. You can then test configuration changes offline before applying them to a live system.

e Logging out is not the same as closing down with the Exit option. See Closing Down/81,
To Log Out
1.From the File menu, select Log Out.

2.You are logged out of the Voicemail Pro server and placed in offline mode. You can either make configuration
changes offline and then log back in when you are ready or log on to a different server to work. See Logging in to
the Voicemail Pro Server[78),

4.6 Closing Down

When you have finished working, you can close down the Voicemail Pro Client.

To Close the Voicemail Pro Client
1.From the File menu, select Exit.

2.If you have not made any changes, the Voicemail Pro Client closes and you are returned to the desktop. If you
have made any changes, you are prompted whether to save the changes.

3.1If you do not want to save the changes, click No. No changes are saved. If you want to save the changes, click Yes
. The changes are saved but not made live.

4.1If you want to make the changes live, click Save & make Live.
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Chapter 5.
IP Office Configuration
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5. IP Office Configuration

The default IP Office configuration settings support almost immediate voicemail operation as soon as a voicemail server is
running on the LAN. Those default settings are:

e Voicemail running on a computer accessible by the IP Office using a broadcast address of 255.255.255.255.
e Voicemail on for each user and hunt group on.

e No Voicemail Code set for any mailboxes. Until a code is entered for a mailbox, it can only be accessed from the
user's own extension.

e No Voicemail E-mail or Voicemail Help operation.
e No Voicemail Reception numbers set for user mailboxes.

e Hunt group mailboxes are created and used by default but there is no default message waiting indication or method
for collecting messages. A method for accessing each hunt group mailbox should be programmed.
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IP Office Configuration:

5.1 User and Group Mailboxes

The voicemail server creates mailboxes based on the user and hunt group names that are entered in the IP Office
Manager application. Whenever the Voicemail Pro is restarted or the IP Office configuration is changed, new mailboxes
are created for any new names that are found.

This method of operation has the following consequences:

+ Mailboxes are based on names
For all users and groups, if their name is changed or deleted, they are no longer associated with their former
mailbox and any associated Voicemail Pro start points.

e Voicemail is case sensitive
If a mailbox or start point name is entered incorrectly in IP Office Manager or Voicemail Pro, the intended operation

will not occur and the call may be disconnected.

¢« Voicemail removes spaces at the end of mailbox names
If spaces are left at the end of a mailbox user's name in IP Office Manager, when the mailboxes are created, the
space at the end of the name is dropped. When this occurs the mailbox cannot be found as there is a mismatch
between the user name and directory.
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5.2 System Settings

The IP Office can work with several different types of voicemail server. Therefore it is important to check that it is
configured for operation with Voicemail Pro.

1.In IP Office Manager, select System.

2.Click the Voicemail tab.
System | LANL || LAMNZ | DS

'; Telephory | Direckory Services | Syskem Events | SMTP | SMDR | Twinning

woicemail Type woicemail Lite/Pro w | [] Messages Button Goes Ta Wisual Yoice
Waicemail Destination

Woicemail IP Address | 255 . 285 0 235 . 255
Woicemail Channel Reseryation

Unteserved Channels 259

Auko-Attendant a % | voice Recording |0 % | Mandatory Woice Recording |9 e

b

Announcements 0 | Mailbox pccess |0

DTMF Breakout

Reception | Breakout (DTMF 0)
Breakaut (DTMF 2)

Breakout (DTMF 3)

¢ Voicemail Type
Specifies the type of voicemail system the IP Office is configured to work with. Unless detailed otherwise, the
option Voicemail Lite/Pro should be used with Voicemail Pro server. Additional options are displayed
depending on the selected voicemail type.

+ Centralized Voicemail 117
This setting is used for remote systems in a Small Community Network where the central voicemail server is
being hosted by another IP Office. The Voicemail Destination field below is used to enter the Outgoing
Group ID of the SCN trunk to the IP Office hosting the central voicemail server.

« Distributed Voicemaill:2h (Software level = IP Office Release 6)
This option is used in a Small Community Network for remote IP Offices that you want to be associated with
their own voicemail servers in addition to the central voicemail server. The IP Office will require licenses for
Voicemail Pro operation and for the voicemail features required. The Voicemail IP Address below is used
to enter the IP address of the IP Office's voicemail server while the Voicemail Destination field below is
still used to set location of the central voicemail server as for centralized voicemail.

¢ Embedded Voicemail
Not used with Voicemail Pro.

¢ Group Voicemail
Not used with Voicemail Pro.

¢ Remote Audix Voicemail
Not used with Voicemail Pro.

e Voicemail Lite/Pro
This is the normal setting used for Voicemail Pro.

e Voicemail IP Address
By default the IP Office connects to the Voicemail Pro server by using the address 255.255.255.255 to
broadcast for any server on the same LAN as itself. When it receives a response it will use that voicemail
server. However you can set this access to a specific address. Change the default address (255.255.255.255)
to the IP address of the computer on which the Voicemail Pro server is running.
For configuration of IP Office systems using centralized Voicemail Pro in an IP Office Small Community Network
(SCN), see Centralized Voicemail Prolub.

¢ Message Button Go To Visual Voice
Many Avaya telephones have a fixed button labeled MESSAGES which can be used by the telephone user to
access their mailbox. If this option is selected, then on telephones able to support Visual Voice, visual voice is
used when the button is pressed rather than the standard voice prompt interface.

¢ Voicemail Channel Reservation
For calls going to voicemail from the IP Office, the IP Office can restrict how many sessions of various types are
active at the same time. See Voicemail Channel Reservation[93).

o DTMF Breakout (IP Office 5.0)
Previous breakout numbers for a user mailbox were set through the user voicemail settings/sé. IP Office 5.0+
supports system defaults to be set. These are then applied to all user mailboxes unless the users own settings
differ.
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IP Office Configuration: System Settings

¢ Reception / Breakout (DTMF 0)
The number to which a caller is transferred if they press 0 while listening to the mailbox greeting rather
than leaving a message (*0 on embedded voicemail).

e For systems set to Intuity emulation mode, the mailbox user can also access this option when collecting
their messages by dialing *0.

o If the mailbox has been reached through a call flow containing a Leave Mail action, the option provided
when 0 is pressed are:

e For IP Office mode, the call follows the Leave Mail action's Failure or Success results connections
depending on whether the caller pressed 0 before or after the record tone.

e For Intuity mode, pressing 0 always follows the Reception / Breakout (DTMF 0) setting.

e Breakout (DTMF 2)
The number to which a caller is transferred if they press 2 while listening to the mailbox greeting rather
than leaving a message (*2 on embedded voicemail). For pre-5.0 systems this option is not support for
Voicemail Pro running in IP Office mailbox mode.

e Breakout (DTMF 3)
The number to which a caller is transferred if they press 3 while listening to the mailbox greeting rather
than leaving a message (*3 on embedded voicemail). For pre-5.0 systems this option is not support for
Voicemail Pro running in IP Office mailbox mode.

o SIP Settings
These options are available when the IP Office configuration contains a SIP line or an H323 SCN line. The values
are used when the voicemail server makes calls using a SIP trunk or to a SIP device.

e SIP Name: Default = User name.
The value from this field is used when the From field of the SIP URI being used for a SIP call is set to Use
Internal Data.

o SIP Display Name (Alias): Default = User name.
The value from this field is used when the Display Name field of the SIP URI being used for a SIP call is set
to Use Internal Data.

e Contact: Default = User name.
The value from this field is used when the Contact field of the SIP URI being used for a SIP call is set to
Use Internal Data.

e Anonymous: Default = Off,
If the From field in the SIP URI is set to Use Internal Data, selecting this option inserts Anonymous into
that field rather than the SIP Name set above.

3.Click OK to save any changes.
4.Send the configuration back to the IP Office.
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5.3 User Voicemail Settings

Voicemail can be configured for each individual user in IP Office Manager.

1.0Open IP Office Manager.

2.1In the Navigation pane, click % User and select the individual user.
3.Select the Voicemail tab.

Menu Programming | Mobility | Phone Manager Cptions | Hunt Group Membership | Announcements | Personal Direckory:

User | Voicemal |DWD || ShortCodes | Source Mumbers | Telephony | Forwarding || Dial In || Woice Recording || Button Programming

Woicemail Code ‘Yoicemail On
Canfirm Yoicemail Code [] vaicemail Help
wWoicemail Email [ voicemail Ringback.

Yoicemail Email Reading
Off Capy Farward Alert [ ums web Services
DTMF Breakout
Reception | Breakout (DTMF 03 |Systern Default ()
Breakaut (DTMF 2) System Default )

Breakout (DTMF 3) Systern Defaulk )

Voicemail Code / Confirm Voicemail Code
These fields are used to set or change the user's mailbox passcode.

o If the voicemail server is set to Intuity Emulation mode, mailbox users are asked to set a voicemail code
the first time that they access the mailbox.

¢ Voicemail On Default = On
When on, the mailbox is used by the IP Office to answer the user's unanswered calls or calls when the user's
extension returns busy. Note that selecting off does not disable use of the user's mailbox. Messages can still be
forward to their mailbox and recordings can be placed in it. The mailbox can also still be accessed to collect
messages.

e Voicemail Help Default = Off
For voicemail systems running IP Office mailbox mode, this option controls whether users retrieving messages
are automatically given an additional prompt “For help at any time press 8." If switched off, users can still press
8 for help. For voicemail systems running in Intuity emulation mode, this option has no effect. On those
systems the default access greeting always includes the prompt "For help at any time, press *4" (*H in the US
locale).

¢ Voicemail Ringback Default = Off
When on, if the user has a new message, the voicemail server can call the user's extension whenever the
extension changes from off-hook to on-hook. The voicemail server will not ring the extension more than once
every 30 seconds.

e Voicemail E-mail: Default = Blank (No voicemail e-mail features)
This field is used to set the user or group e-mail address used by the voicemail server for voicemail e-mail
operation. When an address is entered, the additional Voicemail E-mail control below are selectable to configure
the type of voicemail e-mail service that should be provided.

e Use of voicemail e-mail requires the voicemail pro server to have been configured to use either a local MAPI
e-mail client or an SMTP e-mail server account. See Voicemail E-mail Installation[54.

e Use of voicemail e-mail for sending (automatic or manual) e-mail messages with wav files attached requires
discretion, as a one-minute message creates a wav file of 1MB size.

e Voicemail E-mail Default = Off
If an e-mail address is entered for the user or group, the following options become selectable. These control the
mode of automatic voicemail e-mail operation provided by the voicemail server whenever the voicemail mailbox
receives a new voicemail message.

e Users can change their voicemail e-mail mode using visual voice. If the voicemail server is set to IP
Office mode, user can also change their voicemail e-mail mode through the telephone prompts. The
ability to change the voicemail e-mail mode can also be provided in a call flow using a Personal
Options Menu action or a Generic action.

o If the voicemail server is set to IP Office mode, users can manually forward a message to e-mail.

o Off

If off, none of the options below are used for automatic voicemail e-mail. Users can also select this mode by
dialing *03 from their extension.
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IP Office Configuration: User Voicemail Settings

e Copy
If this mode is selected, each time a new voicemail message is received in the voicemail mailbox, a copy of
the message is attached to an e-mail and sent to the e-mail address. There is no mailbox synchronization
between the e-mail and voicemail mailboxes. For example reading and deletion of the e-mail message does
not affect the message in the voicemail mailbox or the message waiting indication provided for that new
message.

e Forward
If this mode is selected, each time a new voicemail message is received in the voicemail mailbox, that
message is attached to an e-mail and sent to the e-mail address. No copy of the voicemail message is
retained in the voicemail mailbox and their is no message waiting indication. As with Copy, their is no
mailbox synchronization between the e-mail and voicemail mailboxes. Users can also select this mode by
dialing *01 from their extension.

e UMS Exchange
Voicemail Pro 5.0+ supports voicemail e-mail to an Exchange server e-mail account. For users and
groups also enabled for UMS Web Services this significantly changes their mailbox operation. The
Exchange server inbox is used as their voicemail message store and features such as message waiting
indication are set by new messages in that location rather than the voicemail mailbox on the voicemail
server. Telephone access to voicemail messages, including Visual Voice access, is redirected to the
Exchange server mailbox. See UMS Exchange Server Installation[42) and UMS Exchange.

e Alert
If this mode is selected, each time a new voicemail message is received in the voicemail mailbox, a simple
e-mail message is sent to the e-mail address. This is an e-mail message announcing details of the voicemail
message but with no copy of the voicemail message attached. Users can also select this mode by dialing
*02 from their extension.

e UMS Web Services
If selected, the user is able to use UMS[32) to access their mailbox. Using the UMS options, messages can be
accessed via a web browser, an IMAP compatible e-mail application, or an Exchange server e-mail account. The
use this function is subject to licenses.

e DTMF Breakout
When a caller is directed to voicemail to leave a message, they can be given the option to be transferred to a
different extension. The greeting message needs to be recorded telling the caller the options available. The
extension numbers that they can be transferred to are entered in the fields below. For IP Office 5.0+, these
system default values can be set for these numbers and are used unless a different number is set within these
user settings.

¢ Reception / Breakout (DTMF 0)
The number to which a caller is transferred if they press 0 while listening to the mailbox greeting rather
than leaving a message (*0 on embedded voicemail).

e For systems set to Intuity emulation mode, the mailbox user can also access this option when collecting
their messages by dialing *0.

o If the mailbox has been reached through a call flow containing a Leave Mail action, the option provided
when 0 is pressed are:

e For IP Office mode, the call follows the Leave Mail action's Failure or Success results connections
depending on whether the caller pressed 0 before or after the record tone.

e For Intuity mode, pressing 0 always follows the Reception / Breakout (DTMF 0) setting.

e Breakout (DTMF 2)
The number to which a caller is transferred if they press 2 while listening to the mailbox greeting rather
than leaving a message (*2 on embedded voicemail). For pre-5.0 systems this option is not support for
Voicemail Pro running in IP Office mailbox mode.

e Breakout (DTMF 3)
The number to which a caller is transferred if they press 3 while listening to the mailbox greeting rather
than leaving a message (*3 on embedded voicemail). For pre-5.0 systems this option is not support for
Voicemail Pro running in IP Office mailbox mode.

4. Click OK to save the voicemail changes for the user.

5.Amend any other user details, then save and merge the configuration changes.
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5.4 User Source Numbers

The Source numbers can be changed for individual users in IP Office Manager. The Source Numbers tab gives a list of
Dial In Source Numbers. Several of these numbers can relate to voicemail operation. The source number settings that
can be used for Voicemail Pro are:

e V<Caller's ICLID> = Voicemail Trusted Source Access.
Strings prefixed with a v indicate numbers from which access to the user's mailbox does not require entry of the
mailbox's voicemail code.

e When in Intuity mode users will still have to enter their voicemail code if they use the Messages button on their
telephone. However, If they have a button programmed to collect voicemail they can access their mailbox
without entering their voicemail code.

e H<Group Name> = Hunt Group Voicemail Indication.
Configures the user to receive message waiting indication for new group messages. Enter H followed by the group
name, for example HMain for the group Main.

e P<Telephone Number> = Voicemail Ringback Number.
This entry sets the destination for callback (outbound alert) calls from voicemail. Enter P followed by the telephone
number including any external dialing prefix, for example P917325559876. This facility is only available when
using Voicemail Pro through which a default Callback or a user specific Callback start point has been configured.
This feature is separate from voicemail ringback which alerts the user's own extension.

To add a source humber:

1.0Open IP Office Manager.

2.1In the Navigation pane, click ﬁ User and select the individual user.
3.View the Source Numbers tab.
4.Click Add.

Source Mumbers

Source Mumber Add,..
Y210

Remoyve

Edit..

il

—Mew Source Mumber
84

Source Mumber IHMain|

il

Zancel

5.Enter the number in the Source Number field at the bottom of the window.

6.Click OK and save the configuration file.
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5.5 Hunt Group Settings

Voicemail can be configured for each hunt group on the IP Office system. This section looks at the basic voicemail
settings.

Voicemail Answer Time

For IP Office 4.0+, the condition under which calls targeted to a hunt group go to voicemail has been changed to a
timeout. For calls waiting to be answered, once this timeout expires the call is redirected to voicemail regardless of where
it is in the hunt group.

Hunt Group | Yoicemail | Fallback || Queding || Yoice Recording || Announcements

Marme Main [] sBCC Agent Group
Extension 200
Ring Made Callective v Mo Answer Time (secs) Svstem Default (15) -
Cwerflow Mode Group w Cwerflow Time {secs) OFff -
Hold Music Source Mo Change w Yoicemail Answer Time (secs) |42 -
EEE::;: ss _?Dtatus on Mo-Answer Hone 3

IJser Lisk Civerflow Group Lisk

Extension  Mame Group Marne

Hunt Group Settings
1.0pen IP Office Manager.

2.1In the Navigation pane, click % Hunt Group and select the hunt group.

3.Select the Voicemail tab.

Hunk G@roup Fallback | Queuing | Woice Recording | Announcements

Woicemail Code
Zonfirm woicemail Code . )
‘oicennail On

Woicemail Email Yoicemail Help

Woicemail Email

() off ) Copy ) Forward ) alert

Broadcast

o003

LIMS Web Services

* Voicemail Code / Confirm Voicemail Code
Enter a voicemail code between 1-15 digits in the Voicemail Code field. This is required when users retrieve
voicemail messages for the hunt group remotely, for example from an extension that is not a member of the
hunt group or from an external telephone.

e Voicemail E-mail: Default = Blank (No voicemail e-mail features)
This field is used to set the user or group e-mail address used by the voicemail server for voicemail e-mail
operation. When an address is entered, the additional Voicemail E-mail control below are selectable to configure
the type of voicemail e-mail service that should be provided.

e Use of voicemail e-mail requires the voicemail pro server to have been configured to use either a local MAPI
e-mail client or an SMTP e-mail server account. See Voicemail E-mail Installation[54.

e Use of voicemail e-mail for sending (automatic or manual) e-mail messages with wav files attached requires
discretion, as a one-minute message creates a wav file of 1MB size.

e Voicemail E-mail Default = Off
If an e-mail address is entered for the user or group, the following options become selectable. These control the
mode of automatic voicemail e-mail operation provided by the voicemail server whenever the voicemail mailbox
receives a new voicemail message.

e Users can change their voicemail e-mail mode using visual voice. If the voicemail server is set to IP
Office mode, user can also change their voicemail e-mail mode through the telephone prompts. The
ability to change the voicemail e-mail mode can also be provided in a call flow using a Personal
Options Menu action or a Generic action.

o If the voicemail server is set to IP Office mode, users can manually forward a message to e-mail.
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o Off
If off, none of the options below are used for automatic voicemail e-mail. Users can also select this mode by
dialing *03 from their extension.

o Copy
If this mode is selected, each time a new voicemail message is received in the voicemail mailbox, a copy of
the message is attached to an e-mail and sent to the e-mail address. There is no mailbox synchronization
between the e-mail and voicemail mailboxes. For example reading and deletion of the e-mail message does
not affect the message in the voicemail mailbox or the message waiting indication provided for that new
message.

e Forward
If this mode is selected, each time a new voicemail message is received in the voicemail mailbox, that
message is attached to an e-mail and sent to the e-mail address. No copy of the voicemail message is
retained in the voicemail mailbox and their is no message waiting indication. As with Copy, their is no
mailbox synchronization between the e-mail and voicemail mailboxes. Users can also select this mode by
dialing *01 from their extension.

¢ UMS Exchange
Voicemail Pro 5.0+ supports voicemail e-mail to an Exchange server e-mail account. For users and
groups also enabled for UMS Web Services this significantly changes their mailbox operation. The
Exchange server inbox is used as their voicemail message store and features such as message waiting
indication are set by new messages in that location rather than the voicemail mailbox on the voicemail
server. Telephone access to voicemail messages, including Visual Voice access, is redirected to the
Exchange server mailbox. See UMS Exchange Server Installation[42) and UMS Exchange.

e Alert
If this mode is selected, each time a new voicemail message is received in the voicemail mailbox, a simple
e-mail message is sent to the e-mail address. This is an e-mail message announcing details of the voicemail
message but with no copy of the voicemail message attached. Users can also select this mode by dialing
*02 from their extension.

¢ Voicemail On Default = On
When on, the mailbox is used by the IP Office to answer the user's unanswered calls or calls when the user's
extension returns busy. Note that selecting off does not disable use of the user's mailbox. Messages can still be
forward to their mailbox and recordings can be placed in it. The mailbox can also still be accessed to collect
messages.

e Voicemail Help Default = Off
For voicemail systems running IP Office mailbox mode, this option controls whether users retrieving messages
are automatically given an additional prompt “For help at any time press 8." If switched off, users can still press
8 for help. For voicemail systems running in Intuity emulation mode, this option has no effect. On those
systems the default access greeting always includes the prompt "For help at any time, press *4" (*H in the US
locale).

¢ Broadcast
Select the option Broadcast if you want any voicemail messages left for the hunt group to be forwarded to the
mailboxes of the individual group members. The original message in the hunt group mailbox is deleted after
being broadcast.

e UMS Web Service (IP Office 5.0+)
If selected, the hunt group mailbox can be accessing using UMS[32 via a web browser or an IMAP compatible e-
mail application.

4.Click OK and save the configuration.
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5.6 Voicemail Channel Reservations

By default inbound calls routed from IP Office to voicemail are able to use any available voicemail channels, up to the
limit of the number of licensed channels/13, regardless of how many calls of the same type are already in progress.
However, if required, channels can be reserved for different types of inbound calls to the voicemail server.

Voicemail channel reservations can be made for:

Auto Attendant
Announcements
Voice recording
Mailbox access

Mandatory voice recording

It is worth checking the voicemail channel reservations if there are problems. If insufficient voicemail channels are
available:

Internal calls to an auto attendant are queued. The call will queue until a resource becomes available.
Announcements are not heard by the caller, but the call is routed correctly.

Manual voice recording is activated but no recording is made. The call will continue.

Users are placed in a queue when trying to access their mailbox access.

A user with mandatory recording on outgoing calls (internal and external) gets a busy tone.

A call on a line with mandatory recording set will be barred.

To change voicemail channel reservations:

1.0pen IP Office Manager and the load the configuration.

2.1In the Navigation pane click ¥3’ System and select the system.
3.Click the Voicemail tab.

Swstern || LAML || LAMZ | DNS Telephony | Directary Services | Syskem Events | SMTP | SMDR | Twinning

Woicemail Type Woicemail Like/Pra w |:| Messages Button Goes To Wisual Yoice
Yoicemail Destination
Woicemail IP Address | 255 255 255 255

woicemail Channel Reservation

Unreserved Channels  |259

Auto-Aktendant 0 % | Woice Recording [0 % | Mandatary Yoice Recording |0 e
Announcements 0 | Maibox Access |0 £
DTMF Breakout
Reception | Breakaut (DTMF 0)
Breakout (DTMF 2)
Breakaut (DTMF 3)
4.Amend the channel reservations as required. By default the values are 0.
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To view the utilization of voicemail channels:
1.0pen the System Status Application.
2.Click Resources. The System Resources summary is displayed. The following details are displayed:
e The number of voicemail channels available.
e The number of channels in use.

e Congestion information

Channel Restrictions

e The Voicemail Pro server has restrictions on the number of channels it can use for different types of outgoing calls
that it can make. These limits are separate for each of the call types. When a limit is reached, further calls of that
type are delayed until one of the existing calls is completed. These limitations are not controlled by Voicemail
Channel Reservation[93) settings.

e Qutcalling can use up to 5 channels at any time.
e Conference center invitation calls can use up to 5 channels at any time.
e Callback calls can use up to 2 channels at any time.

e Alarm calls can use up to 2 channels at any time.
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6. System Preferences

A range of voicemail server settings can be set through the Voicemail Pro client.

To change the Voicemail Pro Preferences

1.Click the Preferences 'a"‘JrJ icon and then choose General or VPNM. Alternatively, from the Administration menu,
select Preferences and then choose General or VPNM.

2.Select the System Preferences tab required.

e General(9h
General voicemail server settings.

o Directories/9
Set the folder paths for different file locations.

o Emailfwob
Select the e-mail mode (MAPI or SMTP) used by the voicemail server for its e-mail functions and configure
various settings for the selected mode.

 Housekeeping|iob)
Set the times for automatic deletion of different types of messages. Also, set the default playback order.

e SNMP Alarm i
Set the criteria which will cause the voicemail server to send alarms via the IP Office.

o Outcalling[i0h
Set the default times for outcalling operation and the frequency of outcalling retires.

o Voicemail Recording|ioh
Set the configurations for the SFTP connection to the VRL directory.

o Backup & Restore/105
Set the configurations for an immediate backup or the configurations and schedules for the daily, weekly,
and monthly backups.

e VPNM[ub
If VPNM is installed and licensed, this tab is available to set the locations of the remote VPNM servers and
the mailbox users on those servers.
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System Preferences:

6.1 General

Although the default IP Office configuration settings enable voicemail to start operating almost immediately, as soon as a
voicemail server is running on the LAN, there are some general system preferences that you can set or change.

To set general system preferences

1.0Open the Voicemail Pro Client application and connect to the voicemail server.

2.From the Administration menu, select Preferences > General.
System Preferences

Debug Level

|Ir|f0rma1||:|n -
Ilnluny b

Woicemail Password: |

Default Telephony Interface

Client/Server Connection Timeout (min):

Min. Message Length (secs):

Max. Message Length (secs): 120

Min. Password Length:

Max CallvRL Record Langth (Secs):
Iaauu - ¥ Flay Advice on Call Recording

System Fax Number (feature is disabled whan empty)

™ Use as Prefix

¥ Enable Fex Sub-Addressing

Diraaan'as| Email | Hnusekeepingl SNMP Alarm| Outcalling| Backup & Ftastore|

x|

o |

Cancel Help

e Debug Level: Default = Information

Use this field to set the level of information that the server should output for logging, if required.

Default Telephony Interface: Default = Intuity

Use this field to select the mailbox operation mode for all mailboxes. The available options are IP Office mode

and Intuity emulation mode.

e Voicemail Password: Default = Blank

A voicemail password is optional for the voicemail server. If you set a password here, it must match the Voicemail
Password configured in the IP Office security settings. See Identifying the Voicemail Server Computer(88\.

e Client/Server Connection Timeout (mins): Default = 5 minutes.
As the voicemail server supports only one Voicemail Pro client to be connected at a time, use this field to set a
timeout period for an inactive client to be logged out from the voicemail server automatically.

¢ Min. Message Length (secs): Default = 0 seconds (in IP Office mode) and 3 seconds (in Intuity mode).
Use this field to set a restriction on the minimum length for a message. The minimum value that you can set is 0
seconds, and the maximum value is 10 seconds. Messages that are of shorter length than the set minimum length
are deleted immediately. In IP Office mode, this field is unavailable.

e Max. Message Length (secs): Default = 120 seconds.

Use this field to set a restriction on the maximum length for a message. The maximum value that you can set is
3600 seconds (60 minutes). A message with the message length of 1 minute occupies approximately 1MB of disk

space.

e Min. Password Length: Default = 0 (in IP Office mode) and 2 (in Intuity mode).
Use this field to set a restriction on the minimum length of a mailbox password. The minimum value that you can
set is 0 in IP Office mailbox mode and 2 in Intuity emulation mode. The maximum value is 15.
Note: The Min. Password Length field is unavailable if the Voicemail Pro client version 8.1 is connected to a
Voicemail Pro server version 8.0 or earlier. Also note that in a centralized voicemail setup with distributed voicemail
servers, the field is unavailable on all the distributed voicemail servers, as the password length for mailboxes is

controlled by central voicemail server.

e Max. Call\VRL Record Length (secs): Default =3600 seconds.

Use this field to set a restriction on the maximum recording length for calls. The default and maximum length is

3600 seconds (60 minutes).
¢ Play Advice on Call Recording: Default = On

Use this check box to set whether to play an advice warning to the callers when their calls start getting recorded. It
is a legal requirement in some countries to inform the callers before recording their calls, and so confirm before

you clear this check box.
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e System Fax Number: Default = Blank
Use this field to set the number of the fax machine to which all incoming faxes are to be directed. If you are using
a fax board, the number that you enter must match the extension number that is connected to the fax board of the
fax server computer.

e Intuity mailbox owners have the additional option to define their own personal fax number instead of the
system fax number. As the system administrator, you still need to set a system fax number to enable mailbox
owners to override it with their preferred personal fax number. Incoming calls are directed to Voicemail Pro and
then Voicemail Pro redirects fax calls to the mailbox owner's personal fax number, if one has been set. For
details, mailbox owners can refer Avaya IP Office Using Voicemail Pro in Intuity Mode (15-601130).

o If your fax system requires prefix addressing, for example the C3000 fax server, do not type a fax number in
the System Fax Number box. Instead, type the number to use as a prefix so that a fax message can be
identified and forwarded to the extension number of the intended recipient. For example, if the prefix is 55, a
fax message for extension 201 would have the prefix of 55 automatically added so that the complete number
becomes 55201.

e System Fax Number
By default, fax detection is not enabled when Voicemail Pro is first installed. When fax detection is enabled, any fax
calls that are left in a voicemail mailbox, are redirected to this system fax number.

e Use as a Prefix
If your fax system does not use prefix addressing, leave this box unchecked. For this feature to work, you also
need to set up a short code.

e Enable Fax Sub-Addressing
Most fax servers perform fax forwarding based on DTMF signaling received with the fax call. Check the Enable
Fax Sub-Addressing box so that the DTMF signal is passed to the fax server after the call has been answered
so that the fax can be forwarded to the e-mail address of the intended recipient.

3.Click OK.

4. Click % Save and Make Live and select Yes.
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System Preferences: General

6.2 Directories

When Voicemail Pro is installed some default folder locations are used. You can change these if required.

To set the location of Voicemail system folders
1.Open the Voicemail Pro Client application and connect to the voicemail server.

2.From the Administration menu, select Preferences > General.

3.Click the Directories tab.
System Preferences

x|

General Directories | Email | Housekeeping | SNMP Alarm | Outcalling | Backup & Restore |

Woicemail server Directory

IC ‘Program Files\WwayallP Officetvoicemail Protviv
Yoicemail server Speech Diractory

|C Frogram Files\awayallF CificetVoicemail ProtWwhiWWews = I
Femote Campaign Direclory

IC Program Files\iwayalP OfficetVoicemail ProtviiCampaigns - I

Ok, Cancal Help

¢ Voicemail Server Directory
The path to the folder where the voicemail server program is to be stored. This is the folder where the file Root.
vmp is saved when the Save & Make Live option is used.

e Voicemail Server Speech Directory
The path to the folder where the libraries of speech prompts are to be stored.

¢ Remote Campaign Directory
The path to the folder where the campaign files are to be stored.

4.Click OK.

5.Click ﬁ Save and Make Live and select Yes.
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6.3 Email

The Email tab is used to configure which e-mail mode (MAPI or SMTP) the voicemail server should use and the settings
for that mode.

6.3.1 MAPI

This form is used to configure MAPI settings for use by the voicemail server.

MAPI

System Preferences : : ﬂ

General | Directories Email |H0usakaeping | SMMP Alarm | Outcalling | Backup & Restore |

M Enable MAPI
[ Details
Profiles; | MS Exchange Settings i |

| Ok I Cancel Help

e Enable MAPI
Selecting this option will switch the voicemail server to using MAPI for its e-mail options rather than SMTP.

e Profile
This is used to select the MAPI e-mail account the voicemail server should use to provide visibility to the e-mail
account mailboxes for which it requires access. The profile must exist within the MAPI e-mail client on the server
computer and must be useable by the Windows account under which the Voicemail Pro service is running.
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System Preferences: Email

6.3.2 SMTP Sender

These settings are used to configure the SMTP server and server account that the voicemail server uses for sending
e-mails using SMTP.

Multiple servers can be configured. The first entry specifies the default SMTP server used for sending e-mails if there is
no other entry matching the domain specified in the e-mail destination address. Additional servers can be added when
different settings are required for sending e-mails to specific domains. For example, the default can be configured for the
customer's internal network exchange server with additional entries added for e-mails to external e-mail domain
addresses such as yahoo.com.

¢ Messaging Between Voicemail Servers
VPNM, distributed voicemail servers and primary/backup voicemail servers all use SMTP to exchange information
and messages between the voicemail servers. When that is the case the first entry in the SMTP Sender list must
be the one used and needs to be configured for that service with the domain and server setting both matching the
IP address or fully qualified domain of the voicemail server.

In the example below, the first entry is being used for messages to other voicemail servers. Its own address is used as
both the domain and server settings as an SMTP service on the same server as the voicemail service is used (for
example, IIS SMTP on the Windows server). The next entry is used for other e-mails that use the customer's general
e-mail domain address with the server set to the customers e-mail server. A third entry has been added to send some
e-mails generated by E-mail Actions in call flows direct to an external e-mail service.

System Preferences __?_(__I

General | Directories Email ]Hnusekeepingl SHMP Alarm | Outcalling | Backup & Restore |

g ¥ X T Logging & W
Domain [ Server | Port Nu| Identifier
vmprol.example.com wmprol example.com 295 wmpro@rmpro 1. example.com
smitp, example. com smip. example.com 25
wahoo.com smitp.yahoo.com 25

e The first two entries in the example above can be combined. Voicemail server to server synchronization uses the
Domain setting only whereas other e-mail services use the Server address and other setting.

System Preferences __?_(_J

GanaraJ| Directories Email ]Hnusekeapingl SNMP Alarrnf Outculling| Backup & Ftastcre|

MAPI SMTP Sender | SMTP Receiver |
g & X T Logging T
Domain | Server ] Fort Nul Identifier
wmprol.example.com wmprol.example.com 25 wmpro(@wmpro 1.example.com
yahoo,com smip.yahoo.com 25
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SMTP Sender Settings

Systermn Preferences

General | Directories  Email ]Houeekeepingl SNMP Alarm | Outcalling | Backup & Restore |

MaP| [SMTP Sender | SMTP Receiver |

g 2 X T Logging 4 ¥
Domain | Server | Port Mo | identifier
wmprol.exemple.com  wnprol example.com 25 vmpro@vmprao 1. example com
smitp. example. com smip example.com 23

yahoo. com smip.yshoo.com 25
4| J >

| OK I Cancel Help
¢ Logging

If selected, SMTP logging[:sh by the server is enabled.

e Servers

This section is used to enter details of the SMTP server or servers to which the voicemail server sends its

messages.
SMTP Sender Configuration
[ SMTP Server
Mail Domain: [ump:m example.com
Mail Server. |Vmpm‘| example.com
Port Number: s
Sender: |mpm@'«'mpm't.sxumple.mrrl

T Server requires authentication

Account Name: |

Password I

© Use Challenge Besponse Authentication (CRAM-MDG)

e

Cancal | Help
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System Preferences: Email

To add a server, click on the 4k, icon. To edit the server, click on the #5 icon. To delete a server entry, click on ¥.

¢ Mail Domain
This field is used differently depending on whether it is the first entry in the list or not:

o For the first server entry in the list:
This is the default outgoing e-mail settings. It also sets the mail destination domain on which the voicemail
server filters incoming messages (see below) and so is repeated on the SMTP Receiver/0h tab.

¢ Messaging Between Voicemail Servers
For messaging between voicemail servers, the first entry in the SMTP Sender list must be the one
configured and used. Each server uses the SMTP server service on the same server computer as the
voicemail service. For example a Windows based servers uses the SMTP e-mail provided by the IIS on the
same server. The voicemail service also uses the domain set to filter incoming SMTP mails received by the
SMTP server. For this to work, the domain entered should be the fully qualified name of the server on which
the voicemail server is running, for example vmprol.example.com. Any incoming messages where the
recipient mail domain is not exactly the same as the specified domain are ignored. The recipient can either
by vmsyncmaster, vmsyncslave or the name or extension of a mailbox on the Voicemail Pro server, for
example Extn201@vmprocentral.example.com or 201 @vmprocentral.example.com.

¢ For subsequent entries:
The domain specifies that these settings should be used for e-mails sent to the matching domain. The entry
must be a fully qualified name resolvable by DNS or an IP address.

e Server
This specifies the IP address or fully qualified domain name of the SMTP server to which messages are sent.

o For the first server entry in the list:
Where messaging between voicemail servers is being used (central, backup and or distributed servers), the first
entry is used and will match the domain set above.

e For subsequent entries:
It will be the address of the e-mail server that will handle e-mails for recipients other than another voicemail
server on the network.

e Port Number
This is port to which messages are sent, usually 25.

e Sender (Identifier)
Note that some servers will only accept e-mails from a specific sender or sender domain. If left blank, the voicemail
server will insert a sender using either the e-mail address set for the voicemail mailbox user if set or otherwise
using the best matching name it can resolve from the IP Office.

e Server Requires Authentication
This check box indicates whether the connection to send SMTP messages to the mail server requires authentication
with that server. The authentication will typically be to the name and password of a mailbox account configured on
that server.

¢ Account Name
Sets the name to use for authentication.

+ Password
Set the password to use for authentication.

¢ User Challenge Response Authentication (Cram MD5)
If this check box is selected, the name and password are sent using Cram MD5.

Note:

If you are using Voicemail Pro in a distributed environment, a distributed server delivers a recorded message to the
central voicemail server on completion of the recording. However, the presentation to the voicemail server for message
waiting indication (MWI) and access via telephone might be delayed because of the internal processing of the message
and the network latency. The delay might be up to 2 minutes in high traffic situations.
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6.3.3 SMTP Receiver

This tab is used to set where the voicemail server checks for incoming SMTP messages. The SMTP Receiver setting can
be set to either Internal or External.

o Internallwh
Use this option for voicemail servers running on the IP Office Application Server server.

o Externallwh
Use this option when the voicemail server is on a server where is co-exists with a third-party SMTP application, for
example an IIS server with SMTP enabled.

External

The External setting should be used when the voicemail server should check the mail drop folder on a local SMTP server
for SMTP e-mail messages. For example, when there is an IIS server with SMTP enabled on the same server computer as
the Voicemail Pro server.

o Distributed or Primary/Backup Voicemail
This is the option that should be used if the voicemail server is a Windows-based server in a network where
distributed voicemail servers are being used or if the voicemail server is a server in a primary/backup voicemail
server pairing.

System Preferences il

GeneraJ| Directories Email lHnusekeepingl SNMP Alarm | Outcalling | Backup & Fiestnre|
MAF! | SMTP Sender SMTP Receiver |

SMTP Receiver [External =l
Drop Folder |Eiﬁ'|ne1pubfma1|r'0ljb"dr'op.f
Domain [10.1.1.17

| OK | Cancel Help

e Port
This is the port on which the server receives incoming SMTP e-mails.

e Domain
This is the domain destination address for which the server will accept incoming e-mails. Note that it matches the
domain set by the first server entry in the SMTP Sender/woh tab.

¢ Messaging Between Voicemail Servers
For messaging between voicemail servers, the first entry in the SMTP Sender list must be the one
configured and used. Each server uses the SMTP server service on the same server computer as the
voicemail service. For example a Windows based servers uses the SMTP e-mail provided by the IIS on the
same server. The voicemail service also uses the domain set to filter incoming SMTP mails received by the
SMTP server. For this to work, the domain entered should be the fully qualified name of the server on which
the voicemail server is running, for example vmprol.example.com. Any incoming messages where the
recipient mail domain is not exactly the same as the specified domain are ignored. The recipient can either
by vmsyncmaster, vmsyncslave or the name or extension of a mailbox on the Voicemail Pro server, for
example Extn201@vmprocentral.example.com or 201 @vmprocentral.example.com.

Note:

If you are using Voicemail Pro in a distributed environment, a distributed server delivers a recorded message to the
central voicemail server on completion of the recording. However, the presentation to the voicemail server for message
waiting indication (MWI) and access via telephone might be delayed because of the internal processing of the message
and the network latency. The delay might be up to 2 minutes in high traffic situations.
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6.4 Housekeeping

Use the Housekeeping tab to:

Set the duration after which the Voicemail Pro server deletes messages and recordings automatically.

Set the default playback order of messages.

The following are the different categories of messages that the housekeeping settings apply to:

New messages
This status is applied to messages where neither the header nor the message content has been played.

Old messages
This status is applied to messages where the user has played the message content but has not marked the message as
saved.

Saved messages
This status is applied to messages that have been marked as saved by the user.

Unopened messages
This status is used for messages where, in Intuity emulation mode, the user has played the message header but has
not played the message content.

New recordings
This status is used for recordings that have not been played.

Old recordings
This status is used for recordings that have been played.

Deleted messages
This status is used for messages that have been marked as deleted through mailbox access.

Note: The housekeeping deletion settings do not apply to the messages stored on an Exchange server.

To set the housekeeping settings
1.0pen the Voicemail Pro Client application and connect to the voicemail server.

2.From the Administration menu, select Preferences > General.

3.Click the Housekeeping tab.

System Preferences _5]

Delete after Flayback Order

4

L Lef Lef Lef Lo L]

New messages 0 = hours |F|FU
Old messages 30 = days |LIFD
Saved messages 0 = hours [LlFD
Unopened messages 0 E— hawurs [FIFD
MNew recordings 0 E hours | FIFD

Old recordings 30 = days |LIFO

Deleted messages 1 1 days

| (8],4 | Cancel Help

4.Under Delete after, set the time, in hours, after which you want the respective messages to be deleted automatically.

A value of 0 disables automatic deletion. The actual deletion is performed during the next idle period, that is, when
there are no calls to or from the voicemail server.

5.Under Playback Order, set the order of playback for the respective message types. The available options are First in-

First out (FIFO) and Last in-First out (LIFO). FIFO is the default option.

6.Click OK.

7.Click @ Save and Make Live and select Yes.
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6.5 SNMP Alarm

The IP Office system can be configured to generate alarms. These alarms can be sent from the IP Office using SNMP,

SMTP e-mail, or Syslog alarm formats. This tab is used to set the levels at which the voicemail server will indicate to the
IP Office to send an alarm.

To set SNMP alarms
1.Open the Voicemail Pro Client application and connect to the voicemail server.

2.From the Administration menu, select Preferences > General.

3.Click the SNMP Alarm tab.
System Preferences ___3_(_‘

General | Directories | Email | Housekeeping [SNMP Alarm | Outcalling | Backup & Restore |

— Alarm Threshold Unit

C Disk Space left (MB)

& Recording Time left (min)

Alarm Threshold Lewal

E Default Settings

Mote: The Alarm Threshold Level value is related to the selected Alarm Threshold Unit
e.g. BOMB or 60 min,

| Ok I Cancal Help

4.Under Alarm Threshold Unit, select either Disk Space Left (MB) or Recording Time left (minutes).

5.In the Alarm Threshold Level field, enter the number of units (minutes or MB) at which SNMP alarms are to be
triggered. The minimum value that you can enter is 11.

In addition to the alarm that triggers at the threshold value, the following SNMP alarms are set automatically:
e Space OK Alarm
This alarm is triggered when the amount of available space returns to above a level set at Alarm Threshold Level
plus 30.
e Critical Alarm

This alarm is set at 30. If the Alarm Threshold Level is set at less than 40, the critical alarm is set at Alarm
Threshold Level minus 10. Note that the critical alarm value decreases if you decrease the Alarm Threshold value,
but the critical alarm value does not increase if you increase the Alarm Threshold value. So, the critical alarm value

keeps on decreasing and remains set at the least value that it takes. To reset the critical alarm back to 30, click
Default Settings.

6.To return to the default alarm settings, click Default Settings. The Alarm Threshold Level is reset to 60. The Space
OK level is reset to 90. The Critical Alarm level is reset to 30.

7.Click OK.

8. Click % Save and Make Live and select Yes.
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System Preferences: SNMP Alarm

6.6 Outcalling

The outcalling preferences in Voicemail Pro are defaults for global operation. Mailbox owners can configure their own
outcalling options from their telephone, for example, create their own time profile.

For details on configuring outcalling, see Avaya IP Office Using Voicemail Pro in Intuity Mode (15-601130) and Avaya IP
Office Phone Manager User Guide (15-600988).

A timeout value can also be set by a user. This is the duration for which outcalling will attempt to connect to a number
before giving up.

To set the global outcalling preferences

1.Open the Voicemail Pro Client application and connect to the voicemail server.

2.From the Administration menu, select Preferences > General.

3.Click the Outcalling tab.
System Preferences . x|

General | Directories | Email | Housekeeping | SNMP Alarm  Outealling lBackup & Restore |

i Bystem Times
From To
Prime Times: foran =] |1ma0 =]
Pask Timas: [oson =] 1730 =]
System Retry Settings
Number of Retries: Retry Interval:
| 5 = Fetry | Intenv...
1 st 1
Znd 5
ird 10
4 th 20
Sth 30

| Ok | Cancal Help

4. Select the times that outcalling is active in the System Times section.

e Prime Times
The time period that outcalling is to be active as default for the system.

e Peak Times
The busiest working hours.

5.Set the retry settings in the System Retry Settings section.

e The Number of Retries can be between 0 and 10. If the message is not collected after the last retry, no
notification is sent until another new message is delivered in the user's mailbox.

e The Retry Interval for each successive retry. The interval is the length of time between each attempt to connect
to the target number again. The 6th to 10th retries use the default retry interval.

e Double-click a selected retry time to edit the interval between retries. The New interval number window opens
where the length of time between each attempt to ring the target number can be changed. Click OK to save the
change and return to the System Preferences window.

6.Click OK.
7.Click % Save and Make Live and select Yes.

6.7 Voicemail Recording

The Voicemail Recording tab is displayed only if you connect to a Linux-based voicemail server.

On a Linux-based voicemail server, use the Voicemail Recording tab to configure SFTP connection on voicemail server
to transfer recordings to the Voice Recording Library (VRL) application IP Office ContactStore.

To configure SFTP connection to the VRL directory
1.Open the Voicemail Pro Client application and connect to the voicemail server.

2.0n the Administration menu, click Preferences > General.
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3.Click the Voicemail Recording tab.
System Preferences

Email | Housekeeping | SNMP Alam | Outcaling Voicemail Recording | Backup &R+ | * |

Contact Store Settings

FTP User Mame |

FTP Password [

Remote FTP Location [

Femote FTP Host [

Test Connection E

X

0K Cancel
| | |

Help

4.Enter the required details in the respective fields.

Note: Enter the absolute FTP path of the VRL directory in Remote FTP Location.

5.Click Test Connection to verify the connectivity of the voicemail server to the remote SFTP server. If the connection

fails, see SFTP Host Key Verification |13,
6.Click OK.

7.Click ﬁ Save and Make Live and select Yes.
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6.8 Backup & Restore

Using the Backup & Restore tab, you can:

1.View the details of previous backups.

1.Take an immediate backup of the voicemail data and settings.

2.Schedule backups for the voicemail data and settings.

3.Restore the voicemail data and settings from a backup, on a Windows-based voicemail server.
To view, restore, or schedule backups

1.Open the Voicemail Pro Client application and connect to the voicemail server.

2.0n the Administration menu, click Preferences > General.

3.Click the Backup & Restore tab.

System Preferences

x|
General | Directories | Email | Hnusaksepingl SNMP Alarm | Outcalling  Backup & Restore |
i Data Backup

Tupe | Date & Time Backup Path Size [in KB]
» 07-Sep-2012 11:... | WMProBackup_Immediate32_ 2012

)

D aily 11-5ep-2012 09:... | WMProBackup_Daly10_2012911_.. |0
D aily 13-5ep-2012 09:... | WMProBackup_Daly10_2012913 .. |0
4

0

Immediate | 17-Sep-2012 07:... | WMProBackup_Immediate32_ 2012

D aily 17-5ep-2012 09:... | WMProBackup_Daily10_2012.917_.

Last Run: 3172012 51 2:00 AM Type: Daily
Nexd Run: 91842012 31 2:00 A Type: Draily
Restare | Backup Now | Configure... |

| OK. I Cancel | Help |

e The Data Backup section displays the following details of the previous backups:

e Type: Immediate, Daily, Weekly, or Monthly.
¢ Date & Time

e Backup Path

e Size

Note: The list includes only those backups that are saved on the local computer. To refresh the list, close the
System Preferences dialog box and open the dialog box again.

e Last Run & Type
The time and type of the previous backup.

¢ Next Run & Type
The time and type of the backup that is scheduled to run next.

Note: If a backup is already in progress, the Next Run field displays Active.

e Restore
Click Restore to restore the voicemail data and settings from a backup. For details, see Avaya IP Office
Administering Voicemail Pro (15-601063).

e Backup Now
Click Backup Now to take an immediate backup of the voicemail data and settings. For details, see Avaya IP
Office Administering Voicemail Pro (15-601063).

Note: If a backup is already in progress, the Backup & Restore dialog box displays Abort instead of Backup Now.
Click Abort to abandon the backup in progress.

e Configure
Click Configure to schedule backups for the voicemail data and settings. For details, see Avaya IP Office
Administering Voicemail Pro (15-601063).
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4.Click OK to close the System Preferences dialog box.

5.To save any changes, click ﬁ Save and Make Live and select Yes.

Note: If you connect to a Linux-based voicemail server or to a Windows-based voicemail server that is not running on
the same computer as the Voicemail Pro Client, the Restore button is not available.

x|

System Preferences

General | Directories | Email | Hnusekeepingl SHMP Alarm | Outcalling Backup & Restare |
i~ Data Backup

Tupe | Date & Time Backup Path Size [in KB]
3 07-Sep-2012 11:... | VMProBackup_Immediate32_2012... |3

Draily 11-Sep-2012 09:... | VMProBackup_Daiy10_2012.9.11_..
Draily 13-Sep-2012 09:... |VMProBackup_Daiy10 2012913 ..
Immediate | 17-Sep-2012 07:.. | VMProBackup_Immediate32 2012,

Draily 17-Sep-2012 09:... | VMProBackup_Daiy10_ 2012917

Last Run: 9417/2002 51 2:00 A Type: D aily
Mexd Run: 918420012 3:12:00 Ak Type: D aily
Backup Now | Configure... |

| OK I Cancel | Help |

6.9 VPNM

This set of preferences is used to add a list of the remote VPNM servers and mailbox users on those servers.
o ! These features are not supported on a Linux-based Voicemail Pro server.

To open the VPNM window:
1. Start the Voicemail Pro Client.
2. From the Administration menu, select Preferences > VPNM. The VPNM window opens.

i x]

—WPMM Server(s)

Semver | Prefis |
vphm. sitea. avaya. com

Add | Delete |

 Ugers for WPMM Server(s]

Sepver | Full Wame | LocaIEHtensinnl Remote Er:tensinnl Mumber |
vphm.sitea. avaya.com BobJones 200 200
Add adify Delete Add Range |

Hep | Eit |

To add a VPNM server:
1. In the VPNM Server(s) section, click Add.

2. Enter the fully qualified domain name of the remote VPNM destination (the remote Voicemail Pro server computer or
Avaya Interchange).
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System Preferences: VPNM

3. Enter the two digit access prefix, if these are being used.
4. Click OK.

To delete a VPNM server:
1. In the VPNM Server(s) section, select the server that is to be deleted.
2. Click Delete. When a server is deleted, all of the users associated with that server are also deleted.

Implementing Voicemail Pro Page 111
IP Office 8.1 15-601064 Issue 8b (Tuesday, December 11, 2012)



To add a user to VPNM server:

1. In the Users for VPNM Server(s) section, click Add. The Adding a new user window opens.

Adding a new user

—Fleaze complete the uzer detail
W'hich WFIM Server does thiz uzer belong to?

Wwhat iz this uger's full name?

Please enter the user's local extension

Please enter the uzer's remote extension

What iz thiz uzer's full telephone number?

0K

LCancel

2. Enter details for the user. All of these details MUST be completed before the user can be added.

e Select the VPNM server from the listing.

e Enter the user's full name. The user's full name is used by the local Voicemail Pro's dial by name feature.
e Enter the user's extension. The local extension number is used as the local mailbox number and so should not

conflict with any existing local number.

e Enter the user's remote extension. The remote extension number should be the user's real extension number.
Typically this and the 'local extension number' are kept the same using a unique extension number dial plan for

the linked systems.

e Enter the user's full telephone number. The full telephone number should be a dialable number that is routed to

the user's extension or mailbox.

3. Click OK to save the details and return to the VPNM configuration window.
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System Preferences: VPNM

To add a group of users:

1. (Optional) Check the option Enable WildCard. When this option is selected you can use the question mark symbol
(?) to represent any number.

2. In the Users for VPNM Server(s) section, click Add Range. The Adding a range of users window opens.
Adding a range of users il

Which WPMM Server do these uzers belong ta?

Input extension range.

Start Mumber of Uzers

Enter lacal prefiz

Enter remote prefis

ak. I Cancel

3. Enter details for the users. All of these details MUST be completed before the users can be added.
e Select the VPNM server for which you want to add the users.
e Enter the start number of the extension range.

e Enter the local prefix.
e Enter remote prefix.
4. Click OK to save the details and return to the VPNM configuration window.
To change details of a VPNM user:

1. In the Users for VPNM Server(s) section, select the name of the user whose details need to be changed.
2. Click Modify. You can change the user's full name, the local extension number and the full telephone number.
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Chapter 7.
Centralized Voicemall Pro

Implementing Voicemail Pro Page 115
IP Office 8.1 15-601064 Issue 8b (Tuesday, December 11, 2012)



7. Centralized Voicemail Pro

A Small Community Network (SCN) consists of several IP Office telephone systems. These are connected using H323

Lines where the Supplementary Services settings of the lines has been set to IP Office SCN. For details, see Avaya
IP Office Manager (15-601011).

Within a Small Community Network, the following options for providing voicemail are supported:

« Centralized Voicemail Centralized
Centralized Voicemail Pro uses a single Voicemail Pro server to provide ;g'rffe'?a”
voicemail services for all IP Offices in the Small Community Network.

Except for use of ContactStore, only the central IP Office hosting the

voicemail server requires licensing for Voicemail Pro operation and
features.

IP Office

e Licenses: The central IP Office is licensed as normal for Voicemail
Pro operation and the voicemail features required. The other IP
Offices only require licenses for UMS and or for ContactStore if
required.

o Centralized Voicemail with Fallback IP Officelu® Centralized
Control of the voicemail server can be taken over by another IP Office if \s’ginc;”a“
the central IP Office becomes unavailable.

Fallback
IP Office

e IP Office Release 5.0+ with Voicemail Pro 5.0+.

¢ Licenses: The fallback IP Office that takes over control of the
voicemail server requires licenses for Voicemail Pro operation and
the features required during fallback.

IP Office

{Cm

o Centralized Voicemail with a Backup Voicemail Server/i:9

The central IP Office hosting the voicemail server can be configured with Vaep

the IP address of a backup voicemail server. During normal operation, Server oM S
call flows and other settings on the backup server are kept synchronized /
with those of the primary voicemail server. If the primary voicemail
server becomes unavailable to the network, voicemail services are -

£

provided by the backup voicemail server.

Central
IP Cffice

e IP Office Release 6.0+ with Voicemail Pro 6.0+. IP Office

rcenm

e IIS SMTP is used to exchange information between the servers.

e Licenses: The existing licenses are used.

« Centralized Voicemail with Distributed Voicemail Servers/izh

Other IP Offices in the Small Community Network can host their own Vaiemoued
Voicemail Pro server. That server is then used for the IP Office's S
voicemail functions except message storage. Centralized
. ) i ) Woicemail Server
e IP Office Release 6.0+ with Voicemail Pro 6.0+. + SMTP Server
e IIS SMTP is used to exchange information between the servers.

e The distributed voicemail server provides all voicemail services
except voicemail collection for its associated IP Office.

Central
IP Office

~ uoman

In all the cases above, the central voicemail server remains the store for messages and recordings (except for Exchange
UMS users). The central voicemail server does message waiting indication and is the voicemail server used for message
collection. Only when the central server is temporarily unavailable will the backup or any distributed server do message
storage and collection. In those scenarios, when the central server is restored, messages collected by the backup or
distributed servers are forwarded to the central server.

IP Office
(Centraized)

e Licenses: Each IP Office using a distributed voicemail server must

have licenses for Voicemail Pro operation and the voicemail features
required.

Combinationsi2h of the solutions above can be deployed. For example using a backup server and fallback IP Office
control.
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Centralized Voicemail Pro:

7.1 Centralized Voicemail

Within a Small Community Network, a single Voicemail Pro server can be used to provide voicemail features for all the IP
Offices in the SCN.

Centralized
Yaicemail
Server

Central
IP Cffice

loien i Fm)

[P Office
(el zed )

One IP Office is configured for operation with the Voicemail Pro server as normal, including the license for voicemail
operation and the features required. This IP Office is then regarded as the central IP Office for voicemail.

Within the other IP Office systems, the voicemail settings are configured to indicate that they get their voicemail services
from the central IP Office. These IP Offices do not need licenses for voicemail (except for ContactStore and or UMS if
required).

With the International Time Zone functionality available on the central Voicemail Pro server, the users of the IP offices
located in different time zones across the globe receive messages in their voicemail system with their respective time
stamp. In the sample scenario, the three IP Offices located in different time zones connect to each other. Two of the IP
Offices are located in different geographical locations and are connected to the central IP Office. The Voicemail Pro server
connects to the central IP Office. In this setup, the system stores the voicemail messages on the centralized Voicemail
Pro. Each IP Office is set up to use Simple Network Time Protocol (SNTP) .

In the centralized Voicemail Pro setup, the time source of the IP Office network must be SNTP (Simple Network Time
Protocol).

Simple Network Time Protocol (SNTP) is an Internet standard protocol (built on top of TCP/IP) that provides accurate
synchronization to the millisecond of computer clock times in a network of computers. It synchronizes all the IP Offices in
an SCN configuration.

Summary of IP Office Settings
Once the IP Office SCN has been setup, the following settings are used in the IP Office systems to provide voicemail
operation for all the IP Offices.

IP Office Settings Central IP Office Other IP Offices

Voicemail Type Voicemail Pro Centralized Voicemail
Voicemail IP Address |Set to the voicemail server computer's IP Not used.
address.
Voicemail Destination|Not used. Set to the Outgoing Group ID of the H323
Line to the central IP Office.
Licenses This system needs licenses[12) for all the The other IP Offices only require licenses for
Voicemail Pro features required. UMS and or for ContactStore if required.

When accessing a voicemail server that is acting as centralized voicemail server, the Voicemail Pro will display
Centralized Voicemail in the title bar.
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7.2 Fallback IP Office Control

IP Office Release 5.0+ supports a number of fallback features for Small Community Networks. In conjunction with
Voicemail Pro 5.0+, fallback can include one of the IP Offices assuming control of the voicemail server should the central
IP Office become unavailable on the network.

Normal Operation

During normal operation, voicemail services for the
Small Community Network are provided by the
central IP Office communicating with the voicemail
server.

Centralized
S oicemail

Fallback

IP Office
Cemratzed)

IP Cffice

Fallback Control Operation

If the central IP Office becomes unavailable to the
network, control of voicemail services for the Small
Community Network is taken over by the fallback IP
Office.

Centralized
S oicemail
Server

Fallhack

IP Office
[(Cemtratzed)

¢ WARNING
During the transition of voicemail control, access to voicemail may be unavailable for several minutes. Existing
voicemail calls are disconnected and new calls are routed as if voicemail is unavailable. The same applies when the
central IP Office is restored.

Setup and Requirements for Voicemail Fallback

e Within the configuration of the central IP Office hosting the voicemail server, on the H323 Line to the fallback IP
Office;

e The Supplementary Services setting should be changed from IP Office - SCN to IP Office -SCN Fallback.
e The option Backs up my Voicemail should then be selected from the SCN Backup Options.

e The fallback IP Office is configured for centralized voicemail as normal. However its configuration must also include
licenses for the Voicemail Pro support and the voicemail features required during fallback.
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7.3 Backup Voicemail Server Operation

For IP Office Release 6.0 or later, the central IP Office hosting the Voicemail Pro server can be configured with the IP
address of a backup voicemail server. If the central voicemail server becomes unavailable to the network, the backup
voicemail server will be used to provide voicemail services. This option requires the voicemail servers to be running
Voicemail Pro Release 6.0 or later.

Backup During Normal Operation:

Yoicemail Server

e Voicemail services and message storage for the IP

Centralized  gyTp Offices is provided by the central voicemail server.

Yoicemail
Server

IP Ciffice

(Centralized)

e Call flows, greetings, recorded names, and
configuration settings on the backup voicemail server
are synchronized with those on the central voicemail
server. The configuration settings that are
synchronized include the registry settings, user
variables, SMTP mappings, and alarms. However, the

P Oiffice directory locations, settings specific to Voicemail Pro

client, Voicemail Pro IIS port settings, Campaign
settings, Service SID of the Voicemail Pro service, and

( Vices 2 Fmo) =

/ backup configuration settings are not synchronized.
Centralized voicemail with a backup server during normal e Messages are synchronized, but the central voicemail
operation. server remains the message store.

IP Ciffice
(Centralized)

e The central and backup servers are synchronized
regularly at defined intervals using IIS SMTP e-mail
between the servers.

During Backup Operation:
Backup If the central server become unavailable to the network:

Yoicemail y\?
Server
4]

e The backup server provides voicemail services to the
IP Offices.

IP Ciffice
(Centralized)

e New messages are stored on the backup server.

After Backup Operation
When the central server is restored to the network:

Central
IFP Office

(lioicen 2 Fro)

IFP Ciffice

I e Call flows, greetings, recorded names, and
(Ceniralized)

configuration settings on the central server are
synchronized with those on the backup server.

Centralized voicemail with a backup server during backup ¢ The central server sends a signal to the backup server
operation. to indicate that it is ready to resume control as the
active voicemail server.

e Depending on the mode of failback operation
configured, the system administrator or the backup
server initiates failback operation to reinstate the
central server as the active voicemail server.

e Manual Failback/:2h
o Graceful Failback/:2h
o Automatic Failback/i2h

Note: For details on configuring failback operation on
backup server, see the "Configuring Failback
Operation on Backup Server" section in Avaya IP
Office Administering Voicemail Pro (15-601063).

e Any new calls that arrive when failback operation is in
progress are lost.

e If the backup server becomes unavailable to the
network before failback operation, the central server
resumes control as the active voicemail server.

Call flows defined on the central server are synchronized with the backup server.
o Call flows defined on the central server cannot be modified on the backup server.
e Call flows cannot be defined on the backup server.

e Call flows defined on a distributed server are not synchronized to the central or backup servers.
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Configuring Backup Server Operation
1.The Voicemail Pro server software is installed as normal on the backup server computer. The voicemail server is not
specifically configured as being a backup server.

2.The central IP Office hosting the primary voicemail server is configured with the IP addresses of both the primary
voicemail server and the backup voicemail server.

Syskern | LAMNL || LANZ || DNS Vaicemail Telephony | Directory Services | Svstem Events | SMTP | SMODR | Twinning || WM CCR
Yoicemail Tvpe Woicemail Like/Pra w Messages Butbon Goes To Visual Yoice

‘oicemail Destination

‘Woicemail IP Address 192 165 42 201

[ Backup Woicemail IP Address | 192 . 156 42 211 ]

3.The other IP Offices are configured for centralized or distributed voicemail as normal.
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Centralized Voicemail Pro: Backup Voicemail Server Operation

7.3.1 Manual Failback

The following is the sequence of events for the manual failback operation of the backup server:

1.The backup server functions as the active voicemail server until the system administrator shuts down the backup
server.

2.The system administrator chooses one of the following options to shutdown the backup server:
e If no voicemail calls are active on the backup server, shutdown the backup server immediately.

e If some voicemail calls are active on the backup server, suspend the backup server operation to prevent any new
voicemail calls. Then, shutdown the backup server immediately after all the active voicemail calls on the backup
server come to an end.

o If some voicemail calls are active on the backup server, suspend the backup server operation to prevent any new
voicemail calls. Then, shutdown the backup server immediately after the number of active voicemail calls on the
backup server reduces significantly.

3.When the backup server shuts down, the central server resumes control as the active voicemail server.

7.3.2 Graceful Failback

The following is the sequence of events for the graceful failback operation of the backup server:
1.The backup server functions as the active voicemail server while voicemail calls are active on the backup server.

2.The backup server hands over the control to the central server immediately after all the active voicemail calls on the
backup server come to an end.

7.3.3 Automatic Failback

The following is the sequence of events for the automatic failback operation of the backup server:

1.The backup server enters the suspend mode to prevent any new voicemail calls and starts a countdown timer for the
failback operation timeout.

2.The backup server functions as the active voicemail server until any one of the following events:
e All active voicemail calls on the backup server come to an end.
e Timeout period for failback operation is elapsed.

3.The backup server hands over the control to the central voicemail server immediately after any one of the
aforementioned events.

Note: If the failback operation timeout is set to 0, the hand over of the control is immediate.

7.4 Distributed Voicemail Servers

For IP Office Release 6.0 and higher, remote IP Offices in the Small Community Network can be associated with another
voicemail server in addition to the centralized voicemail server. The additional distributed server then provides all
voicemail services (except message storage and collection) for that IP Office. This requires the remote IP Office to have
licenses for voicemail operation and the features it requires.

While the distributed server does message recording, it forwards all messages to the central voicemail server. The
messages are transferred between systems using an IIS SMTP e-mail services. For mailbox users, message waiting
indication and message collection is still done using the central voicemail server. With the support of International Time
Zone (ITZ) functionality, the users of the IP Offices located across the globe receive messages in their voicemail system
with their respective local time stamp.

Centralized Voicemail with Additional Distributed
Voicemail Servers

In this scenario, the three IP Offices located in different
time zones connect to each other. Two of the IP Offices
are located in different geographical locations and are
connected to the Central IP Office. The Central IP Office
connects to a central Voicemail Pro server and the other
IP Offices connect to the Distributed Voicemail Pro server,
an additional voicemail server added to the Small
Community Network. Each IP Office is set up to use
Simple Network Time Protocol (SNTP), the time source of
the IP Office Network.

IF Office Simple Network Time Protocol (SNTP) is an Internet
standard protocol (built on top of TCP/IP) that provides

(Centralized) >
3 . accurate synchronization to the millisecond of computer
clock times in a network of computers. It synchronizes all

the IP Offices in an SCN configuration.

Distributed
Yoicemail Server

SMTR.
Centralized @
Yoicemail Server

+ SMTP Server

IFP Office
(¥ striferbed)

IF Office

‘oicent EV'\‘

e Other IP Offices continue to use centralized voicemail
as normal.

e An IP Office that is using a distributed voicemail server
cannot also be used as the fallback IP Officelu:® for the
central voicemail server.
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e The synchronization is done using IIS SMTP e-mail
between the servers.

Note: In the distributed Voicemail Pro set up, ITZ
functions similar to the centralized Voicemail pro set up.

Multiple Distributed Servers

Additional distributed voicemail servers can be added as
required by the individual IP Office sites in the Small
Community Network.

Distributed
Yoicemail Server

SMTE,
Centralized

Yoicemail Server @
+ SMTP Server

IP Ciffice
(¥t perbed)

IFP Ciffice
(Distribubed)

Sharing Distributed Voicemail Servers

The same distributed voicemail server can be shared by
several IP Offices. The services it provided to each will
depend on the licenses that each has.

Distributed
Yoicemail Server

SMTE,
Centralized @
Yoicemail Server

+ SMTP Server

IFP Office
(¥ striferbed)

IFP Ciffice

fD«'sMMe

Summary of IP Office Configuration Settings for Distributed Voicemail Servers

IP Office Central IP Office Other IP Offices IP Office with Distributed
Settings Server

Voicemail Voicemail Pro Centralized Voicemail Distributed Voicemail

Type

Voicemail IP |Set to the central voicemail server|Not used. Set to the distributed voicemail

Address computer's IP address. server computer's IP address.

Voicemail Not used. Set to the Outgoing Group ID of [Set to the Outgoing Group ID of

Destination the H323 Line to the central IP the H323 Line to the central IP

Office. Office.

Licenses This system needs licenses[12) for |The other IP Offices only require |This system needs licenses[12) for
Voicemail Pro and all voicemail licenses for UMS and or for Voicemail Pro and all voicemail
features required. ContactStore if required. features required.

Configuring Distributed Voicemail Server Operation
1.The centralized voicemail server for the SCN and its central IP Office are configured as normal.

2.The Voicemail Pro server software is installed as normal any distributed voicemail server computer. The distributed
voicemail server is not specifically configured as being a distributed server.

3. Each IP Office hosting a distributed voicemail server is configured with the Voicemail Type set to Distributed
Voicemail.

System | LAMNL | LANZ || DNS Yoicemail Telephony || Directory Services | Swstem Events | SMTP | SMDR | Twinning | WM CCR

‘roicemail Type Distributed Yoicemail ~ Messages Butkon Goes To Visual Yoice
‘oicennail Destination 10 “
‘oicemail IP Address 192 . 168 42 1z

Backup Yoicemail IP Address

Implementing Voicemail Pro Page 122
IP Office 8.1 15-601064 Issue 8b (Tuesday, December 11, 2012)



Centralized Voicemail Pro: Distributed Voicemail Servers

e The Voicemail Destination is set to the Outgoing Group ID of the H323 trunk to the central IP Office
hosting the centralized voicemail server.

e The Voicemail IP Address is set to the IP address of the computer running the distributed voicemail server
for the IP Office.

Note:

If you are using Voicemail Pro in a distributed environment, a distributed server delivers a recorded message to the
central voicemail server on completion of the recording. However, the presentation to the voicemail server for message
waiting indication (MWI) and access via telephone might be delayed because of the internal processing of the message
and the network latency. The delay might be up to 2 minutes in high traffic situations.
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7.5 Combined Options

The various centralized voicemail options (standard, fallback, backup and distributed) can be used within the same Small

Community Network.

Distributed
Yoicemail Server
+ SMTP Server

Backup
Yoicemail
SErver

Centralized
Yoicemail Server
+ SMTP Server

(Distriperted)

Central
IP Office

lioizear i Ay

Fallback IP Office
I[P Office

(Cemralized) L
maa«' V‘;‘)}

e An IP Office using a distributed voicemail cannot be used as the fallback IP Office for the central IP Office.

e A distributed voicemail server cannot also be used as the backup voicemail server.
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Centralized Voicemail Pro: Combined Options

Example: Combined Fallback Control and Backup Server Operation
In the example below the fallback IP Office controll15 and backup voicemail serverfud operation can be combined.

Backup
Yoicemail

Centralized Server

S oicemail
Server

Central Voicemail Server controlled by Fallback IP Office

Backup
Voicemail
Server

Fallhack

IP Office
Backup Voicemail Server controlled by Central IP Office

Backup

Voicemail |

~ Fallhack
5 ~
erver )

|P Office

{/f/

|P Office

fCa'?!.'E."i

Combined Backup Voicemail Server and Fallback IP Office Operation

Central IP Office Unavailable

If the central IP Office becomes unavailable on
the network, the fallback IP Office takes over
control of voicemail services using the
centralized voicemail server.

Central Voicemail Unavailable

If the central voicemail server becomes
unavailable on the network, the central IP
Office will switch to using the backup voicemail
server.

Central IP Office and Central Voicemail
Server Unavailable

If both the central IP Office and the central
voicemail server become unavailable to the
network, voicemail services will switch to the
backup voicemail server under control of the
fallback IP Office.
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7.6 Installation Notes

SMTP Configuration

Both the distributed voicemail and backup voicemail scenarios use the same mechanism for the information exchange
between the servers. That mechanism uses SMTP e-mails between the IIS on each of the voicemail servers. Note that
this means a server with Microsoft Exchange installed (such as an SBS server) cannot be used as Exchange replaces the
IIS SMTP service.

The following notes apply to both scenarios unless specifically stated as otherwise.

1.Install and Enable IIS
All the voicemail servers (central, distributed and backup) require IIS to be installed and enabled on the server
before installation of the Voicemail Pro server software.

1. Start the Internet Information Services manager.
2.Right-click on the Default SMTP Virtual Server and select Properties.

3.Select the Messages tab. Deselect the Limit Message Size and Limit number of messages per connection
options.

2.Configure Each Voicemail Pro Server for SMTP E-mail via IIS
Following installation of the Voicemail Pro server software, its should be configured for SMTP e-mail operation as
follows:

a. By default the Voicemail Pro server installs defaulted to SMTP e-mail operation. However this should be
checked.

1. Start the Voicemail Pro Client. Click 'i'}J'J Preferences and select General.
2.Click the E-mail tab.
3. Verify that the MAPI[100 settings are not enabled. .

4.Select the SMTP Sender/[ioh sub tab. The first entry in the list must be configured for SMTP between the
voicemail servers. Set the Domain and Server to the fully qualified domain name of the voicemail server.

System Preferences _:_(J

Genaral| Directories Email ]Hnusekeepingl SNMP Alaml Outcalling| Backup & Ftasmre|

g %y X T Logaing 2V
Domain E Server | Fort Nn| Identifier
wmprol.example.com  vmprol example.com 25 wmpro@empro 1. example. com
smitp, example. com srmitp example com 25
vahoo.com smip.yahoo.com 25
< | i

| (8] 4 ] Cancel Help
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e For a Windows based voicemail server, these e-mails will be received on port 25 by IIS and will be
placed in its mail drop folder. To obtain the name, right-click on My Computer and select Properties.
The Computer Name tab shows the information that should be used as Full computer name. The
name must be used, IP addresses are not used.

System Properties [E|

System Restare Automnatic Updates Remote
General Computer Mame Hardware Advanced
- Wiindoves uzes the folloving information to identify pour computer

E an the metwork.

Computer description; |

Foar example: "IS Production Server” or
"Accourting Server".

Full computer narne: vimpral example com

Darnain: example com

5.Select the SMTP Receiver/ioh sub tab.
System Preferences i x|

Ganaral| Directories Email ]Hnusekeepingl SNMP Alurml Outcalling| Backup & Ftasmre|
MAP! | SMTP Sender SMTP Receiver |

SMTP Recaiver |External ﬂ
Drop Folder |c'.|l'|ne1 pub/mailroot/drop/
Domain [101.1.14

| (6], I Cance| Help

e For a Windows based server, set the SMTP Receiver as External and set the Drop Folder address to
be the IIS mail drop folder (usually C:\Inetpub\mailroot\Drop).

¢ Click OK.

6. Click @ Save & Make Live.

3.Verify that Port 25 is Not Blocked
Many firewalls block access to port 25 by default. Check that the firewall software on the server is configured to
include VMProV5Svc.exe as an exception.

4.DNS Host Routing (Optional)
SMTP operation uses fully qualified domain names that need to be resolved to IP addresses by the network's DNS
server. For name resolution, the hosts files on each server can be used. Note however that if this method is used,
any changes to IP addresses of servers will need to be reflected in the file update. Locate the file C:
\Windows\System32\drivers\etc\hosts and open it in a text editor such as WordPad. Add IP address and fully
qualified domain name entries for each of the other voicemail servers.
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Voicemail Pro Configuration

In all scenarios, each Voicemail Pro server should use the same basic configuration settings, ie. the same voicemail mode
(Intuity or IP Office) and the same housekeeping settings.

IP Office Configuration
Configuring Centralized Voicemail Server Operation
1.The centralized voicemail server for the SCN and its central IP Office are configured as normal.

2.Each IP Office not hosting a distributed voicemail server is configured with the Voicemail Type set to Centralized
Voicemail.

Syskern | LAMNL || LANZ || DNS Vaicemail Telephony | Directory Services | Svstem Events | SMTP | SMODR | Twinning || WM CCR

Yoicemail Tvpe Centralized Yoicemail w Messages Button Goes To Wisual Yoice

‘oicemail Destination 10 w

‘Woicemail IP Address

Backup Woicemail IP Address
e The Voicemail Destination is set the Outgoing Group ID of the H323 trunk to the central IP Office hosting
the centralized voicemail server.

Configuring Distributed Voicemail Server Operation
1.The centralized voicemail server for the SCN and its central IP Office are configured as normal.

2.The Voicemail Pro server software is installed as normal any distributed voicemail server computer. The distributed
voicemail server is not specifically configured as being a distributed server.

3. Each IP Office hosting a distributed voicemail server is configured with the Voicemail Type set to Distributed
Voicemail.

System | LAMNL | LANZ || DNS Yoicemail Telephony || Directory Services | Swstem Events | SMTP | SMDR | Twinning | WM CCR

‘roicemail Type Distributed Yoicemail ~ Messages Butkon Goes To Visual Yoice
‘oicennail Destination 10 “
‘oicemail IP Address 192 . 168 42 1z

Backup Yoicemail IP Address

e The Voicemail Destination is set to the Outgoing Group ID of the H323 trunk to the central IP Office
hosting the centralized voicemail server.

e The Voicemail IP Address is set to the IP address of the computer running the distributed voicemail server
for the IP Office.

Configuring Backup Server Operation

1.The Voicemail Pro server software is installed as normal on the backup server computer. The voicemail server is not
specifically configured as being a backup server.

2.The central IP Office hosting the primary voicemail server is configured with the IP addresses of both the primary
voicemail server and the backup voicemail server.

Syskern | LAMNL || LANZ || DNS Vaicemail Telephony | Directory Services | Svstem Events | SMTP | SMODR | Twinning || WM CCR

Yoicemail Tvpe Woicemail Like/Pra w Messages Butbon Goes To Visual Yoice

‘oicemail Destination

‘Woicemail IP Address 192 165 42 201

[ Backup Woicemail IP Address | 192 . 156 42 211 ]

3.The other IP Offices are configured for centralized or distributed voicemail as normal.
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Check the Server Connections

1.Check Connection to the Central Server
In the following tests, remember to use the fully qualified domain name of each server.

a.Ping Test
Make a ping from the server to the central server, for example ping vmprol.example.com. You should see a

series of 4 successful replies from the server.

b.Telnet Test
Make a telnet test from the server to the central server, for example telnet vmprol.example.com 25. You

should receive a response from the e-mail server within IIS. Enter quit to close the telnet connection.

2.Check Connection from the Central Server
Repeat the ping and telnet tests, this time from the central server to the backup or distributed server.

Checking Status with the Voicemail Pro Client
When connected to a Voicemail Pro server using the Voicemail Pro client, the client title bar will display the role of that
voicemail server; Centralized Voicemail, Backup Voicemail or Distributed Voicemail.

B Yoicemail Pro Client  {Intuity) - Local =i ( - \I_Il:llil
Fle  Edt Administration  Help

= o RS Ty R, TR IR N ; PooEs 1, pEs
Hé L B B &4 o 2 :*:rﬂw g~ -

[#-£=) DOEDO7OZEFZF (182.168.421) L -Tame | 1P addess | Version | Type | Last Activiy | Result

(22 Woicemal Pro Administrators patremp kimister.com 1921664210 6060 Distibuted 27/11/2009 0944 Up-TaDate
[0 Server Queues

bl Distribuited Voicernails

When connected to the backup voicemail server, if it is the active server, the title will have changed from Backup
Voicemail to Backup Voicemail (Live).

When connected to the centralized voicemail server, the Distributed Voicemails folder can be selected to display
details of the distributed servers and the state of the connection with each. The Result will be either:

o In Progress
The servers are synchronizing information via SMTP.

o Up-To-Date
The servers are synchronized.

Implementing Voicemail Pro Page 129
IP Office 8.1 15-601064 Issue 8b (Tuesday, December 11, 2012)



Implementing Voicemail Pro Page 130
IP Office 8.1 15-601064 Issue 8b (Tuesday, December 11, 2012)



Chapter 8.
Appendix

Implementing Voicemail Pro Page 131
IP Office 8.1 15-601064 Issue 8b (Tuesday, December 11, 2012)



8. Appendix
8.1 SMTP Logging

SMTP error logging is enabled to generate a log of SMTP activity.

For a Windows-based Voicemail Pro installation, the activity is logged in a file in C:\Program Files\Avaya\IP
Office\Voicemail Pro\VM\logs. The file name includes a date stamp for the day on which it is generated.

8.2 SFTP Host Key Verification

If you are trying to connect to a SFTP server for the first time, the connection may fail with an error message about the
authenticity of the host. The behavior is a feature of the SSH protocol and is designed to protect you from a spoofing
attack. To proceed, verify the host key of the SFTP server.

To verify the host key of the SFTP server

1.Log in to the computer that runs the Voicemail Pro service using the same Windows account that is used to start the
service.

2.0pen the WinSCP application.

3.Click New.

4.Enter the required details in the Host name and User name fields.
5.

Click Login.
A message is displayed that includes the host key of the SFTP server.

6.If you trust the displayed host key, click Yes to save the host key in the cache. Otherwise, get the host key from your
system administrator, and match it with the displayed host key before you click Yes.

7.Enter the password to verify the connectivity to the remote SFTP server.

8.3 Installing VoiceMail Pro as an ACM Gateway

Complete the steps in this section to install Voicemail Pro as an ACM Gateway. There is only one type of installation for
the Voicemail Pro ACM Gateway. Therefore you are not offered the choice of custom, compact or typical during the
installation process.

To install the ACM Gateway:

1. Insert the IP Office Applications DVD. Click Voicemail Pro, and then double-click setup.exe. The Choose
Setup Language window opens.

2. Select the installation language. This language is used for the installation and for the default language prompts.
3. Click OK. Installation preparation begins.

4. Voicemail Pro requires Microsoft .NET 2.0 Framework. If this version is not detected, you are prompted to install it.
Click Yes to install Microsoft .NET 2.0 Framework and follow the instructions on the screen.

5. If the Modify, repair or remove the program window is displayed, follow the upgrade process(291.
6. In the Welcome window, click Next. The Customer Information window opens.

7. In the Customer Information window, type a user name and the company name or use the default names that
are proposed. These settings do not affect Voicemail Pro when it is installed.

8. In the same window choose the option that determines who should be able to use Voicemail Pro when it has been
installed. If you prefer, choose the Anyone who uses this computer (all users) option.

9. In the Customer Information window, click Next. The Choose Destination Location window opens.

10.In the Choose Destination Location window, click Browse and locate the folder where the Voicemail Pro files are
to be installed. Otherwise, click Next to use the proposed folder. The Messaging Components window opens.

11.In the Messaging Components window, select ACM Gateway.

12.Click Next. The Service Account Name window opens. Details of the default administrator account may already
be filled in.

13.In the Service Account Name window, type the User Name and Password for the user account under which the
Voicemail Pro service should run. This should be the Voicemail account created previously on the domain and
Exchange server. Alternatively, click Browse and select from the list of available computer or network accounts or
click Next to use the proposed account details. The Select Program Folder window opens.

14.By default, the program folders are created in a folder called IP Office. You can specify a different folder or select
one from the list of existing folders. To specify a different folder, type the folder name in the Program Folders box.
Alternatively, to use an existing folder, highlight a name in the list of existing folders.

15.Click Next. The account details that you entered are verified. If you entered a user name that does not exist, the
system prompts you whether to create a new computer user account with the specified name and password. Click
Yes. The Select Program Folder window opens.

16.Select the program folder where you would like the icons for the Voicemail Pro components to be added. By default,
the program icons are added to IP Office.

17.Click Next. The Start Copying Files window opens. Before any copying starts, you are presented with a summary
of the settings that you have chosen so far.
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18.Review the settings to make sure that they are what you expect.

19.If for any reason the details are not what you expect, click Back and make the required changes. When you are
satisfied that the details are correct, click Next to start copying the files. The Setup Status window opens to keep
you informed while the installation takes place.

20.When the installation is complete, you are prompted to restart the computer. Choose Yes I want to restart my
computer now.

21.Click Finish to restart the computer.
22.When the computer restarts, log back in. The IP Office Voicemail Pro - ACM Gateway Settings window opens.
23.In the Mail Server box, type the name of the mail server to use.
24.Choose Message Networking/Interchange to use Interchange or Modular Messaging to use Modular
Messaging.1.
25.Click Next. The IP Office Voicemail Pro SMTP E-mail Settings window opens.
e In the Mail Server box, type the name of the SMTP mail server. This should be the fully qualified domain name.
e In the Port Number box, type the number of the receiving port on the SMTP mail server. The default is 25.
e In the Mail Drop box, type the name of the destination folder for outgoing e-mails on the SMTP Server.
Alternatively, click the Browse button and select the folder to use.

e To enforce server authentication, check the Server Requires Authentication box. This is optional. If you
check this option you also need to enter the account name and password. You can also choose whether or not
to set the Use Challenge Response Authentication option.

26.Click Finish. The e-mail settings are validated. If everything has been installed correctly and the license
requirements are met, you are prompted to start the Voicemail service. If the system fails to connect to the SMTP
server, an error message is displayed. You might need to start the Voicemail service manually. See Starting the
Voicemail Pro Service[28,

27.Click OK to acknowledge the message. You have now finished installing the Voicemail Pro ACM Gateway software.

Implementing Voicemail Pro Page 133
IP Office 8.1 15-601064 Issue 8b (Tuesday, December 11, 2012)



8.4 Installing Networked Messaging (VPNM)

Voicemail Pro Networked Messaging (VPNM) supports users to forward voicemail to mailboxes on remote voicemail
systems. This is done by adding a VPNM component to the Voicemail Pro installation.

The messages are transferred between systems using an SMTP/MIME mail format to encode both the voice part of the
message and additional message details.

Here is a diagram to illustrate VPNM between two IP Office systems.

Bemote IP Office System - Central IP Office System
IF Qffice Control Unit |F Office Control Unit

Yoicemail Pro swith %P “oicemail Pro swith %P
and SMTP Server and SMTP Server

Here is a diagram of a sample VPNM configuration between an IP Office and Avaya Interchange. Depending on how your
IP Network is set up, the configuration will differ slightly.

Ethernet Switch

Avaya Media Servers
E/ Media Gatevvay
with Inituity Audiz

Voicemail Pro with
PN and SMTP Server

DS Luvaya
Server Iriterchange

Ethernet Switch

&p

Up to 2000 mailboxes are supported per VPNM server and there is no constraint on the number of VPNM servers.
However, to distinguish between dial plans you might need to allocate a dial pre-fix to each server. A maximum of 99

pre-fixes are available.
This section summarizes the steps required for installing VPNM between two IP Office systems and between an IP Office
system and an Intuity Audix system through Avaya Interchange.

The instructions provided here should be read in conjunction with the other Avaya guides, for example Avaya Interchange
Adding a VPIM System to Your Network. This is because the setup for Interchange VPIM is the same as for VPNM.
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8.4.1 Requirements for VPNM
Check for the following before installing VPNM:

A Voicemail Pro server with VPNM installed connected to each IP Office system. Each system will need a license for
both Voicemail Pro and VPNM.

All systems in the VPNM network need to be tested for their connectivity to the IP network. It is suggested that you
test the following:

e Ping the IP Addresses.
e Ping the computer names. If in a domain, ping the fully qualified domain name.

The Voicemail Pro Servers must have an SMTP server installed. This can be done using the SMTP component of
Internet Information Service (IIS).

e To test type "Telnet <the name of the SMTP server> 25",
Server names, where entered, must be fully qualified domain names.
Voicemail Pro should not be installed on the same server as Exchange and/or the domain controller.
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8.4.2 Installing VoiceMail Pro with VPNM Support

For Voicemail Pro 6.1, the VPNM components are embedded parts of the Voicemail Pro service and so automatically
installed.

Implementing Voicemail Pro Page 136
IP Office 8.1 15-601064 Issue 8b (Tuesday, December 11, 2012)



Appendix: Installing Networked Messaging (VPNM)

8.4.3 Configuring VPNM Preferences

This set of preferences is used to add a list of the remote VPNM servers and mailbox users on those servers.

o ! These features are not supported on a Linux-based Voicemail Pro server.

To open the VPNM window:
1. Start the Voicemail Pro Client.
2. From the Administration menu, select Preferences > VPNM. The VPNM window opens.

YPNM (via SMTP server 10.1.1.3) =10l x|
—WPMM Serverz)
Server | Frefix |

vphm. sitea. avaya. com

add | pewe |

— Users for VPNM Server(s]

Server | Full M arne | LocaIEHtensinnl Remate Er:tensinnl Murmber |
wpnm, zitea. avapa.com BobJones 200 200
Add Modify Lelete Add Bange |

Help | Exit |

To add a VPNM server:
1. In the VPNM Server(s) section, click Add.

2. Enter the fully qualified domain name of the remote VPNM destination (the remote Voicemail Pro server computer or
Avaya Interchange).

3. Enter the two digit access prefix, if these are being used.
4. Click OK.

To delete a VPNM server:
1. In the VPNM Server(s) section, select the server that is to be deleted.
2. Click Delete. When a server is deleted, all of the users associated with that server are also deleted.
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To add a user to VPNM server:

1. In the Users for VPNM Server(s) section, click Add. The Adding a new user window opens.

Adding a new user

—Fleaze complete the uzer detail
W'hich WFIM Server does thiz uzer belong to?

Wwhat iz this uger's full name?

Please enter the user's local extension

Please enter the uzer's remote extension

What iz thiz uzer's full telephone number?

0K

LCancel

2. Enter details for the user. All of these details MUST be completed before the user can be added.

e Select the VPNM server from the listing.

e Enter the user's full name. The user's full name is used by the local Voicemail Pro's dial by name feature.
e Enter the user's extension. The local extension number is used as the local mailbox number and so should not

conflict with any existing local number.

e Enter the user's remote extension. The remote extension number should be the user's real extension number.
Typically this and the 'local extension number' are kept the same using a unique extension number dial plan for

the linked systems.

e Enter the user's full telephone number. The full telephone number should be a dialable number that is routed to

the user's extension or mailbox.

3. Click OK to save the details and return to the VPNM configuration window.
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To add a group of users:

1. (Optional) Check the option Enable WildCard. When this option is selected you can use the question mark symbol
(?) to represent any number.

2. In the Users for VPNM Server(s) section, click Add Range. The Adding a range of users window opens.
Adding a range of users il

Which WPMM Server do these uzers belong ta?

Input extension range.

Start Mumber of Uzers

Enter lacal prefiz

Enter remote prefis

ak. I Cancel

3. Enter details for the users. All of these details MUST be completed before the users can be added.
e Select the VPNM server for which you want to add the users.
e Enter the start number of the extension range.

e Enter the local prefix.
e Enter remote prefix.
4. Click OK to save the details and return to the VPNM configuration window.
To change details of a VPNM user:

1. In the Users for VPNM Server(s) section, select the name of the user whose details need to be changed.
2. Click Modify. You can change the user's full name, the local extension number and the full telephone number.
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8.4.4 Testing a VPNM Setup
It is advisable to test the VPNM setup.
To test the VPNM setup:

1. Dial into voicemail from one of the systems and record a message.
2. When selecting the target extension, enter an extension from the other system as specified in the VPNM Preferences

screen.
The message should be delivered to the other systems Voicemail Pro server into C:\ \Inetpub\mailroot\Drop.

. The VPNMreceiver Service checks the Drop directory approximately every 30 seconds. When it finds a message in
the Drop directory, it will send the message to the relevant extension's voicemail box on the remote system.
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8.5 Glossary

8.5.1 Centralized Voicemail Pro Server

Centralized Voicemail Pro uses a single Voicemail Pro server to provide voicemail services for all IP Offices in the Small
Community Network. Except for use of ContactStore, only the central IP Office hosting the voicemail server requires
licensing for Voicemail Pro operation and features.

8.5.2 Distributed Voicemail Pro Server

For IP Office Release 6.0 and higher, remote IP Offices in the Small Community Network can be associated with another
voicemail server in addition to the centralized voicemail server. The additional distributed server then provides all
voicemail services (except message storage and collection) for that IP Office. This requires the remote IP Office to have
licenses for voicemail operation and the features it requires.

8.5.3 MAPI

Message Application Programming Interface (MAPI) is a Microsoft Windows system architecture that supports adding
messaging functionality into applications. MAPI-enabled e-mail applications can share e-mails and also work together to
distribute the mail.

8.5.4 SNTP

Simple Network Time Protocol (SNTP) is an Internet standard protocol (built on top of TCP/IP) that provides accurate
synchronization to the millisecond of computer clock times in a network of computers. It synchronizes all the IP Offices in
an SCN configuration.

8.5.5 VPNM

Voicemail Private Networked Messaging (VPNM) is a set of preferences available only if you have selected VPNM during
installation and is licensed within the IP Office configuration. It is used to add a list of the remote VPNM servers and
mailbox users on those servers.

8.5.6 VRL

Using the Voice Recording Library (VRL) operation, Voicemail Pro can transfer specific users' automatic and/or manually
recorded calls to a third-party application. Users can select VRL as the destination for calls recorded via a Leave Mail
action in a call flow.

Currently, this mode of operation is only supported with the Contact Store for IP Office application from Witness
Systems. This application provides tools to sort, search and playback recordings. It also supports the archiving of
recordings to DVD.
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Performance figures and data quoted in this document are typical, and must be
specifically confirmed in writing by Avaya before they become applicable to any
particular order or contract. The company reserves the right to make alterations
or amendments to the detailed specifications at its discretion. The publication of
information in this document does not imply freedom from patent or other
protective rights of Avaya or others.

All trademarks identified by the ® or ™ are registered trademarks or trademarks,
respectively, of Avaya Inc. All other trademarks are the property of their
respective owners.

This document contains proprietary information of Avaya and is not to be
disclosed or used except in accordance with applicable agreements.

© 2012 Avaya Inc. All rights reserved.
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